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Preface

Training Purpose: This curriculumwasdirectly Command (USJFCOM) in collaboration with
inspiredby theUS MarineC o r @mnbatHunter  Joint Task Force NorthJTH N).

program. Created in 2007, in response to a dramat In its role as the joint integrator of training,
ic increasen precisiorfire causalitiesn Baghdad, U S J F C @dfilsutionto this effort wasto col-
CombatHunteris systemati¢rainingdesignedo  laboratewith the Servicesandotherpartnerdo find
improvecognitiveskills, showingpersonnehowto  thebestof-breedideas build uponthem,andbring
readthehumanterrain,establishabaselinedetect  themto the attentionof the Defensecommunityin

ananomaly andmakedecisionsi | efb & nlg . @waythatreinforceshe Servicesestproductsin-
otherwords,CombatHunterwasdesignedotrain  sights,andcapabilitiesonaJointis he | f . 0

personneto anticipatedangerandmeetit proac . . .
tively. In an irregular conflict, this enables personnel’ @'get Audienceof this Manual: This Progranmof

tobethefi h u n® mottheh unt ed . o Instruction(POIl)wasdesignedor military personr

CODIAC integrates the USMC Combat nelin theJointDefensecommunity includingthe
Hunter principles, along with proven battlefield Army, Navy, Air Force,andMarine Corps.Further,
decisionmaking and irregular warfare instruction to meetDepartmenbf Defenseobjectivesthe POI
from acrosgheJointservicesThegoalof CODI-  maybeusedfor traininginteragencyparamilitary
AC is to enhance the ability of individuals and smallPersonnelsuchasBorderPatrolor PoliceOfficers,
teamsto addressrregularchallengedy training ~ aswell asmultinationalallies.
enhanceabservationbattlefieldsensemakind)u- The POl was designed asahige vel fteact
man terrain pattern recognition, and environmentd U i foreualifiedtrainersto useto trainnovice

analysis (including knowledge of combat tracking). Personnebn enhanceabservationtracking,and
combatprofiling. Thisinstructionalmanualwas

designedo helptrainersconveydynamicdecision

Course Length: This course should require approx Makingskillsin anaccessibl@ndinnovative,yet
imately 200 hours to complete. A sample schedule i§traightforwarcandsystematicmanner.

provided;howeverunitsshoulddevelopschedules Using this POI: This POI was designed for use by

that meet their own goals. individual units, and it is intended to be used at
Collaboration: This curriculum incorporates theirdiscretionldeally, CODIAC trainerswill have

the latesteducationatheoriesregardingdynamic ~ completeca train-the-trainerCODIAC, Combat
decisionmaking,humansocialculturalbehavior Hunter,or similar courseThis POIwill benefitall
analysis, and battlefield sensemaking. Military angombatpersonnelparticularlythosedeployingto
academigersonnelcognitivepsychologistand — anactiveareaof operationsinstructionaldelivery
training scientistsfrom industry,andtheUSMC  andcontentguidanceareofferedfor eachmodule.
Combat Hunter subjechatter experts collaborat However this guideis notacompletesourceof all
edin thecreationof this curriculum.Development CODIAC subjectmatter. Additional resourcesire

of this curriculumwassponsoredby JointForces recommendethroughout.

Training Location: In unit (homestation)



SubjectMatterExperts

Greg Williams

Onatypicalday,onemightencounteanoutgoing er and practi  _
individualwho seemgo neverstop.Heisin con  tionerof theart E RESOURCE:
stantmotionandseekingprocessingandassociat  and science of Resource DVD, 0000.1 i
ing informationheneeddo interprettheintricacies  profiling, Greg  Greg Williams Interview
of thepatternghatimmerseusall. GregWilliams ~ foundmeaning  \sigeg
is thatindividual. Gregwasrearedn asurvivalsit-  around  him.
ationin alargeurbanareaHe dodgedn andout  He adaptedisskills asadetectiveto therequire
of trouble,anaturalfighterwhohonechisskillsin -~ mentsoft o d @nfar@irgmanHe proposedinew
numerougncountersvheregangethicsandhonor  lexiconandaddedadimensiorto problemsolving
were at stake. Early on he became aware of the subtigatgavetheusertheadvantagén time andspaceo
indicators that sur vi Vkillcaturso®®rithctdndversanbyicotnBiting S y mb o |
weaponsbodylanguagebaselines. his preceptabouthumannaturewith hisinsights
He survived those early street encounters, whicBboutalien culturesandhis expertknowledgeof
includednumerousontactswith law enforcement.  \weaponsandwarfare.
Eventually circumstancesequiredGregto enter Why should Greg Williams be considered a-sub
themilitary whereheservedasaninfantrymanHe  jectmatterexpertHeis amasteoftheskills,andhe
movedonto acareetin law enforcementyvherehe hasintegrate¢heminto anewcombatcapability
gainedareputatiorfor sensingputcriminalsandus humarterrainpatternmecognitionG r e \goék goes
ing his streesense to combat crime. peyondiuency.Manyindividualspossesthebasic
GregWilliams is atransforma  apjlity of readingheintentionsof othersputGr e g 6 s
tional character, who adapted his performancegoesbeyond.He hasdemonstrated
skills andabilitiesto defeatinsurgents  anapjlity to re-calibratehis understandingndef-
onthebattlefieldsof Asia. As atrain-  ficiently adaptis mentalmodelto emergingsitua
tions.He hasachievedlevel of performancehat
is characterizedy originality andcreativity.He has
effectivelyintegratechislife expert
enceswith understandingf human
behaviorto amplify the performance
of small units who operate on the
i e doficeh a dt sanewfrontier
thatenablesGregandhis protégéso
interact and relate to theperating
environments. In this
sensehehascaptivated
the imagination and
spirit of warfightersby
makingthemthehunter
insteadof the huntedin
survivalsituations.




David Scott-Donelan

As we scantheenvironmentor otherswith prodi
giousabilitiesassensanakersanddifferencemakers,
we encounteDavid ScottDonelan.A renowned
humantrackerwhosehasextensiveexperiencen
counterguerilla warfare, David is an outlier. He
is the productof a military experiencewherehe
servedandled various regulaand unconventional
unitssuchasthe Seleousscoutsandthe SpecialAir
Services (SAS). As a young lieutenant in the Rhod
sianArmy, heacquiredhetacticalsavvyandresit
ience while fighting active insurgencies throughout
Africa. He demonstratednuncannyability to get

in themindof hisquarryandto trackthemrelent
lessly.He is anaturalleademwho inspires teachesand
bleedswith his followers.To thosewho seehim to-
day, David standsout asanindividual wholives and
breathesheethosof thewarriorclass.

David s vital andfit for someonavho haspassed
his 70"birthday.Heis alifelong learnerandapas
sionatereademho consumesg steadydiet of non
fiction materials. He is also a student of humanhe tactical, techni
naturewhichhebelieveggiveshim theadvantage calanddecisionmak
whentrackingor analyzingevidenceToday,heis  ing skills of atracker.Perhapsnoreimportantly,he
surroundedby a cadreof protégésvhopracticethe  hasmentorechundredsf othersasrole modeland
craftof tracking.Heis aneffectivestorytellerwho  coachHis protégésarethroughoutaw enforcement
integrates his lived experiences with lesson materialsnd military organizations. David is a lateral thinker,
to inform listenerson how andwhy trackingworks.  who possessesnaturalability to interprethuman
He andhis teamarepainstakingattentionto-detail  spoor and applv
men. Like David, they are intellectually curious, al hisunderstand E RESOURCE:
waystrying to explainwhy thingshappen. ing in highrisk Resource DVD. 0000.2 i

Whenaskedhespeakgproudlyabouthismili-  problem  set : '
taryroots.David alsorevealghathecomesroma  tings.Heis in-
long line of professional soldiers. This lineage begin;er directed, Interview Video
with agreatgrandfathewhospents7yearsnthe  which  gives
service which culminatedn servingasthe Yeoman  him theability to retaindetailsandfocuson track
of theGuardfor QueerVictoria. D a v isendcs  ing tacticsandtechniquesAs acombatracker,Da-
spanneahearlythreedecadesn severawarzones. vid was invariably dealing with dangerous situations
His expertiseasatrackerwasrefinedthroughout = wherehewasrequiredio remainvigilant andaware
thatperiod. for long periods of time. This level of mental stamina

Why should David Scotbonelan be considered contributessignificantlyto hisjudgmentanddeck
anoutlier?Fornearly30years,David hasapplied  sionmakingwhile tracking.

David Scott-Donelan



Training Outcome:

Thisprogramintendsto teachthefollowing:

- Useof enhancedobservatiortechniques

Using organicassetso makepositiveidentifications

Making innovativeuseof opticsto help constructa baselineor profile

Shifting field of view to avoidfocuslock

Efficient useof refocusingin visual scango include both nearandfar objectsin the scene
Making effective and efficient identification of anchorpointsandindicationsof antitracking
Making effective and efficient identification of habitualareasandactionindicators

7. Effortlessly using observationtechniqueghat do not require consciousattention

o gk wbdhE

Identification of critical eventindicators

8. Establishinga baselineto extractnormalcy

9. Looking for anomaliesoutsideof the baseline

10. Looking for signaturebehaviorge.g.,of a high-valuetarget)via a clusterof cues
11. Looking for signaturelocations(e.g.,habitualareas)througha clusterof cues

OBSERVE

Interpretation of human behaviorcues

12. Takingsomeone | sperépsctive

13. Effectively andefficiently identifying leaders

14. Orientingobservatioror trackingtowardpotentiallyhostileplayersandignoring neutrals
15. Workingwith othersto constructbehaviomprofile of apersongventor quarry

Synthesisof ambiguousinformation

16. Inducing a pattern from a few individual cues

17. Generatingexplanatonstorylinesthattie individual itemsof informationtogether

18. Imaginingalternativecourseof actionor eventoutcomesby whatif mentalsimulations
19. Anticipating what will happen next

Proactiveanalysisand dynamicdecisionmaking

20. Lookingfor prototypedo guiderapidrecognitionanddecisionmaking

21. Detectinganunfolding eventor activity by identifying a pieceof it andinferring the rest
22. Usingappropriatecriteria (e.g.,threecues)to maketimely but accuratedecisions

23. Takingan evidencebasedapproachusingharddatato confirm or disconfirmhypotheses
24. Not settlingfor unexplaineceventsor evidencebutlooking for antecedent® asituation
25. Making effectivedecisiondn spiteof high stressconditions

Employmentof cognitivediscipline

26. Using tactical patiende avoid committindoo soon ogoing tokinetics unnecessarily

27. Using geometryof fires to createaninterlocking networkof optics,intel, andcommunications

28. Keepinganopenmind to the unexpectedrecognizinghatthereareunknownvariables)

29. Recognizingwheno n esiiuationalawarenesss low andhow to mitigate the condition

30. Trustingthato n eskills will overcomeobstaclesn the difficult situations

31. Developing an internalense ofime inorder toknow whera situationajudgment need® be updated
32. Employingstressreductionstrategiedo managephysiologicalstressreactions

33. Recognizingwhenstressis affectingotherteamme mb eactisn8andhelpingthemrefocustheir attention

MAINTAIN — DECIDE —— ORIENT









Unit 1:
Introduction
to CODIAC

This coursegcalledCombatObservatiorandDecisiormakingin IrregularandAmbiguous
Conflicts(CODIAC), isintendedo helppersonnelatall ranksandin variousoccupational
specialities, develop sophisticated decisimaking abilities for complex, irregular, and-am
biguousenvironmentsThis unitwill explaintheimportanceof CODIAC skills from the
irregular warfare perspective. Trainees will learn the purpose of CODIAC, and they will se
how suchskills canbenefittherangeof combaipersonnel.

SuggestedPrerequisites:
A None

Terminal Learning Objective:

A Asanintroductoryunit, this sectionservesasaprimerto all six of themajortrainingobjectives At
the conclusion of this unit, trainees will be able to describe the purpose of CODIAC and explain ho
CODIAC skills canenhanceheirindividualrolein anoperationahrea.

Enabling Learning Objectives:

A Describethe consequencesf beingreactive(versusproactive)on the battlefield
A Describethe benefitsof makingdecisionsi | effbta n g 0
A Evaluatedecisionsin variousexamplesrom a legal/moral/ethicaperspective

Estimated Time Allotted for Instruction: About8 hours

Speciality Support Requirements:
A No speciaffacilities required




1001:Coursdntroduction

Introductory
Lecture and discussion
About 60 minutes

Terminal Objective: This module

Instructor Activities:

1. Reviewthelntro videowith theclass

2. Discussi | -effbta napdexplainits importance

3. Leada discussioron sensingdangerandrespondingo incidents

4. DiscusgheJubasniperandcreationof the CombatHuntercourse
5. Discusghe CODIAC unit topicsandobjectives

introduces trainees to the goals and

objectivesof thecourse Trainees
will learnaboutcritical incidents
in which CODIAC skills were
used, or could have been used
to preventseriousconsequences.
Traineewill alsolearnaboutthe
materialto be covered andthey
will beintroducedyia anecdotes,
to reatworld usesof combatpro-
filing andcombatracking.

Module Vocabulary:
ACODIAC
Alrregular Warfare
Al eft-of-Bang

ResourceDVD:
A1001.11 Intro, Video
A1001.2i JubaSniper\Video
A1001.3i Left-of-Bang, PPT

A1001.4i CombatHunterin
USMC GazettePDF

Synopsisof Module Topics:

Introduction: From2005 2007,aman(or possiblyagroup)calledthe

A J uSbnai perarizédAmericanwarfightersin BaghdadIn a seriesof
Internetpublished propaganda videos, Juba can be seen killing American
warfightersln oneof hisvideos,releasedctober2006,Jubaclaimsto
havekilled 645US SoldiersandMarines.Regardlessf whetherthese
deathsveretruly J u b hari@disvork the US casualtyreportverifiesa dra
matic increase in precision fire causalities during this time period. Marines
andSoldierswerebeinghunted

Juba Sniper: The Juba sniper example shows how poor situational aware
nessalack of combatobservatiorskills, andignoranceof howtoi r e a d 0
thehumanandphysicalterraincanbedeadly.

USMC Combat Hunter: In January 2007, the US Marine Corps
(USMC) sought a novel solution to the Juba sniper and similar irregular
warfarechallengeswith assistanc&om the Marine CorpsWarfighting
Lab (MCWL), adiversegroupof subjectmatterexpertsvereassembled
with acommongoal: Turn Marinesfrom thehuntednto thehunters
TheUSMC realizedthatcertainpeoplewerebetterableto detect
snipersaandimprovisedexplosivesAfter examiningtheir backgrounds,
theMarinesrealizedthatthemostsuccessfuii b a t t H verf tineend sdo
thosewho couldreadthe environmentthe physicaland/orsocialland-
scape. Combat Hunter was designed to train these skills. The program fo
cuses on enhanced observation, combat tracking (i.e., reading the physical
terrain),andcombatprofiling (i.e.,readinghehumarterrain).

Border Hunter: Becaus¢he CombatHunterskill setappearedo have
transferabilityto awider community,in April 2010JointTaskForce

North (JTFN) heldaspecial20-dayfi B o rHduenrtversionof the
CombatHuntercourselt wasdeliveredio 43traineedfrom the Army and

Law Enforcement Agencies, including 18 Border Patrol personnel (hence
thename) JTFN redesigrRangeGolf at Ft. Bliss to specificallyaccom
modate the Border Hunter training scenarios, and they hired the original
Subject Matter Experts to teach the course. This manual is based upon the
instructionofferedduringthatBorderHunterevent.



CODIAC: TheCombatObservatiormandDecisionmakingin Irregu- I

lar andAmbiguousConflicts (CODIAC) initiative is anefforttodistill A T h ey have neve.l
the corecompetenciesf CombatHunterinto aformatusableacrosshe  Theyhearhim, butby theni ttdd s
JointServices. late:ashotringsoutandanother

o US soldierslumpsdeador wound
Left-of-Bang: CODIAC principles help personnel observe, analyze, anQd.Thereis nevera follow-up shot

decidebeforethe enemyacts left-of-bang.CODIAC skills alsohelpper
sonnelearntheindicatorsto look for afteranincidentoccurs sothat
theycanpreventhenextoccurrencd thatis, actingbeforethenextbang.

never a chance for US forces to
identify the origin, to make the
hunterthe hunted Hefires once

Training Objectives: CODIAC includessix major training objectives: andvani sheso

1. Useof enhancedbservatiortechniquesTheknowledgeskills, andat 0 Rory Carroll
titudes (KSAs) associated with this objective involve understanding
thephyS|oIog|calandcogmtweprocesseef pgrc&_—:-ptlonthellmlts of REMEMBER!
theseprocessegndhowto overcomehelimitations.
T o d abgtileseldis constantly

2. ldentificationof critical eventndicators: TheKSAs associateavith : . .
) . MR ) . changingandrequiresa unique
this training objective involve interpretation of observed events. Inability 1o dealwith the civilian
other words, this objective highlights the need to effectively analyze a

scenean orderto makesensef abattlespace. oI EEE R ARl
mand and control, and th

3. Interpretationof humanbehaviorcues:As anextensiorof the previous authorityandconsequencesf
trainingobjective this objectivealsofocusesn analysisof observa individual action® all while
tionsbutemphasizetheability to interprethumanindicators. fighting anadaptiveenemy.

4. Synthesis of ambiguous informatiofhese KSAs focus on the devel
opmentof synthesisandpredictionabilities.

5. Proactiveanalysisand dynamicdecisionmaking:Oncecueshavebeen
detectedinterpretedandsynthesizeda decisionmustbe made.This
training objective involves KSAs associated with making effective de
cisionsdespitenavingonly partialor ambiguousnformation.

6. Employment of cognitive disciplin€inally, this training objective fo
cuseson maintainingpeakperformancédy beingawareof, andthen
mitigating, I|limitations (such as fatigue or stre
ability to makeeffectiveobservationgnd/ordecisions.

DiscussionQuestions:

1. Haveyoueverexperienceai s i sxet nltleagvarnedyouaboutm-
pendingdanger?VhatwasthatsensationWhy did you haveit?

2.Are commander s/ supervisors-I|likely to give Asi
denceWhy or why not?Whatwould makeit morebelievable?

3. Whathappensfteracritical incident?How doyoutrackdownyour
guarry?How doyoufigure outwhowasresponsible?



1002:JointDistributedOperations

Instructor Activities:

1. Asktraineedo readtherecommendetkesources

_ 2. Asaclassjnteractivelydiscussrregularwarfare

About 60 minutes 3. Discussits implications,suchas distributedoperations

4. Discusshow CODIAC skills canassistin irregularconflicts

Introductory
Lecture and discussion

Terminal Objective: This module
introducedraineego the concept Synopsisof Module Topics:
of distributedoperationsaandthe
challenges of irregular warfare that
necessitata distributedstrategy.
At theconclusiorof thismodule,
traineewwill beableto list several
challenges of irregular warfare and
identify how different Services are
overcomingthesechallengingby
placingmoreemphasi®n small,
dismountedunits.

The Challenge: Military and law enforcement personnel confront a range
of irregular conflicts, fought by adversaries who are fierce, agile,-unpre
dictable,andwilling to useextrememethodof violence.To confront

these challenges, US forces and civil authorities are adopting distributed
strategie®f operationsthesestrategieplacegreateemphasi®nsmall,
dismounted teams. The individuals and junior leaders who comprise these
teams are responsible for making rapid, difficult decisions. They also have
greateresponsibilityfor intelligencecollection,surveillanceandcom:
municationsPlus,theconsequences failure canbe substantialhaving
strategic implications beyond the immediate tactical operations.

Module Vocabulary: Irregular Warfare: Irregular warfare is characterized as a violent struggle
ACounterinsurgency amongstateandnon-stateactorsfor legitimacyandinfluenceoverthe
ADistributedOperations relevant population(s). Irregular warfare combatants often favor indirect

andasymmetri@approacheshoughthey mayemploythefull rangeof

AFull-SpectrumOperations I o .
P P military andothercapacitiesin ordererodeana d v e r power,infld- s

ResourceDVD: ence, and will
A1002.11 Learning Strategic Corporals: Key decisionmaking responsibilities are now often
CounterinsurgencyPDF pushedo morejunior personnelTo acteffectivelythesepersonneimust
A1002.2i NDS2005 PDF possesaumerougnablingcompetenciesncludingcritical thinking

A1002.3i ECODoctrine PDF  abilities, situationalawarenessacticalpatiencecultural attentiveness,
A1002.4i ArmyField Manual eth?cal/mora_lso_lidity, andanadaptive_stanceandtheconfidenc&o use
3-0, pages 4i768, PDF their skills within the complex, ambiguous environment of the modern

battlespacdn hisarticleoni L e a ICoiumg@g er i rGenereRge ncy , O
traeugdiscussed4lessondearnedrom therecentconflictsin Iragand
Afghanistan Althoughhis articlefocuseson the Middle East the Gen
e r amordsprovideinsightfor arangeof military andlaw enforcement
operationsOneof hismostpoignanrecommendationis #12:

ObservatioNumberl2is theadmonitionto remembethestrategic
corporalsand strategiclieutenantsthe relatively junior commissioned

or noncommissioned officers who often have to make huge decisions,
sometimesvith life-or-deathaswell asstrategicconsequences) the

blink of aneye. Do everythingpossibleo trainthembeforedeploy

ment for the various situations they will face, particularly for the most
challengingandambiguou®nes(page9).



Distributing Operations: The collectiveaim of distributedoperationss GGG

to meetthechallenge®f irregularwarfareby unleashinghepowerof  ...Werequirethe capabilities to
small units, enabling personnel to operate autonomously at increasindéntify, locate track,andengage
lower echelonsgisaggregatagainsunconventionahreatsquicklyag  individual enemiesandtheir net
gregate against more conventional threats, and easily integrate Joit camarks. Doing so will require great
bilities, such as intelligence, surveillance, and reconnaissance (ISR) andapabilities across a range of
Jointfires. Theintentis notto makeregularforcesinto speciaforcesbut  areas, particularly intelligence, sur
to recognize that the individual, the leader, and the small unit are criticalllance ,andcommunications.

playersonanincreasinglydecentralizea@nddispersedattlefield. 8 National DefenseStrategy

Full-Spectrum Operations: Anotherchallengeof thecurrentoperation  (NDS) 2005, page 15
al environment is that US military forces and civil authorities are asked to

conductawider rangeof operationghaneverbefore.The Army andMa-

rine Corps repecttraomt oppectawopd hel b Ful |
erations combine offense, defense, and stability/support operations. The

implicationsof this effort effectall levels.For instancecommanderand

strategic planners must develop greater understanding of the soeial, cul

tural, andpsychologicamotivationsof worldwide populationsandthey
mustdevelopwider-rangingstrategieshatconsidethesecong, third-,
andfourth-ordereffectsof their actions Meanwhile relativelylower-

ranked personnel must also develop significantly expanded competencies,

beyondtheir military occupationaspecialtiesto supportherangeof ki-
netic(i.e.,combat)andnonkinetic (i.e., non-combat)missiongheywill

be asked to carry out.

Implications: The reality of irregular warfare, counterinsurgency, distrib
utedoperationsandfull -spectrunoperationdeadsto severaimplica
tions.First,smallunits(i.e., squadsplatoonsandcompanieshow have
greater responsibly for intelligence, surveillance, and communications
tasks. Second, small unit leaders now have greater empowerment to make
critical battlefielddecision® notjustatthetacticallevelbutalsowith
strategic consequences. Third, all personnel are tasked with a greater range
of missionsfrom reconstructiorutiesto force-on-forcearmedconflict.
Finally, to riseto thesechallengessmallunit personnendleadersmust
develop greater higharder cognitive competencies, broader knowledge

of the tactical strategic battlespace, and intuitive decisiaking abilities

for use in ambiguous environments. This CODIAC manual was designed
to partially addresshesdrainingneeds.

DiscussionQuestion:

1. Whatelement®f irregularconflictsdo you facein your operational
environmentMow doesyour unit addresshesechallenged both
formally andinformally?



1003: ThelncidentTimeline

Instructor Activities:

1. Definetheincidenttimeline;usetheprovidedTimelinevideo
. Remindtraineesof the importanceof actingleft-of-bang

. Defineanddiscusspre-eventindicators

. Discusgherule of three

. Discusgheuseof CODIAC skills right-of-bang

Introductory
Lecture and discussion
About 60 minutes

[S2 I~ NGO I\ )

Terminal Objective: This module
describegheincidenttimeline,as
well as how CODIAC skills can be  Synopsisof Module Topics:
appliedbeforeandafterthecriti-
calincident.Uponcompletionof
thismodule traineeswill beable
to describehow CODIAC skills
canbeusedeft-of-bangandright-
of-bang.Theywill alsobeableto  |ncident Timeline: i L eofbta nrefabsto all actionsthatoccurbefore
list severalexamplesof CODIAC  anincident;thesemayincludepre-eventindicators actionsto interrupt

Introduction: Theincidenttimelinedescribesheactivities,in time or-
der,thatledupto, occurredduring,andthenhappeneafteracritical
incident(i.e.,afl b a nRergonnetanuseCODIAC skills left-of-bang
andright-of-bang.

skills applied to each of these stagt he i nci dent, or reconnai-efdamge®é af ean
es of the timeline. proactive fi Ri -gf-b & nrefasto all reactionghatoccurafteraninci-
dent . Ac-bofb ang teacive Retsdnnel should strive to be
Module Vocabulary: proactive jdentifying andmitigatingthreatdeforetheyoccur.
APreEventindicators

Left-of-Bang: As discussee@arlierin this unit, aprimarygoalof CO-

ARightof-Bang DIAC trainingis to helppersonneiakeaccuratalecisiondeft-of-bang,
ARuleof Three before a critical incident occurs. In order to act-téfbang, a person must
beableto observeandunderstandhe pre-eventindicatorsthatsuggest
ResourceDVD: thatacritical incidentis aboutto occur.

A1003.1i Timeline, Video ARuleof Three:Keepin mindthat,in mostcasesasinglecueis not

enougho makeadecisionunlesghatcueis substantiale.g.,anim-
mediatethreatto a persordemandinghathe/sheactin selfdefense).

KEY SKILL However, once three anomalies have been detected, a decision must
Anticipatingwhatwill bemade.
happemext

Instructorsshouldemphasize
theimportanceof actingpro-

actively,thatis, left-of-bang. Proactive Reactive
Discuss specific critical event: |
thatthetraineedhaveexperit \ /

LEFT-OF-BANG ‘ \ / ‘ RIGHT-OF-BANG

enced and attempt to dete <
mine what pre-eventindica ‘
torswerepresenin eachcase. A /P\

BANG

>




Examplesof whatpersonnetando, left-of-bang,include: ]

ACreateabaselineofw h a fi B e r forahadea
AObservesuspectgo establishtheir typical tacticsand procedures
AScoutoutpotentialattackiocations

ADetectanomaliesrom thebaseline

Aldentify behaviorghatareoutof place

A We &auledin mostof these
cases of targeted violence there has
beensomepre-eventindicator,ei-
therbehaviorcommentsor action
onthepartof peoplethat,in retro-
spectwasanindicatorthatsome

Aldentify suspiciousenvironmentakigns(e.g.,tracksat a location) thing was going on that might have

Right-of-Bang: Warfighters and law enforcement personnel can use C
DIAC skills to analyzecritical eventsaftertheyoccur,identifying indi-
catorsto preventhenextcritical inciden® in otherwords,actingleft-
of-the-nextbang.For example CODIAC skills canhelppersonnetrack
downinsurgentandfugitives or identify terroristandcriminal networks.
To do this, personnel may need to exercise tactical patience. For exam
apoliceofficer who observes drugdealeron the streetcouldarrestthat
personpr thepoliceofficer couldfollow thedrugdealemntil hemakes
contactwith hissupplier.Thenthepoliceofficer couldbringdownthe
drugnetworkinsteadof justthedealer.

Examplesof what personnetando, right-of-bang,include:

Aldentify tracksleadingawayfrom a scene

Aldentify behavioralanomaliesof nearbypeople

Aldentify environmentakffects,suchasodd crowd reactions
AAnalyzeasitefor cluesto thee n e ntgcficsor motivations
AAnalyzetheincidentfor cluesto thenetworkinvolved

DiscussionQuestions:
1. Think of acritical eventthatyou, personally experiencedWhatpre

born[sicimorei nvesti gat

% Gene Ferrara, director of public

safetyandpolice chieffor the Uni-
versity of Cincinnati in response to
the Virginia Techmassacrgquoted
fr?m an article by Leischen Stelterin
S e ¢ DiredtotNye ws 0 )

event indicators can you identify in retrospect? Where there any be

havioralcues(e.g.,from theotherpeopleinvolved)thatmight have
beenpre-eventindicators?

2. Again, thinking of real events, what sort of pesent indicators were
availablethatcould(or were)usedto preventanothercritical inci-
dentAWhatsort of posteventindicatorsmay be mostusefulfor your
operations, in general? What key information shoud (personally)
look for, immediatelyfollowing anincident.

3. What abilities does someone need in order to aabfidfang? They
needto beableto observahepre-eventindicators orientto their
meaningmakeeffectivedecisionsaboutwhatactionsto take,and
thentakethoseactionsthatcircumventhefi b a (orgrdical event).



1004 DecisiorrMaking Cycle

Instructor Activities:

1. Describethe importanceof decisionmakingin irregular conflicts
2. ReviewtheOODA video

3. DefineanddiscussB 0 y ®OBA-Loop decisioncycle

4. Discussijn detail,thethreeCODIAC actionoptions
5
6

Introductory
Lecture and discussion
About 60 minutes

Terminal Objective: This module . Discusgheimportanceof acceleratinghe OODA-Loop
introducegshe OODA-Loop and . ExplainthatCODIAC trainingis aboutimprovingandaccelerating
the three primary CODIAC ac thedecisioamakingcycle

tion options.Uponcompletionof

thismodule traineeswill beable Synopsisof Module Topics:

to accuratelydefineanddescribe
the simplified OODA-Loop. They
will beableto list anddescribehe
three CODIAC action options,
andtheywill beableto arguewhy
acceleratinghe speedf decision

making cycle is critical for mission Boy d 6 s De c iTlseidecision@akinglcyle is a constantly revelv

Introduction: Central to success in irregular and ambiguous conflicts are
smalktunit personnel and leaders who can think critically, make sound de
cision, and maintain high awareness when faced with dynamic situations.
To masteithesecapabilitiegpersonneimustunderstandhedecision
makingcycle.

success. ing processhattakesplacein themind everysecondf everyday,with
regardto all tasksfrom mundando complicatedThis cyclefollows the
Module Vocabulary: pattern of Observ®rientDecideAct (OODA). Created by USAF
AOODA-Loop ColonelJohnBoyd, the OODA cycledescribesiowthemind dealswith
its outsideenvironmengandtranslates to action.
ResourceDVD: AObserveObservationthefirst stepin theOODA-Loop, is asearch
A1004.1i OODA, Video for informationrelevantto thetacticalsituation.This couldinclude

anythingfromthee n e niacticsto themoralcontext.Observation
is not passivestep.It requiresanactiveeffort to seekout all the avail

_ ab|6inf0rmati0nby Whatevemean$088ib|e.

ANo one, not e VA@rient: tientationinvdleessynthesizinghe observednformation
ClausewitzHenrideJomini,Sun to form an awareness of the overall context. In other words, erienta
Tzu,or anyof thepastmasterof tion helpsturninformationinto understandingandit is understand

military theory, shed as much light ing thatleadsto gooddecisions.

on the mental and moral aspects of - Apecide: Decisions are based upon the perceived observations, as well

conflictasBoy d . o astraining,experiencequlesof engagemengrders anddirectives.

0 JamesBurton(1993) Through repetitive training, some decisions can become automatic or
reflexive (for examplejmmediateactiondrills for weapormalfunc
tions). It is the goal of CODIAC training to help decisions in irregu
lar andambiguousituationdbecomemoreautomatic.

AAct: Thefinal step,act,describesheimplementatiorof adecision.
For CODIAC skills, personnel need only consider three actions: Kill,
Capturepr ContactlIf noneof theseactionsareappropriatethen

~

Al et it go. O



CODIAC Action Options: Personneh thefield mustmakeveryrapid
decisionsTo facilitatethis, consideionly thesethreeactions:

AKill: Choosehisoptionwhenathreatis soimmediateanddeadly

|
i T i isthedominantparam
eter.Thepilot who goesthrough

that terminating it is the only course of action that will prevent-danf’® OODA cycle in the shortest

ageto oneselffellow personnelor civilians.

ACapture:|f a person, object, or scene appears to possess relevant i

ligence(e.g.,someonés identifiedasa Persorof Interest) thenhe,
sheor it shouldbe capturedCapturemayliterally meanapprehen
sion and detention. However
photographing suspiciougpersonyideotapinga scenepr writing
downthelicenseplateof avehicleof interest.

AContact:If anobservedndividual displayscertainbehaviorshat
requirefurtherinvestigation personnemay contactthatperson.
Contacttakesplacesn manyformsanddegreesSimply maintaining
observatiorfor alongerperiodof timeis aform of contact;aswell,

, th‘?ﬁlﬁ er

time prevails because his opponent
is caughtrespondingdo situations
YRhthavealreadyc h anged . o

0 Harry Hillaker, chief designer of
forms of

QVE
o
F

physically approaching and debriefing individuals to gain more -nfor

mationis aform of contact.

Al eaveit Alone:All anomalieshouldbe contactedn someform or
fashionasdescribedabove However if noneof theaboveactions
areappropriatetheni | eiavl eo Baeneadomaliesarenotworth
furtherobservationnor shouldtheybekilled or capturedKnowing
whereto focusandwhatto ignoreis crucial.

Speed:Speeds aweaponThisistruefor thedecisioncycle,aswell as
traditionalkinetic operationsThegoalis to acceleratéhe OODA-Loop,
particularlytheorientationanddecisiorphases.

Enemy DecisionCycles: Enemiesalsomakesdecisionsvia the OODA-

Loop (although they may not consciously realize it). In conflict, whemev

erperformsthe OODA-Loop mostrapidlywill havea significantadvan
tage.Hencejt is imperativethatwarfightersandlaw enforcemenagents
striveto executeheir OODA-Loopsmostefficiently. If achievedthenit
is thewarfighteror law enforcemenagentwho controlsthetempoof the
conflict,andtheenemybecomehereactiveparticipant.

DiscussionQuestions:

1. Whatphaseof the OODA-Loop requireshemosttimeto complete?
Why is thatphasesotime consuming™aveyou everexperience@
senseof i me rstl aolw rwhesyowwereinvolvedin acritical event?

2. How mightyouincreasehespeedat which you orientduringan
operationHow aboutincreasinghespeedatwhichyoudecide

The OODALoop describes the process of
decisioamaking, which is constantly un
folding in each persont
(andthe descriptiorin thismodule) pres

ents a simplified vers

KEY SKILL

Orientingobservatioror track-
ing toward potentially hostile
playersandignoring neutrals

Instructorsshouldemphasize
the importance of spendin
mentalenergyonly onthepo-
tentially hostileindividualsin
a location. If a person or grouj
doesnotappeaihostile,then
i | eigavl eo anekill,ccap
ture,or contactsomeonelse.



1005 Legal, Moral, Ethical Decisions

Instructor Activities:

1. Describethe importanceof makinglegal, moral, ethical decisions
2. Compareand contrastthe termslegal, moral, andethical

3. Reviewthe Ethicalvideo

4. Reviewanddiscusshe Ethical PowerPoinfpresentation

5

6

Introductory
Lecture and discussion
About 210 minutes

Terminal Objective: All trainees . Hold aninteractivediscussioron legal versusethicalactions
mustlearnthecriticality of ethi . Hold aninteractivediscussioron how eachtraineecanbettersup
cal actions, and they must learn  portlegal,moral,andethicalbehaviorin his/herteamsyuseethical
to considettheir personahctions scenarioso facilitate partsof thediscussior{seeresourcel 005.4)
from a strategigperspectiveUpon

completionof themodule train Synopsisof Module Topics:

eeswill beableto clearlydiscuss
theimportanceof ethicalbehavior
andlist specificwaysin whichthey
can help engender ethical behavior
in their agency.

Introduction: Personnel must make rapid decisions;défbang, but this
processhouldbetemperedvith anunderstandinghatall decisionsmust
belegal,moral,andethical. Theidentificationof ananomalyis notan
excusdo directly reasorthatatargetmustbekilled, but thatit mustbe
analyzed within its context and relevance, as well within the legal, moral,
and ethical perimeters.

Module Vocabulary:

AWarrior Ethos AlLegal: Conformingto, or permittedby law andwithin the Rulesof
EngagementROE).

ResourceDVD: AMoral: Pertainingo, or concerneavith, theprinciplesor rulesof
A1005.1i Ethical,Video right conductThatis, thedistinctionbetweernright andwrong.
A1005.2i Ethical,PPT AEthical: Beingin accordanceith s o ¢ i ralds gtahdardsandex
A1005.3i AbuGhraib, PDF pectationgor right conductespecialljthe standardsf a profession;
A1005.41 Wounded in other words, being moral as well as socially appropriate. The €xpec

DishonoredPDF tationto actethicallyis placedon everywarfighteror law enforce

A1005.5 CaseStudiesPDF mentagentwhois representindemerica.

Legal vs. Ethical: Legalandethicalare not always the same. Sometimes a
legalchoiceis notanethicalchoice.For example cheatingono n esposise

is notillegal, butmostpeoplewould consideiit unethical Similarly, in
combat, many actions may be legally justifiable; however, that does not
mean they should be taken. Consider the Marine puppy incident: Legally,
theactof killing a puppycarrieslittle punishmenthowever,it is extremely
distastefuto mostpeople andthereforeunethical.

|
i . .takes one screwup to
erasel,000jobsdonewell. Thisis
why everyMarine mustkeeptheir
heroesn mind whencontemplat
ing doing something illegal, offen Ethics are an Operational Imperative: Ethical behavior should be-€n
siveordanger ous . 0 couragedbecausd isright.Inaddition,actingin anethicalmanneiis
3 JoseptR.Chenelly operationallysmart.Theethicalaspecof anybattlefielddecisioncan
easilytakeon a strategiamplication. Thus,behavingethicallyisain f or c e
mu | t ihplpingwarfightersandlaw enforcemenpersonnefi w ithe
heartandmi n dfshécivilianswith whomtheyinteract.



How to Maintain Ethics: Thetenetsof ethicaldecisioamakingmustbe
partof all facetsof military life andtrainingd in andoutof combatJu
nior leadersarethekey to infusing ethicallifestylesin theirteamsand
units.Below aresomesuggestiongor junior leadergcompiledfrom the
2010symposiunon Ethical DecisionMakingandBehaviorin High Per-
forming TeamsSustaining-uture Success

ADiscuss Strategic Consequenddsre guidance and training on the|

possible2™and3“order(strategic)ffectsof decisionsForinstance,
theremaybeoccasionsvherestrictadherencéo ROE (at thetactical
level) couldstill resultin anethicaldilemma(atthestrategidevel).

)

TheAbuGhraib torture and prisoner
abusescandalinvolvedunspeakable

AConstantly Emphasize EthicBthics and ethics training need to be agllegal andimmoralactionstakenby

importantastechnicaltactical,andphysicalproficiency.

US Soldiers.Thescandalalso setback
nternationalrelationsand progressin

AEnforce StandardsHave the discipline to reward ethical behavior andraq_ ArchbishopGiovanniLajolo, for-

to punish/penalizéadbehavior.Theseactionsneedto beseenand
projected to all.

AClarifyi L o y aahdfi ¥ @ | e r laoyakty @eedso beseenasahier-
archyd to country,to serviceo fellow warriors,andthento self. Do
nottolerate py virtue of misplacedoyalty (e.g.,to peers)unethical
behaviorDo notallow yourteammate$o actunethically.

eignministerof the Vatican,is quoted,
sayingof theincident,ii T Hogture? A
moreseriousblow to the United States
thanSeptembet 1,2001attacks Ex
ceptthat the blowwasnotinflicted by
terroristsbutby Americansagainst
themsel ves. 0

Alnstill a Warrior Ethos: Engendeia senseof prideinthet r a i mile e s &

tary or law enforcemenprofessionCommunicateheattitudethat

A wholdourselveso ahighprofessionast andar d. 0

AFocuson Successwhile theremaybe ethicallapsesn behavior(hu-
mansareimperfect),do not dwell on pastmistakeslnsteadfocuson
fixing situationswhereneeded.

DiscussionQuestions:

1. GeneralamedN. Mattis hassaidthatii w aamangthe peoplewill
demancethicallysturdyt r o dMhatdoesthis mean Do you agree
ordisagreewhy?*

2. GeneraMattis alsoreferredto warfarein theInformationAge asa
i Ba bfNk e r a WhatdeesthistneanVhy is legal, moral,
ethical decisiormaking so critical in a Battle of Narratives?*

3. It hasbeensaidthatii aaccumulatiorof tacticalvictoriesdoesnot
equatdo strategiov i ¢ t Whatgoegthis mean.andhow doesit
apply to this discussion on ethical decisioaking?

*Commentanadeby GenerallamedN. Mattis, United StatesMarine Corps,Commandeof
United StatesJointForcesCommandjn WashingtorD.C. on 18 Feb2010in aspeechen
tittedi D e v e landpetainimgtheofficersweneedforthe21stCe nt ur y . o

.

Thevideoof two Marinesthrowinga puppy

off of a cliff raised huge international cut
cry. Eventhoughthis actwasnottechni
callyillegal, it hurttheMarineCo r s 0
age. The Marines shown in the video were
formally punishedandat leastone(whois
seen throwing the puppy in the video) was
discharged.






unit 2.
Dynamic
DecisiorMaking

Underhigh periodsof stressap e r sbainpdvgemnarrowsHis/herattentionshrinks abili-

ty to access knowledge and memories is limited, and capacity to think critically and creativel
becomes almost nonexistent. Stress makes making dedistspgcially decisions that must

be made under the ambiguous and tseasitive conditions of irregular warféextremely
difficult. Thisunitwill helptraineesinderstandhedynamicdecisionmakingprocessThe
knowledgeandskills gainedfrom this unit canbeconsidere@ sortof cognitivetoolsetthat
will help warfighters-aamdr batwvhenfobcam
andotherstressfuknvironments.

SuggestedPrerequisites:
A CODIAC Unit 1

Terminal Learning Objective:

A Thisunitintroducesprinciplesrelatedto two of thekey trainingobjectivesproactiveanalysisof dy-
namicsituationsandemploymenbf cognitivediscipline.At theconclusiorof this unit, traineeswill
beableto explainthecognitiveprocesseassociateevith the OODA-Loopin moredetail,including
howtheseprocesseareimpairedby stressandhow decisionmakinglimitationscanbe mitigated,
suchasby employingthefive combatmultipliers.

Enabling Learning Objectives:
A Describejn moderateletail theprocessethatoccurateachstageof the OODA-Loop
A Describesomeof thelimitationsthatmayaffecteachstageof theOODA Loop
A Describeatleastoneway to overcomehelimitationsat eachstageof the OODA-Loop
A Describementalfile-folders and how they supportdynamicdecisionmaking
A Explain,in 0 n eo@vrswords,the conceptof Baseline+ Anomaly = Decision
A Identify the five combatmultipliers
A Explain,in o n eo@rswords,how to usethe combatmultipliersin o n eodrsjob

Estimated Time Allotted for Instruction: About 8 hours

Speciality Support Requirements:
A No speciaffacilities required




2001:SituationalAwareness

Instructor Activities:

1. Briefly defineanddiscussattentionandthe spotlightmetaphor
_ 2. Defineanddiscusssituationalawareness

About 90 minutes 3. DiscussC 0 0 p EalodCGode

4. Discusgheimportanceof teamsituationabwareness

Introductory
Lecture and discussion

Terminal Objective: This module
includesmoredetailedinforma Synopsisof Module Topics:
tion on the observephaseof the
OODA-Loop. Uponcompletion

of this module, trainees will be _ o _ _ _
ableto describein generaterms, ~ Attention: Attentionis the procesf intentionallyconcentratingn spe

theprocesof observationThey  cific componentsf theenvironmentvhile ignoringothers Dividedat-
will beableto list thefive Cooper  tentionoccurswhentwo or morethings(objectstasks etc.)competefor
Color Code, discuss the impor attention, for example, during mutasking.Selective attentioor focused
tanceof stayingfi ithey e | | o @jtentionoccurswhendistractingor competingstimuli areignored,in or-
andarticulatewaysto helpthem  derto maintainattentiononaspecificobjector task.

selvesandtheir teammatesnain  Situational Awareness:SituationalAwarenesgSA)isani ndi vi dual 6
tainhighsituationakbwareness.  overallunderstandingf theoperationaenvironmentincludingthetime
andlocationof key componentssomprehensioof theirmeaninganda

Introduction: The first stage of the OODRoop is observation; in this
phase, environmental stimuli are perceived.

Module Vocabulary: projectionof their statusn thenearfuture.i C o mp o maymaludeo
AC 0 o p @otoricsde anything,fromfriendly apdgne_myforcesandtheirintent,to t_h(_ephys'r
ADivided Attention cal terralnfeatureandgnlt m|SS|onstatuslln otherwords,SA is internal
AFocusedAttention u_nde_r st a_ndl ng and i n_t egr a_t_l on of the
_ . mind. It is notadisplayor thecommonoperationapicture;it is theinter-
QSeIectlveAt:nnon pretationof displaysor theactualobservatiorof asituation.
SituationalAwareness

Levelsof SA: Commonly,SA is conceptualizedt threelevels:

APerceptionLevell SA):Level 1 SA is mostbasic.It involvesobser
vation, cue detection, and simple recognition of situational elements
(objectseventspeople systemsenvironmentafactors)andtheir
currentstateglocationsconditionsmodesactions).

AComprehensiofLevel2 SA):Level 2 SA involvestheinterpretation
andevaluatiorof thosestimuli observedatLevel 1. Thislevel of SA
involves development of a comprehensive picture of the battlespace
or operational environment.

AProjection (Level 3 SA)-evel 3 SA involves anticipation of the future
environmentjn otherwords,whatwill happemext?Level3 SAis
achievedhroughknowledgeof the statusanddynamicsof the situa
tion (gatheredhroughLevels1 and2 SA), aswell ashow unfolding
actionsor eventawill affecttheoperationaenvironment.




C 0 0 p €0lod Gode: Developedy LieutenaniColonelleffCooper, I
USMC, thissystendescribesevelsof awarenesslhefollowing Color A T hneost importantmeans
Codewasadaptedy theMarineCorps: of surviving a lethal confron

AWhite: Unawareandoblivious, personnein thewhite statedonot ~ t&tion is neither the weapon nor

noticeimpendingdangeriheyareunprepare@ndunready(notat  themartialskills: It is thecombat
tending). mi ndset. o0

AYellow:A relaxed state of general alertness, personnel in the yelléwieffCooper
state are aware of their surroundings; in an operational environment
personnel should always maintain a yellow state unless events require
ahigherdegreeof attention(Yellowisfi f |-lgl@alt t ent i on. 0)

AOrange:A heightenedtateof alertnessin which a specificobjector KEY SKILL
individualis thefocusof attention( i s p cattltiegnhtti o n 0 )Recognizingvheno n esifus

ARed:Readyto fight, personnein theredconditionarementallypre- ationalawarenesss low and
paredfor confrontatior(like afi | absaeofat t e nt i o n o )howtomitigatethecondition

ABlack: Following a catastrophibreakdowrof mentalandphysical ~ Instructorsshouldemphasize
performancepersonnetanbecomeverloadedindmaystopthink- ~ the importance of situatien
ing. Leadersmustidentify personnein conditionBlackandtake & awarenessiechniquesor
immediate proactive measures to prevent-ieng adverse effects.  identifyingwheno n eo@nsor

(Personnel in Black have no situational awareness; they offer no tactidt € & M Mavareness 0o
cal valueto their units.) low, andhowto overcoméhe

tendencyto i f @ h tlow &ev-
Team SA: While eachpersormustmaintainhigh individual SA, the SA elsof awarenessvertime.
of a collectivesmallunit is equallyimportant. TeamSA reliesuponteam
members sharing key information, including their higher level assessments
andprojectionsaswell asupdateon their own statusandcapabilities.
TeamSA canbeimprovedby maintainingconstanteffectivecommunt
cation within the team. Communication should be clésep, concise, Margin
clear,andtimely, andit shouldmakeuseof appropriatgargon.Per sonn e |
updategnustalsocontaininformationthatclearlydistinguishebetween
theirobservation¢ fsdeatall personnab e r @radtheirinterpreta
tions( fhinkthatmaybeamanintheb er qa o) .

Fringe
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DiscussionQuestions:

1. In theJubasnipervideo,whatColor Codestateweremostof the Sok
diersandMarinesdisplaying?How canyoutell?

R T

2. What are some strategies you could use to help your fellow personnel Focus

maintaina Yellow statushatcouldyousayto helponeofyour  agention can be conceptualized as a
teammates s noatpfoaWhitestatus? fispotlight,o where ther

3. Whatis thedangeof beingin theBlack?Whatshouldyou doif one ﬁ%ng;e;:g?n‘EEf:éﬁzderngS”da” 9
of yourteammategenteranto theBlack?



2002 Sensemaking

Instructor Activities:

1. Defineanddescribesensemakingndits challenges
_ 2. Describethe procesf teamsensemaking

About 60 minutes 3. Discussthe usefulnes®f narrativefor sensemaking
4. Discussthe procesf mentalsimulation

Introductory
Lecture and discussion

Terminal Objective: This module
includesmoredetailedinforma Synopsisof Module Topics:
tion on the orient phase of the
OODA-Loop. Uponcompletion

of thismodule traineeswill beable

to clearly describe the importance
of sensemakingswell asseveral
techniqueshattheycanuseto aid
individualandteamsensemaking.

Introduction: Theorientationphaseof theOODA-Loopis concerned

with sensemaking whi ch is fia motivated, conti
connectiongwhich canbeamongpeople placesandevents)n orderto
anticipatetheirtrajectoriesandacte f f e c (Kleiw, Rldory, & Hoff-

man, 2006). In other words, sensemaking is the ongoing process of giving
meaningo o n esxXpsriences.

Properties of SensemakingKarl Weick, oneof theforemosisensemak

Module Vocabulary: ing researchersuggestghatit hasseverproperties:
AMentalSimulation ASensemakings influencedby o n epérsonaldentity
APrecipitatingEvent ASensemakingf the presenis alwaysgroundedn pastexperiences
ASensemaking ASensemakings constrainedy the expecteccontext

ASensemakings social;teamscreatesharedneaningandexperiences

ResourceDVD: ASensemakings a continuouspngoingprocess

A2002.1i Sensemaking®DF ASensemakingependsiponextractingandinterpretingcues

ASensemakings drivenby assumptionsf whatis plausible

Sensemaking can be greatly biased by personal (and team) expectations
andprior experienceOntheonehand this speedsheproces®f sen
semakingandis vital for high-tempoenvironmentsOn the otherhand,
personakxpectationsnaylimit o n epérceptiorof thereal environmen

tal cues; that is, a person may see what he/she expects to see, rather than
what is truly present.

Supporting Team SensemakingThree ways to help support team sense
makingin smallunitsinclude:

ASharedResponsibilityEnsureeachteammatdnowsthathe/shehas
theauthorityd andtheresponsibility to bringthet e a atténson
to potentialproblemsor key environmentatues Make suretheteam
constantly discusses any potentially relevant cues or anomalies.

AAttentionto AnomaliesEnsureeachpersorpaysspecialattentionto
anomaliesthosethingsthatfall outsidetheii n o r patekno

AAmbiguity:Leaders must clarify ambiguous accounts and continu
ouslyestablishasharednterpretatioramongtheteam.




Telling a Story: Stories(ori n a r r aedndtofadlmvea predefinedstruc  INEGGGEGEGEEEEEEEEGG_
ture. This structureaidsunderstandingyecaus@eoplehaveageneral i T hagtack on the World
ideaof i h ahmgsshouldg o Fooinstancemostnarrativesontaina Trade Centeillustrates the
protagonist{hero),an antagonistvillain), anda plot (actions).Creatinga  sensemakingollapseof the airport
narrativeof a givenoperationaenvironmentanaid sensemakingiVhen  securitysystemsflight crewsand
building an operational narrative, consider these elements: passengers, and the firsisponder
rescugeamsln eachcasepartick

. , R . . pantsfacedunimaginablesvents,
APerspectiveHowis o n eodrgperspectivéiasinginterpretation? couldnotrecognizetherisks,and

Whatmighttheothercharactergsuchastheenemy)bethinking? wereunableto actin a cohesive

What are each of the character ﬁ18nnéﬁ8a§ért&%tn'g°enrs. @nd
feelingatthemomentwhatis theiremotionalstate?

APrecipitating EventsA precipitating evenis an action or activity that
bringsabouta certainoutcome Whenidentifiedbeforea critical
event, precipitating events are {gneent indicators. What precipiat
ing eventsare(or were)observed?

ACharacters:Who is involved?Whataretheir relationships?

0 Dennis K. Leedom,
2001Sensemakingeport

KEY SKILL

Generatingexplanatory
storylineghattie individual
itemsof informationtogether

ACourses of ActionFinally, what are the potential future courses of ac
tion. Stepby-step visualizeeachaction,reaction andcounteraction,
andwhenpossibleexplorebranchesndsequeldo the primaryplan

andidentify decisionpointsfor critical actions.
_ . _ . Instructorsshouldemphasize
Mental Simulation: Operationaharrativesanbeconstructedhrough thejmportanceof usingmen

mentalsimulation whichis theproces®f imagininghowo n ei@dic tal simulation to help build
tions about a scene may playt. When sensemaking, personnel should cghesivei s t oaf Wwhatthed
conscioushaskthemselvesi w hifsdndconsidemarrativebasedan cuesin ascenanightmean.
swers. Consider this example: When viewing a city street corner, a police

officer sees a suspicious man lingering near a pawn shop entrance. Who

mightthispersorbed acriminal,afriend of thepawnshopattendanta

passerby? Next, what might he be thinking and feeling; what does-his KEY SKILL

haviorimply? Whatpre-eventindicatorsarepresentwhatdo thesecues Imaginingalternativecourses
suggest®hat ifthe man is a criminal, what cues would he give off in tha of action or event outcomes by
caseAlternatively,whatif themanis merelyafriend of thepawnshop whatif mentalsimulations

attendantandheis waitingfor hisf r i eshiftdo@rsd;if so,whatcues e chould Alen @

wouldhegive off? phasizeéheuseof mentalsim-
) ) ) ulationsto help predictfuture
DiscussionQuestions: eventdn asceneWhatif my
1. How mightyour own experienceandexpectationiasyour percep teamtakesthis actionWhat
tionsandsensemakingbilities? if theenemydoesthis or that?

Personnel should constantl
look aheadtrying to predict
Awhat wi ||l h
thattheycanactleft-of-bang.

2. Can you think of a redife example where your sensemaking abilities
wereimpairedbecaus®f your expectationsPiow mightyou over
comesuchlimitationsin thefuture?



2003 CreatingMentaln F t{Floé der s 0O

Instructor Activities:

1. Describementalfile-foldersandexplainhow theyaid sensemaking
_ 2. Describehow file-folders are both tactical shortcutsand biases

About 90 minutes 3. ReviewthatFile-Foldersvideo

4. Compareand contrasttemplateand prototypical matching

Terminal Objective: This module 5. Discusscontextandrelevance
continuedo providedetailonthe
orientphaseof theOODA-Loop.  Synopsisof Module Topics:
Uponcompletionof thismodule,
trainees will be able to describe, in
generaterms,howmentalfi f 4 |
folderso facidi
tion andsupportsensemaking.  Mental File-Folders: A mentalfile-folder (scientificallycalledschemjide-
scribegherulesor scriptsthatpeopleuseto structuretheirknowledgeof

Introductory
Lecture and discussion

Introduction: As discussed in the previous module, sensemaking is the
process of giving meaning to oned0s ex
rpoge?ﬁlglenté)yad?vFIOé)lp%rlchrllbéagl8f5nenntlaln ffbeders. o

Module Vocabulary: the world. Individuals develop or refine their mental-fidders each time
AContextandRelevance they interact with the world. Each mentalfileo | der represents @
AMental File-Folder experie_nceaf apersonplaceor thing. For instance_eacrpersorhasa
APrototype mental filefolder, or a general sense, for how ordering food _at a_restaurant

] _ worksor whatto expectwhengreetingsomeonaewfor thefirst time.
APrototypicalMatching Expertshaveextensivementalfile-foldersasaresultof their numerous
Aschema experiencesThis allowsthemto betterpredictwhatwill occurin agiven
ATacticalShortcut situationandknow howto respondnostfavorably.
ATemplate _ Tactical Shortcuts vs. BiasesAs discussed in the previous module,-sen
ATemplateMatching semaking is influenced by each per s
prior experiencesVental file-folderscreatetheseexpectationsfor better
ResourceDVD:

(accelerating decisiemaking) and worse (creating biased perceptions).
A2003.1i File-Folders,Video Thetypeof trainingthatpersonneteceivedirectly influenceshowthey
createtheir mentalfile-folders,andthereforenow easilyfile-folder infor-
mationcanberetrieved Negativetraining, singularlyfocusedraining,

or incompletetraining cancreatecorruptfile-foldersthatleadto negative
biases. However, with proper focused training experiencedpfders can
becomeaccuratescriptsfori n d i v actibns.l btisedvords,theycan
becomeactical shortcutshat drive decisions.

Template Matching: A templatas adesignor patternthatguidesthe

designor constructiorof identicalitems.In otherwords,atemplates

an exact specification. Similarly, in regard to decision makamgplate
matchingoccurswhenapersonooksfor anexactmatch.Forinstance,
if aSolidersearchefor aparticularPersorof InterestthenthatSolider
is looking for anexact,or templatematch.Whenpeopleook for exact
matcheshoweverthey createa biasagainstinding anythingelse,which

canresultini ¢ h abn g en ddiseusssd®moredetailin Unit 3).




Prototypical Matching: A prototypeis anoriginal form or instanceof
something, and it serves as a typical example for items of the same-catt
ry. In regard to decisiemaking, aprototypical match s a fAcl os
match. For instance, if a police are looking for members of a certain crir
nal gang,officersmay havegeneralkcharacteristicgor which theyarelook-
ing, suchasparticulartattoosor clothingstyles buttheymightnotnec
essarily be looking for specific individuals. When possible, prototypic
matchingshouldbeused;in otherwords,personneshouldtry to look

for generakharacteristicg individualsor settingsratherthanlooking

for limited predetermined characteristics. This can help personnel me
tain greater situational awareness, accelerate sensemaking, and help ¢
againsthangeblindness.

Context and Relevance:Contextis thebackgroundsetting,or situa
tion surrounding an event or occurrence, agldvancedescribes whether
somethings significantor meaningfuto agivensituation.Contextand
relevancareimportantfor sensemakindyy keepingcontextandrel-
evancean mind, personneWwill bebetterableto look for anomaliesor
thingsthatareout of place Forinstancein someplacesn Irag, warfight
ersfoundbluebarrelsfilled with thousandsf washingmachingimers.
In anAmericanindustrialareaabarrelfull of washingmachineparts
mightnotberelevantHowever,in Iraq,acontextin which practically
no oneownsawashingmachineparrelsull of washingmachingimers
is ananomaly Evenahousewith oneor two washingmachindimersis a
deviationfrom thenorm.Washingmaching i meelevangas thatthey
areoftenuseduo delayignition in IEDs; hencejndividualsin possession
of timersarelikely involvedwith theinsurgency.

DiscussionQuestions:

1. How canatrainerensurehattraineeshaveenoughappropriateexpe
riencessothatthey developaccuratenentalfile-folders?How might
trainershelpconveythekey i ¢ o nahde x 1 e \ofatraniegex
perienceWhattechniquegouldatraineruseto compareandcon
trasttrainingexperiences?

2. Why arementalfile-foldersimportantfor personneto develop?
How cantheyaid decisioamakingin irregularor ambiguousenvi
ronments?

3. Different peoplehavedifferentbackgroundsSomepersonnegirow-

KEY SKILL

Inducinga patternfrom a few
individual cues

Instructorsshouldemphasize
theimportanceof intuiting a
meaningfulpatternfrom ob-
servingjust a few relevantcues.
Personnetanachievehis,in
part, by maintaining awarenes
ofas i t u aconiext,cofssd
eringtherelevanceof specific
cuesjooking for prototypical
(ratherthantemplate)match
es,anddevelopinganexten
sive library of operationally
relevantmentalfile-folders.

upin cities,othersin ruralareasandsoon.Howdoess o me one 0 s

backgroundaffecthis/herfile-folderii r o | olgliteisefaltd work
with apersonnefrom differentbackgrounds®ow mightdifferent
personnel 6s prior

experiences

be best

empl oy «



2004 Dynamic DecisioriMaking

Instructor Activities:

1. Define dynamicdecisionmaking

_ 2. Describethe challengesassociatedvith dynamicdecisionmaking
About 90 minutes 3. Describejn generaterms howthebrainfunctionsunderstress

4. Describegheimportanceof automaticity

Terminal Objective: This module 5. Discussthe memoryemotionlink

includesmoredetailedinforma

tion on the decide phase of the Synopsisof Module Topics:

OODA-Loop. It lays out, in gener

altermsthechallengesssociated

with makingdecisionsn irregular

andambiguousperationaknvi

ronments. Upon completion of

this module traineeswill beableto

describethe cognitivelimitations  Dynamic DecisionrMaking: Dynamic decisiormaking takes place when

thatoccurunderstressfuandam  aseriesof actionsmustbeexecutedvertime, theactionsareinterdepen

biguousconditions,andtheywill  dent, the outcomes of actions are not immediately evident, and the envi

beableto list afew strategie$or  ronments changingoothspontaneouslgindin responséo actions.
overcominghosechallenges.

Introductory
Lecture and discussion

Introduction: T o d aopeéatonaknvironmentd whetherin a military
theaterpntheUS border,orin aninnercityd tendto beambiguous,
dangerousanddynamic.Suchcontextgplacepersonnetinderhigh de-

grees of stress. Thus, the nature of
stress, challenge decisiomaking.

ADistributedOver Time: Actions mustbe executedvertime, sothere
are many fAmoving partso to orches

Module Vocabulary: canbemitigated,in part,by maintaininghigh situationalawareness
AAutomaticity amongindividuals,within teamspetweerteamsandbetweerteams
ACerebralCortex andthetacticaloperationsenter.

AFight, Flight, or Freeze AlnterdependencyActionsareinterdependentyhich meanoneper
ALimbic System son or teambs successes or failures
AMemonyji EmotionLink interdependencgf dynamicsituationscanbe usedto positiveeffect;

personnein cohesivdeamscansupportoneanotherhelpingeach

ResourceDVD: other maintain situational awareness and providing-bpcupport
A2004.11 TheBrain, Video to one another.

A2004.2i Naturalistic ADelayedFeedbackThe outcomesf actionsarenotimmediatelyap
Decision Making PDF parent.Forinstancewhenasquadchandsoutaidin Afghanistan,

whetherthis actionpositivelyimpactedheattitudesof thecommu
nity mayneverbetruly known. Delayedfeedbackmakesdecision
SRVE making extremely challenging. Personnel must rely upon mental sim
o“’, ulationsandtheir operations e n tingeliigen@epictures.
AAmbiguous, Evolving Environmerfthe outcomes of a specific opera
tion maynot havethegreateseffectsin a particularenvironmentin
theaboveexample handingout aid might positively affectthetribe,
butanunrelatedeventmayinstill negativeattitudesAs statedabove,
mentalsimulationsandcollaborativesensemakingiustbe usedto
overcomehischallenge.



DecisionMaking Under Stress: Dynamic environments also involve
time pressure, and for military and law enforcement personnel, they off
involve hostileconditions.Consequentlygynamicenvironmentsareex-
tremely stressful. When individuals are faced with extreme stress of a v
l ent cr i s linbic systemakestcontaol frod theerebral cortex
Thelimbic systemisanfi o | gastof thebrain(in termsof evolution)
andis involvedin instinctivebehaviorandemotions.The cerebrakor-
tex, in contrast, supports human cognitive abilities such as logical thii
ing, reasoning, and analysis. Therefore, when the limbic system takes c
during stressijnstinct (not carefulthought)drivesani n d i v actibnsa |
Whenfacedwith high stressituationsapersorwill either:

AFight: Respondvith immediate aggressiveesponse
AFlight: Fleeor attemptto avoid the perceivedthreat
AFreeze:Hesitateandfreeze oftenin astateof initial denial

For military and law enforcement personnel, it is particularly important t
train their mindsto reactappropriatelyunderstressfuconditions Physt
cald andmentad conditioningwill assispersonnein overcominghe
negative effects of stress. This can be achieved through training in reali
scenariosexercisingdecisioamakingprocesshroughtacticaldecision
makinggamesandtrainingunderstressfuldemandingituations.

Automaticity: Automaticitymeandearningof ataskto apointthatit
becomes essentially attentifnee. This is why military personnel practice
guntdrills repetitively,sothattheydo nothaveto think abouttheseac
tionsoncetheyenterthebattlespaceOnegoal of CODIAC trainingis to
makeenhancedbservatioranddecisioamakingmoreautomatic.

Memoryi Emotion Link: Emotional responses can create highly durabl
memorieslf individualsmakestrongenoughemotiori memorylinks
duringtraining,theywill instinctivelyreferto thattrainingduring pe-
riodsof high stressWheneveindividualshaveanemotionaltie to an
event, object, person, or information, it will be more easily remember
because it involves the more #fin
(limbic system)aswell asthemorefi r a t paotsoféheboain(cerebral
cortex).However takecareto alwaystraintherationalandinstinctive
parts of the brain, because the strength of emotion can obscure memo
makingthemlessaccurate.

DiscussionQuestion:

1. How might you determine if one of your teammates has become ov
loadedby acutestressMHow couldyou helphim/herregaincompo
sureNamethreetechniqueyou couldusein arealworld setting.

KEY SKILL

Making effective decisions in
spiteof high stressconditions

Instructors should empha
sizetheimportanceof making
gooddecisionsgdespitestress.
Personnemustbepreparedo
experience stress, recognize i
affects,andovercomehenat
ural physiologicallimitations
that stress imposes.

KEY SKILL
Recognizingvhenstresss af-
fecting other-t

tions and helping them refocus
their attention

Similarly, instructorsshould
encouragéraineego look for
signsof stressn theirteam
mates. Personnel should t
prepared to help their teamr
mates recognize and overcon
theimmediateaffectsof acute
stress.

ACUTE STRESS
Acute stresoccurs when a

situationinvolveshighphysi i e mc

ologicalarousalyequiresn-
dividuals to makemultiple
decisions rapidly, has only
incomplete information avalil
able (high uncertainty), anc
hasoutcomeghatinvolve ex-
tremeconsequencespchas
life or death(SalasDriskell, &
Hughes,1996).




2005 Baselinet Anomaly= Decision

Instructor Activities:

1. Describeheconcepbf abaseline

_ 2. Describetheconcepbf ananomaly

About 60 minutes 3. Reviewthe videosprovidedon the ResourceDVD

4. Describewhy a decisionis requiredwhenthereis ananomaly

Introductory
Lecture and discussion

Terminal Objective: This module
introducedraineedo the concepts Synopsisof Module Topics:
of baselineandanomaly aswell as
how,togethertheyrequireade
cision. Upon completion of this
module, trainees will be able to
describeabaselineananomaly,
andhow anomaliego thebaseline

Introduction: Successfullynavigating surviving,anddominatingthe
tactical environment requires personnel to be hgpare of the natural
stateof theareaof operationsothattheycanswiftly detectanysubtle
cueswhentheyoccur.Thesecuesaretheindicatorsthatenableatrained
warfighterto detectandreactto dangeteft-of-bang.

require a decision. Baseline:Abaselinei s t he fAnormal o status of
placehasabaselinealthough baselinesrefluid, changingovertime as
Module Vocabulary: conditions evolve. For example, a certain village may have a large field in
AAnomaly which children play. If personnel watch this village over time and every
ABaseline afternoorthechildrenplayin thefield, thenthosechildrenandtheirac
tivities become part of the baseline for that village. They become part of
ResourceDVD: p e r s omentatfile-foklersfor whatis normal.
A2005.1i Baseline, Anomaly, Anomaly: An anomalyoccurswhensomethingaboveor belowtheex-
Decision,Video pected baseline happens. An anomaly above the baseline represents some
A2005.2i DecisionsVideo thing added to the environment, such as the presence of a new vehicle in a
neighborhoodAn anomalybelowthebaselingepresentthe absencef
somethingsuchasthelack of wildlife noisesn thewoods.
Whenawarfighterobservesananomaly he/shenustanalyzet to
determinavhetheiit is operationallyrelevantin theaboveexamplethe
baselinas thatchildrenplay in thefield. If, oneday,asquadeaderob-
serveghatno childrenarein thefield, he/shenustdeterminghesig-
nificance of that observation, considering the context and relevance of the
situation.For instancelack of childrencould meansomethingnundane;
maybethechildrenareattendingapartyin anothepartof thevillage.
Or it couldindicatedangerperhapshelocal populationknowsa hostile
SRVE forceis in areaandthechildrenhavebeerkeptinsideto avoiddanger.
o‘b

Action: All anomalieshouldbeinvestigatedin otherwords,never

A w r aff b asingleanomaly. Once personnel identify an anomaly, they
shouldheightertheir awarenesspoking for moreclues.lf threeanoma

lies are observed, then personnel must act. Similarly, if one major anomaly
is identified,actionmustbetaken.Rememberasdiscussedh the previ
ousmodule cuesmustbeconsideredn conjunction Whatpatterndo
multiple cuesmply? Whatnarrativedo thecombinedcuesmply?



Combat Profile: Whenanexistingfile-foldermatchesiknownorsus N
pectednonstandar@bservationthenthematchbecomes predicive A Wesayi ncombat 6c
matchor acombatprofile. A combatprofile is amodelfor comparison wi | | get you kil
againsfutureor suspectefutureevents. complacency mean? Complacency
meanghatyou relaxtoo soord

thaty o u riotpayingattentionto
theenvironmentat ue s . 0

Using Baseline+ Anomaly = Decision: ConsidetthisexampleA Ma-
rine developsamentalfile-folder duringtrainingthatconnectsvashing
machinetimerswith IEDs. Later,in Iraqg, thatMarineseesawashing
machingimerin ahouseheis searchingHe hasidentifiedananomaly,
buta singlewashingmachingimer is notenoughevidenceo act.So,the
Marinebegindooking for additionalanomaliesHe noticesthatthe wall KEY SKILL
aroundthecourtyards markedwith somesubtlegraffiti; althoughhe
cannot read the graffiti, he realizes this is a second anomaly. Finally, upo
closer inspection, the Marine finds a dozen batteries, of various sizes, in gxtractnormalcy

drawer in the home. Alone, each of these cues means little, but the thréestructorsshouldemphasize
anomaliestogetherform apicture.Theycreatea storythatsuggestshe theimportanceof establishing
residenbf thehomeis involvedin IED creation.TheMarinenowhasa a baseline. Discuss the conce
combatprofile in mind; hedecidesoi ¢ a p thehomeawneandaska of abaselinewith enoughde-
tacticalquestioneto interviewtheman. tail thatall traineedully un-

_ _ _ _ derstandhis critical concept,
Homemade Explosivesimprovised Explosive Device (IEDs) and  ang discuss ways to creat

HomemaddExplosiveyHME) areresponsibldor approximately40% of maintain,andupdatemental
all causalities in the current military conflicts according to the Iraq €oali yepresentationsf baselines.
tion Casualty Count. IEDs are also being proliferated along the northern
Mexicanborder.Personnetnustlearnthe cuesthatsuggest suspects
involved with HME or IED creation. Discuss these threats whenever pc

0 GregWilliams

,:'rstablishinga baselineto

sibleanduseHME andIEDsin classdiscussionandexamples. HEY Sl
Lookingfor anomaliesoutside
DiscussionQuestion: ofthebaseline
1. How doesoneestablisha baselinefor anareaof operations™Mow Again, instructorsshouldent

phasize the importance c
identifying anomalieghatfall
B = - — s e outside of the baseline. Reeoc
: e ‘ X nizing and interpreting anem
aliesfrom the baselings the
core CODIAC skKill.

doesonecontinuallyupdatehebaseline?

Left: Explosivedeviceseingde
stroyed by specialists at Sather Air
Baselrag.(U.S.Air Forcephoto)




2006 CombatMultipliers

Instructor Activities:

1. Reviewthe Multipliers video

2. Defineanddiscusdactical cunning
3. Defineanddiscusdactical patience
4. Defineanddiscussanterlockinglines
5
6
7

Introductory
Lecture and discussion
About 60 minutes

Terminal Objective: This module
introducedraineego the concept
of combatmultipliers.Uponcom
pletion of this module, trainees
will be able to discuss and describe Synopsisof Module Topics:
the various combat multipliers
availableto thetacticalteam their
advantagesandhow ateamcan
employthemto besteffect.

. Defineanddiscusgguardianangel
. Defineanddiscusgyoodshepherd
. Discusshow andwhy thesecombatmultipliers help personnel

Combat Multipliers: Combatmultipliersincreaseau n i cormibateffec
tiveness while the actual force ratios remain constant. Examples include
tactics,leadershipmunitions,optics,training,andmorale.CODIAC-
related combat multipliers include tactical cunning; tactical patience; in
terlockingobservationreportingandfires; guardianangel;andthegood

Module Vocabulary: shepheraoncept.

ACombatMultiplier _ _ _ o o
AGoodShepherd Tactical Cunning: Tacticalcunningis the proces®f outthinkingthe
enemy Possessintacticalcunningrequiresghatpersonnethink like the

iGuardlarAng.el enemy and then use crafty strategies to surprise an adaptive enemy, so that
InterlockingLines they cannot anticipate the actions of friendly forces. Ways to improve tac
AOverwatch tical cunning include:

ATact?caICur_mlng AConsidetheE n e miyiodtBrobableCourseof Action (EMPCOA)
ATacticalPatience andtheE n e modtBangerou€ourseof Action (EMDCOA).

AThink aboutwhatthe enemyexpectsnight be your mostprobableor

ResourceDVD: .
mostdangerousourseof action.

A2006.1i Multipliers, Video _ _ o _
0 Use deception to mislead an enemy, manipulating cues to induce

him/herto reactin amannemprejudicialto his/herinterests.

0 Use ruses to deceive an adversary, such as exposing false informa
tiontothea d v e r istalligepcésgstem.

0 Usefeintsto deceiveanadversaryn offensiveoperationsgisguis
ing thelocationand/ortime of theactualmainoffensive.

Tactical Patience: Tactical patiences the manipulation of the operational
tempo,soasto actonly oncethesituationbecomesgnostadvantageous.
Forinstancewhile conductinganambushSoldiersmayallow anenemy
advancedjuardto passheambustsitein orderto destroythe mainbody

in thekill zone.Additionally, sometimeslelaysatthetacticallevel can
leadto greatersuccesseat the strategidevel; for examplejnsteadof ap
prehending an insurgent immediately, warfighters may follow him, identi
fying thepeoplewith whomheworksbeforecapturingheman.



Interlocking Lines: By interlocking linesof fires, observation, and repeort
ing, personnetanclosethe seamsandgapsof a battlespaceéviost likely,
personnearealreadyfamiliar with the concepbf interlockingfields of
fire. Interlockingfields of observatioraresimilarto this conceptandin-
terlockinglinesof reportingshares conceptuasimilarity.

AlnterlockingFieldsof Fire: Positionthearcsof w e a p fireisetidat
friendly teamsarealwaysfully covered.

Alnterlocking ObservationSimilarly, position personnel and control
their optics use, so that teams can collectively create a complete ob:
vationalpictureof aparticularpersoror site.

AlnterlockingReporting:Finally, smallunit leadersnustensurehat
communications are transmitted between different units (higher,
jacent,andsubordinate)o createanaccuratecommontacticalpic-
tureof thebattlespacdit is critical to sharenformationlaterallyto
otherunits,in additiontoo n ehiglerandsubordinates.

KEY SKILL

Usingtactical patienceto avoid
committing too soon or going to
Kinetics unnecessarily

Instructors should empha
size the importance of tacti
cal patience. Describe the cor
cept thoroughly to trainees
andthendiscussscenariosn
which tactical patience was (0
couldhavebeen)usedto sup
port mission success.

KEY SKILL

Guardian Angel: Guardian angelsire alert personnel, placed in covert Usinggeometryof firesto create

positionsto protecttheir unitsandall thewhile remainingunseerby the
enemy. Each unit establishes patterns by its very existence, and the en
respondso thosepatternsEventuallyall unitswill bespottedandtheir
patterngdiscernedy theenemy.Thereforetacticalteamamustalways
haveatleastoneguardianangelwho theenemycannoffind, thatis, at
onepersonn apositionof ambushprovidingoverwatchfor therestof
the unit. For warfighters,in particular,securityis thefirst priority; conse
guently,guardianangelplacemenmustalsobecomea priority. It should
becomeahabitof actionandbeinstilled viaamemory emotionlink.

Good Shepherd: Beinga goodshepherds the proces®f building trust
within alocalpopulationwinningtheiri h e andrmhisn disH.e@a r
meangersuadingeoplethattheir bestinterestsaareservedoy thesuc
cesof friendly forces,andii mi nneeangonvincingthemthatfriendly
forces can protect them. Note that neither concept has to do with wh
erpeopldike thecoalitionforcesor law enforcemenpersonnellnstead,
theyarefocusedon building trust,security,andstability.

DiscussionQuestions:

1. Considetheareaof operationgor your unit. Whatcombatmultipli-
erscanbeemployedo increasehe combatstrengthof your unit?

2. Think backto the Jubasnipervideo.Couldthesecombatmultipli-
ershavehelpedthoseSoldiersandMarinesbemoresecure ¥Whatif
thoseSoldiersandMarineshademployedyuardiarangels?

an interlocking network of ep
€MYs, intel, andcommunications

Similarly, instructorsshould
emphasiz¢heimportanceof
interlockinglines.As above,
describe this concept thor
oughly,andthendiscusssce
nariosin which interlocking
linesof fire, observationand
reportingwere(or couldhave
t Beénusedo supporsuccess.

= !isis yourtruemaineffort: ev-

erything else is secondary. Actions
that help build trusted networks
serveyour causeActionsd even
killing high-profile target® that
undermine trust or disrupt your
networkshelptheenemy.

0 Lt Col David Kilcullen,
AustralianArmy
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Unit 3:
Enhanced
Observation

Observations thegatheringandprocessingf informationobtainedhroughthesenses.
Enhanceabbservationnvolvesadeepeunderstandingow humansensonsystemsvork,
thelimitations of thesesystemsandhow to mitigateo n eo@rsperceptualimitations
whil e exploiting the enemyds observat.i
to becomemoreeffectiveobserverdy gainingamoredetailedunderstandingf human
observationpbservationaéquipmentandtechniquedor defeatingenemyobservation.

SuggestedPrerequisites:

A CODIAC Units 1i 2
A Traineesshouldalreadyhavebasicfamiliarity with their organicoptical devices(i.e.,i k n@lbo gy o)

Terminal Learning Objective:

A This unit introduces principles related to the major training objective of using enhanced observatio
techniquesAt the conclusiorof this unit, traineeswill beableto briefly describehephysiological
andcognitiveprocessemvolvedwith observatiorandperceptionTheywill beableto succinctly
list thelimitationsof theeyeandmind, howthesdimitationscontributeto perceptuaérrors,and
howto overcomehesdimitationswith enhance@bservatiortechniques.

Enabling Learning Objectives:

A Explain,in generakerms,how the eyesense®r observesheworld

A Explain,in generatterms,how the brain perceiveghe world

A List the factorsthatinfluencehow easilysomethings seen

A Describethenaturallimits of observatiorandperceptiorandhowtheycanbeminimized
A Demonstrat¢he useof enhancedbservatioriechniquesvith o n eodrpticaldevices

Estimated Time Allotted for Instruction: About 10 hours

Speciality Support Requirements:

A All traineesshouldhaveaccesso their organicopticaldeviceswhich mayinclude(but shouldnot
belimited to) dayoptics suchasRifle CombatOptics(RCOs)andbinocularspightoptics suchasa
Night OpticalDeviceg NODs),andthermals

A Thetwo demonstrationi this unit requireseveratole-players arange andsupportequipmentDe-
tailsareprovidedin Module3006.




3001 Principlesof Observation

Instructor Activities:

1. Describehow the humaneyesenseshe world

2. Discusghelimitationsof humansight

3. ReviewtheEyevideo

4. Discussfactorsthatinfluencehow easilysomethings seen

Terminal Objective: This module 5. Lead an interactive discussion on how the physical aptitudes and limi
introducedraineedo the physk tationsof thehumaneyemayaffectoperations
ological(i.e.,eye)andcognitive

(i.e., brain) processes involved Synopsisof Module Topics:

\(I)\]I‘Imi:%nos(ji[llgzgi%g;\c/)ilrlnE(Ieeziltfl)g Introduction: Observatiorbeginsby gatheringandprocessingnforma
' tion throughthe sensegsight,hearing smell,touch,taste) While all

to describein generaterms how sensesreimportantpersonnelendto rely mostuponthesensef sight.
thehumaneyeobservesheworld.

Theywill beableto list somenatu  Structure of the Human Eye: It is important for personnel to understand,
ral limitations of visual perception, in generatermshowtheeyeworkssothattheycanmakeoptimalobser
aswell asidentify visualfeatureto  vationsandovercomenaturalimitationsof theeye.

whichtheeyeis easilydrawn.

Introductory
Lecture and discussion
About 60 minutes

ARodsvs. Cones:The eyecontainstwo typesof light-sensingeells: rods
cellsandcone cellsRod cells see only blagindwhite. They activate in

Module Vocabulary: low light andsupporiperipheralision. Consequentlypothnight vi-
AConeCells sion and peripheral vision lack color. Cone cells see in color, but they
ACornea requirealot of light to activate (Ice creamconescomein avariety of
AFovea colors,andtheconecellsin o n eegeseein color. This mnemoniamay
APerceptuaFil helptraineesemembethedistinctionbetweerrodsandcones.)
ARetina ACentral Vision: A tiny spot(scientifically calledthefoved locatedin
ARodCells themiddleof eacheyeis responsibldor sharpcentralvision. This
ASensonSystems tiny spotis whereall visualdetailis detectedin contrastperipheral

visionis muchlessfocusedCentralvision is aboutthesizeof a quar
ResourceDVD: teratonea r nehgth.

A3001.1i TheEye,Video ABlind Spot:Each eye contains a blind spot where nerves enter the eye.
Thismeanghatthereis anareaof thevisualfield (theareaof space
thatcanbe seerat onetime) thatis notseenlYet, thisdoesnotappear
as a hole in onef6s vision. The brair
fills inwhatit i t h iitisdesS lisis calledperceptuafill.

Bias Towards Motion: Humaneyesarepredisposetb noticemoving,

rather than stationary, objects. The perceptual system is particularly sensi
tive to biological motion (the movement of living things). An individual
canidentify genderactivity, andeventheidentity of apersorthrough
movement cues alone. For example, a teammate may be able to identify
anothemembeiof his/hersquadrom along distancejust watchingthe
waythatpersormoves.



Central vs. Peripheral Vision: Humans have only a small area of centra
(foveal)vision. Therestof thevisualfield falls underperipherabision. Pe
ripheral vision will usually not sense an object that remains still but will t  Certainpropertieswill readily

Why Things are Seen:

drawnto anythingmoving.Payingattentionto the peripheryhelpsper drawtheeye.Thesanclude:
sonnel maintain greater overall awareness, but this places high dem. AShape:Familiar thingshave
ontheattentionakystemandcannotemaintainedor alongtime. recognizable shapes, -in

cludingtheoutlineof indi-

Daytime vs. Nighttime Vision: Daytimevision (calledphotopicvisio
vt J % ( P D L viduals,marrmadeobjects

becomes active underwélli t condi tions and re _ 'eds
This systenis mostsensitiveto wavelengthsf light thatcorrespondo or othergeometrlcshapes
theyellow/greenspectrumMany fire trucksarenow beingpaintecthese thatdonotoccurin nature
colorsbecauséhey arethe mostvisible colorsunderhumanphotopicvi- AsShine:Reflected light at
sion. Nighttime vision (oscotopic visiopactivates under darker condi tracts the eye
tions,andit reliesonthee y eaaddl sells Therodsareonly sensitiveto AColor: Thegreatetthe con
short(blue)wavelengtHight, andbecaus¢heyarenot sensitiveto other trastingcolor, the morevis-
wavelengthghescotopicsystendoesnothavecolorvision. ible the objectbecomes
Dark Adaptation: Total darkadaptatior{beingabletofi s enghedark) Ashadow: In sunlight, an
takesapproximately\80 minutesto achieve Forthefirst 10 minutesin object or person will cas!
darknessthe conescells maintaincontrol of thevisual systemafterthat a shadow, which may b
timetherodstakeover.Oncetherodsactivate anindividual becomes morerevealingthanthe ob-
moresensitiveto light andcanbeginto seein lower-light conditions.For ject or person directly
examplewhenapersorfirst walksinto adarkmovietheateihe/shecan Asilhouette:Contrasting col
notseeverywell, butaftertenminutesof sittingin thedarkroomit be- ors and shapes that brez
comeseasieto seeclearly. the skyline; look for sil
Color Vision: Colorsappeato changeaslight conditionschangebe- houettesat.thecontrasbe.
tween positive and negativt

causeof thedifferentialuseof rod andconecells.Reds orangesand
yellowsappearelativelylight in brightillumination, whereadluesap
pearrelativelylight in dim illumination. Technically this phenomenon ASurfaceif anobjecthasa
is calledthe Purkinje Shift In practicejt meanghatcolorscanappeato surfacethatcontrastsvith
changeandcaremustbetakento correctlyidentify itemsby coloralone. its surroundings, it be
comesconspicuous

space

Twilight Vision: Twilight (or mesopig¢ vision is used under medium light
conditions(e.g.,attwilight), andit involvesbothrod andconecells. The
combinationof photopicandscotopicsystemscancausevisualinaccura

ASpacing: Nature never
placesobjectsin regularly

cies,makingpersonnemostsusceptibléo attackduringthistime. spacecpatternsOnly hu-
mans use rows and equi
DiscussionQuestion: spacing
AMovementEvenwhenall

1. Considethelimitationsof thehumaneye.How mightthesdimi-
tationsaffectreconnaissanandsurveillanceactivities?How might
youovercomaheseobstacles?

other indicators are absen
movementwvill give apost

tion away.
2. Whenis themostvulnerabletime of day,asfar asvisionis concerned?



3002 HumaninformationProcessing

Instructor Activities:

1. Describethe differenceshetweenobservatiorandperception

_ 2. Describetheinformationprocessingnodelof humancognition
About 120 minutes 3. Discusstop-down/bottorup processingand cognitive load

4. Explainanddiscusghe useof mnemonics

Introductory
Lecture and discussion

Terminal Objective: This module
offers an overview of human infor - Synopsisof Module Topics:
mationprocessingnd perception.
Uponcompletionof thismodule
traineeswill beableto describe,
in general terms, how the brain
interpretsvisual stimuli andwhat
natural limitations may hinder the

Introduction: As discusseth Unit 2, sensonsystemgarticipaten the
observatiorphaseof the OODA-Loop, andthenthe brainbecomesnore
involved during the orient phase. During the orient phase, the brain begins
to perceivethe stimuli thatthe eyesfor instancehavesensedPerceptions
theprocessy which sensorynformationis organizedandinterpretedo
produceameaningfulexperiencef theworld.

perceptuaprocess.
Information ProcessingModel: Humaninformationprocessinghec
Module Vocabulary: ry helpsexplainhow peoplereceive store,anduseinformation.Whole
ABottom-Up Processing branche®f sciencearededicatedo understandingpumaninformation
AChunk processingpnly a brief descriptions providedhere:
ACognitiveLoad ASensory Systerdis mentioned, stimuli are first captured by a sensory
ALong TermMemory systemsuchastheeyes(sight)or ears(hearing).
AMnemonics ASensory Memornythe observed stimuli then enter sensory memory,
APerception where they are remember for several milliseconds. If the brain decides
ATop-Down Processing to payattentionto thestimuli, thentheyenterworkingmemory.
AWorkingMemory AWorking MemoryWorking (or shorterm) memory handles the-in

terim processing. Information in working memory is stored for only
afew secondsynlesst rehearsed-orinstanceif apersorhasto re-
membera phonenumber he/shemight repeatit until he/shecan
type the digits into to a phone. Working memory is also limited by ca
pacity; under ideal conditions, it can only store about severoplus
minustwo (7+2) piecesof informationatatime. For thesereasons,
working memoryis asubstantiafi ¢ 0 g iott it ¥ daformation . 0
thatexceedshis bottlenecks shedorin otherwords,forgotten.

AlongTerm Memoryif retained by working memory, information -en
terslong-term memoryLongterm memory has a theoretically urdim
ited capacity; however, information stored in ldlegn memory can
notalwaysberemembereforii r e t r Foeinstandepgoplemay
experiencehetip-of-thetonguephenomenonyheretheyknow a
factbutcannotaccesd. In orderto supportetrievalfrom long-term
memory newinformationmustbeintegratedvith previousknowl-
edgeThisformsasortof i w e df kinowledge.



Top-Down vs. BottomUp Processing:Perception driven by the features I
of stimuli (such as color, motion, shape) is called-dateen orbottom A T h etlsiregs will get us
up processingln bottomup processingstimuli areprimarily interpreted  killed. When we are in an en
based upon the data gathered by the five senses, rather than by preexisimgnmentthatis targetrich and
expectations. In contrast, schemiven ortop-down processings guided thereis awholebunchof sensory
by expectations, such as existing mentatféilders. input, we will loold just like a
troutd atall thosethingsthatare
flashingaroundus,andw e dakel
oureyesoffthepr i ze . 0

ATop-DownPerception‘Whenavailable sensonymemoryreferences
existing knowledge in order to determine to which cues to attend.
otherwords,top-downperceptiorhelpsdeterminavhatinformation
is passed to working memory. Experts with extensive prior knowledgeGreg Williams
canlook ata sceneandimmediatelynoticethemostimportantcues.

ABottomUp ProcessingNovices,on the otherhand,lack experience.
Their perception is instead guided by visual exploration and percep
tive saliencethatis, theirattentionis drawnto thosefeatureshat
visually standoutwhetheror not they representhe mostcritical cues
in the scene.

Cognitive Load: Cognitiveload describesheloadontheinformation
processing system, especially working memory. Since working memory is
limited by sizeandduration,humansanonly processea certainamount

of information at a given time. Experts appear to process more informa
tion at a time, because they use-ttmgvn processing and mental fileld-
ers,which allow themto monitoronly theimportantinformationandto
fichunlo (or cluster)bits of informationtogether.

Mnemonic Devices:Mnemonicsare mental tricks that aid memory and
retention.Usually,mnemonicsely on easyto-remembeimnformation
thatcreates frameworkfor theimportant(but easilyforgettable data
someonavantsto recalllater.Personnetanusemnemonicgo helpre-
member key details of a scene, specific procedures, or critical information
gatheredrom discussionsvith villagers.

DiscussionQuestions:
1. Whatis thedifferencebetweerobservatiorandperception?

2.What is the most <critical fAcognitive bottleneckc
nelbeawareof this bottleneckVhatcanpersonnetioto compen
satefor thelimits of workingmemory?

3. Peopleoftenusemnemonicssuchascreatingamemorablghrase
from the first letters of items. For instance, individuals may remem
ber the planets by memorizing the phrase fAMy Ver
JustServedJsN a ¢ h WHatotbermnemonicsnightbeuseful?



3003 Overcoming.imitations

Instructor Activities:

1. If time permits,reviewthe DanAriely video(from TED Talks)
_ 2. Review the OvercomingCognitive Limitations video
About 60 minutes 3. Describethe physiologicallimitations of observation
4. Discusstraining andtechniquedor overcomingtheselimitations

Introductory
Lecture and discussion

Terminal Objective: This module
introduces trainees to several natu Synopsisof Module Topics:
ral limitationsof thesensoryand
perceptuasystemsUponcomple
tion of thismodule traineeswill
beableto discusghetrainingand
techniquesequiredto overcome  Limitations: All humans have natural physiological limitations. Through
thesdimitations. training, warfighters and law enforcement agents can understand these
limitationsandlearnskills thathelpovercomehem.

Introduction: Thelasttwo modulesriefly describedhumansensation
andperceptionThis sectionexpandsiponthelimitations of thesesys
temsanddescribesow suchlimitationscanleadto observatiorerrors.

Module Vocabulary:

ABinocular Vision AFat . . .
AChangeBlindness atigue Constantlyviewing anareaparticularlythroughopticalde-

vices, will quickly fatigue the eye. Personnel should frequently switch

Limitationsof observationncludethefollowing:

AChan.n_eCapa_mty betweeropticaldevicesandregularvision. Also, evenunderideal

ACognitivelllusion conditions, personnel should rotate out of observation duties at least

AFocusLock every 2030 minutes.

AMonocularVision AMonocular VisionMost visual perception is a combination of sight

ASequencing from both eyes; this ksinocular vision Objects seen with binocular

ATunnelVision vision areperceivedn threedimensionsHowever objectsseenwith

only the left or right eye are perceived in two dimensions; thisois

ResourceDVD: ocular vision Binocular vision helps humans perceive depth, which is

A3003.1i Dan Ariely, Video why depthperceptiorbecomesinderedvhenpersonneliseanopti-

A3003.2i Overcoming caldevicewith justoneeye.

CognitiveLimitations,Video ATunnel Vision:During periods of high stress, people may devélop
nelvision Physiologically tunnelvision literally meanseducedoe
ripheral vision. The phrase is also used metaphorically to imply that
individualsareattendingo fewercuesandignoringimportanttasks.

Limitationsof perceptiorincludethefollowing:

AChange Blindnessidumans may ignore stimuli (even quite obvious
stimuli) whentheir attentionis focusedelsewhereThis phenomenon
is calledchange blindnesso overcome change blindness, it is helpful
to memorizeor sketchwhatthe observedarealookslike, andthen
referbackto this baselineat latertimes.By comparingwhatoneis cur-
rently viewing with whatwasmemorized/sketche2D minutesprior,
thebrainis betterableto perceivechanges.



AFocusLock: Whenobservatiorbecomedixatedon aspecificobject I

this is calledfocus lock Efficient use of refocusing in visual scans, mov The longerwe 6 r e i n ¢
ing o n esighdto includebothnearandfar objectsandconstantly thelesswe payattentioné Te r-r o r
shiftingo n diddsof view canhelpmitigatefocuslock. istsandinsurgentdive off of that.

AChannelCapacity:Channekapacityis themaximumdataratethat ~ 1heyknowthatthelongery o u 6 1 e
canbemaintainecbveragivenchannelUndernormalconditions, OnSite,thelessy o u ayirgatten
humansod channel c amannustw (78225 W@bout seven plus
howeverunderstresh u m achasirecapacitydropsto aboutthree. & GregWilliams
In otherwords,underchallengingconditions personnetanonly pay
attention to about three things.

KEY SKILL

ASequencingHuman brains try to place cues into grouping (even-inac
quencing yop grouping ( Shiftingfield of viewto

curategroupings) Sequencingccurswhenour brainscreateanin- :
accurate grouping based upon a sequence of observed cues; typicaf'fﬁyo'OIfOCUSlOCk
seguencingakesplaceatthe seventhinstanceof acue.Forinstance, Instructorsshouldemphasize
if a police officer makes six traffic stops without incident, then his/her theimportanceof avoidingfo-
brainwill relaxd it will assumehenexttraffic stopwill play-outlike cuslock. Discussconditions

the previous six. This is why so many officers are killedction dur underwhich focuslock might
ing their seventttraffic stop.If atall possible personnehtcheckpoints ~ occur, and ask trainees i
or conductingraffic stopsshouldberotatedeverysix instances. whentheyhavepersonallyex

perienced it. Discuss strategie
for reducingthelikelihood of
focuslock.

AAdaptation:Peoplehavea tendencyto ignorevisualinformationthat
is continuouslypresenbecauseghebrainfi t uinoeusftThisadapta
tion canbedangerousfor instanceijf graffiti is alwayspresentperson
nelmaybeginto overlookits potentialimportancegvenif aminor
changeoccursthatcould hold tacticalsignificance Personneimust
remembeto usetheir observatiorskills to ensurgheydo notignore
potentiallymeaningfulchange$n thefi n o r emairbnnent.

Overcoming Cognitive lllusions: Many of thesdimitations canbe con
sideredcognitive illusionsCognitive illusions occur when the brain makes
(incorrect)unconsciousnferencesin generalcognitiveillusionscan
only beovercomehroughexperiencandtraining.

Rely Upon Teammates:In additionto honingindividual observation
skills, personnemustacknowledgéhevalueof theirteam A tactical
teamcancreatea commontacticalpicture,remindeachotherto avoid
natural limitations, and backup each other to minimize the danger of the
naturalimitationsof h u m asersaliorandperceptiorsystems.

DiscussionQuestion:

1. Considetheareaandtypesof missionin whichyourunit engages.
Whatkindsof observationairainingwill bestovercomehelimita-
tionsyouwill encountem thatareaandfor thosetypesof missions?



3004 ObservationTechniques

Instructor Activities:

1. Describethe purposeof observatiortechniques

_ 2. Describethe hastyanddetailedsearchtechniques
About 60 minutes 3. Discussthekindsof fi k é ¥ a t warrantxiraattention
4. Describamaintainingobservation

Introductory
Lecture and discussion

Terminal Objective: This module

introducedraineedo observation Synopsisof Module Topics:
techniquesUponcompletionof
this module, the trainee will be
ableto describeanddemonstrate
thetwo primarytypesof observa
tion techniguegndhow to mair

Introduction: Whenatacticalteamentersatargetareaor battlespace,
oneof its first prioritiesshouldincludescannindor hostileforces.The
tactical team should assign several observers to cover overlapping fields of
observatiorandconductsearchesf theirvisualfields.

tainobservation. Hasty Search:In a hastysearch the observequickly glancesat specific

points,terrainfeaturesor otherareaghatcouldconceatheenemy He/

Module Vocabulary: shedoesnot sweephis/hereyesacrossheentireterrain,becaus¢hatis
ADetailedSearch less effective at detecting movement. Instead, the observer should start the

searchby viewing the areaclosesto his/herpositionandthenworking out.

iﬁgséy (?git(:h Searcheshouldbeconductedy looking from right-to-left (becaus¢his

_ goesagainsimostp e o pnhteraitesidencyto readfrom left-to-right). If

ANegativeSpace able personneshouldusebinocularsratherthanhigherpoweredptics,

AOverlappingStrip Method duringa hastysearchBinocularsgive the observemwider field of view,

APositiveSpace therebyincreasingheefficiencyof thesearchlf athreatis detectedthe

observeshouldtransitionto a higherpoweroptic, if available.

Detailed Search: After completinga hastysearchthe observeshould
initiate a detailed search using tneerlapping strip methadNormally, the

area nearest the observer offers the greatest danger; therefore, the search
should begin there. The observer systematically searches the terrain, start
ing attheright flank andthenmovinghis/herobservationowardshe

| ef t ianc. Each 4iuid grc should include about 50 meters of depth.
After reachingheleft flank, the observessearchethe nextswathnearest

to his/herpost.Eachvisualarcshouldoverlaptheprevioussearcharea

by atleastlO meterdn orderto ensurdotal visualcoveragef thearea.

Also, thesearchshouldextendasfar backastheobservercansee andit
shouldalwaysencompasthe areaf interestthatwereidentified during

the hasty search.

Maintaining Observation: Surveillance teams should repeat this cycle
of hastythendetailed searches every 15 to 20 minutes, depending upon
the terrain and specific responsibilities. When maintaining observation
overtime, personneshouldkeeptheirheadandbodymovementso a
minimum. Theyshouldalsotakespecialinoteof key terrainfeaturesand
observehemcloselyduringeachvisualsearch.



Key Terrain Features:With eachconsecutivevisualpassoveranarea,
personneshouldtakenoteof prominenterrainfeaturegpositivespace

aswell asanyareaghatmay offer coveror concealmento theenemy(neg

ativespacg. Thisway,observerbecomdamiliar with theterrain.

APositive Space: Positive spabas mass; it includes solid objects suct
as buildings, trees, signs, or vehicles. Personnel cannot typically
throughpositivespaceputit naturallyattractshe humaneye.People
areinclinedto look from positivespaceo positivespace.

ANegativeSpaceNegativespacefalls betweerpositivespacesThese
areaf shadowandbackgroundnaybe overlookedby untrained
observersywhich explainswvhy goodcamouflageesemblesiegative
spacePersonnainustconsciouslybservenegativespaces.

AOther Key FeaturesPersonnel must remember to pay particular atten
tion to possible anchor points, habitual areas, and natural lines of d
(thesespecialterrainfeaturesarediscussed moredetailin Unit 5).
Additionally, theacronymfi K O C C @ahltelpwarfightersandlaw
enforcementemembethespecificterrainfeaturego observe.

Light and Shadow:Due to constantly changi
tions, light is a changing factor in observation. Observers should careft
watchthechangingcontraseindshadowsAn areathatthe observefirst
thoughtheldnoenemymayrevealanadversaryvhenthelight changes.

Rotation: To minimize fatigue and reduce the likelihood of chang
blindness, team members should reassign observation duty approxima
every 30 minutes.

Variety of Optics: Many factors(suchasdistancelight level, andobsta
cles) affect what personnel can see with their naked eyes and/or partic

REMEMBER!

KOCCOA(pronouncedi ¢ o
CO-u h beJpsyouremember
the high priority terrain fea
tures, these are:

K = Key terrainfeatures
O = Observatiorpoints

C = Cover
C =Concealment
O = Obstacles

A = Avenuesof approach

KEY SKILL

Efficient use of refocusing in-vi
sualscango includebothnear

andfar objectdan thescene ‘he

Instructorsshouldemphasize
theimportanceof keepingall
parts of the viewing sector
bothnearandfar, withino n e
visual field. In other words,
personnel must keep the
i h e ands wi vsetheyabe
alwaysreadyto attendto criti-
cal new cues.

optical devices. When possible, a tactical team should simultaneously em

ploy a range of optical devices and naleg@ viewing. By using a variety

of observation tools, personnel have a greater likelihood of identifying a

target.

DiscussionQuestions:

1. How doesthe changingpatternof light andshadowaffectanobserv
er?Why shouldanobservebeawareof theangleof light, especially
with respecto theuseof opticaldevices?

2. How mightthe naturallimitationsof humansensatiormndpercep
tion affecttheseobservationalechniqguesWhatstepscanbetaken
to compensatéor thesenaturallimitations?



3005 OpticalDevices

Instructor Activities:

1. Asktraineego bringtheirorganicopticsto class
2. Reviewdaytime, nighttime, and thermaloptics

Introductory
Lecture and discussion

About 120 minutes 3. Ensureall traineesknow how to fully employtheir optics
4. If necessanbreaktraineesnto groupsandreviewthefi k nmlbo gy 0
Terminal Objective: This module of all of the optics;encouragdraineeso help eachother

introducedraineedotheoptical 5. Reviewthe OpticsUsevideo
deviceghatcanbeusedfor obser

vationin thetacticalenvironment. ~ Synopsisof Module Topics:
Uponcompletionof thismodule,
trainees will be able to describe the
capabilitiesandlimitations of the
threetypesof opticaldevicesand
theywill beableto demonstrate

Introduction: Opticaldevicesareusedin thetacticalenvironmento en

hance or increase personnel s natur
magnify an area, so that more detail can be seen from a greater distance,

or theymayenhanceiewingin low-light conditions.

accurateiseof thedevices. Daytime Devices:Day opticsareunpoweredieviceshatrely onlenses
to enhance viewing. These devices are capable of viewing objects in depth
Module Vocabulary: and of Aburning througho brush and
ADiopterSight theirinability to enhanceriewingin low-light conditions Many daytime
opticshavea dioptersight which is usedto assisiaiming.Personneiay
ResourceDVD: notknow howto adjustthediopter,whichlimits theird e v i usabilyo

A3005.17 OpticsUse,Video Nighttime Devices:Night opticsoperateby amplifying theambient
light in anenvironmentNight opticsarenot affectedoy fluctuationin
ambientemperatureHowever thesedevicesarelimited by theirinabil-
ity to seedepthof field, theirlack of peripheralision, andoftenby their
KEY SKILL Co : :
range. Additionally, night optics can

Using organicassetdo make changeof ambientight occurs.
positiveidentifications
Thermal Devices:Thermalopticsoperateby detectingp b j enfrared 6

signatures, distinguishing an object based upon the difference of its heat
signaturecomparedo its surroundingsThermaloptical deviceshavethe
capabilityto detectobjectsat greaterangesandthroughobstaclesThey

have the greatest ability of any optical device to detect persons or vehicles
in thenaturalenvironmentHowever thermalopticsarelimited in their
inability to detectfriend or foe; theyrequirethegreatespowerof any
opticaldevice andtheycanbeaffectedby weather.

Instructorsshouldemphasize
theimportanceof completely
understandingg and master
ing useofd 0 n eoi@anicop-
tics. Traineesvho do not have
full masteryof their opticsare
atseveralisadvantage.

DiscussionQuestions:

1. Whenarethebesttimesandenvironmentso employthedifferent
typesof opticaldevices?

2. Caneachtraineedescribeanddemonstratbowto stabilizetheirop-
tics?Whenpresentcantraineesusetheirdioptersights?



3006 OpticalDevicesDemo(Activity)

Instructor Activities:

_ _ _ _ o _ Introductory

1. Advisetraineego bring all of their organicopticsto the exercise .
. . . Demonstration
2. Reservethe necessargquipmentandlocationsfor the exercise _
3. Positionrole-playersat variousobservatiorpoints About 180 minutes
4. Ensuretraineeshavefull knowledgeof their opticsuse
5. Conducthecompareandcontrasdemonstration Terminal Objective: This module
6. Conducthevisualsearchdemonstration givestraineeghe opportunityto
practicebasicobservatiorskills.

Synopsisof Module Topics: Instructorsshouldreiteratelessons

related to positive/negative space,
scanning from righto-left, and
tﬂe different search procedures.

Compare and Contrast: Thisdemonstratiomelpst r a i corepars 6Upon pomplgtion of thiS. maed
theirnakedeyesto their opticaldevicesTraineesshouldstandapproxi  ule,traineeswill havefunctional
mately100metersfrom thebuildingin whichtherole-playersareposi  knowledge of optics use and visual
tioned near windows or hiding in shadows (like snipers). Ask the traineg@garchmethodologies.
to spottherole-playerswith their nakedeyeswith andwithout sunglass
es;_dotheyseeany&gpsof;hapeshadowpr§|Ihouettg’ﬂ'henaskthe PREP CHECKLIST
traineego usetheiroptics.Discusshowtheopticsaredesignedo gather . _
light, which allowstheiruserso fi b ui rnnithesbadowso seetheen V TraineesOptics
emy. Try out the various optical devices; which of them works best, in the T Daylight Optics
t r ai apiei@ns?o I Thermals

~Repeat this exercise several time, with the-piggrers in different po v/ RangelLocation
sitionsandperformingdifferentactions Forinstanceaska role-player A p

) : . R I With Structures

to moveall theway up,into thewindowspaceCanthet r a ispethat s 6 With Veqetat
persorwith their nakedeyes?Thenasktherole-playerto slowly move ' Ith vVegetation
back;whendothetraineedosesightof him/her?How aboutwhenthe V 3i4RolePlayers

BasicUse: Traineeshouldknow howto usetheir opticaldeviceshow-
ever,instructorsshouldensurell traineeknowtheiriin k nr@lbo g vy .

role-playermovesDoesmovementevensubtlemovementaid visual Vil We a p orRsléPlayers
identification?How aboutwhentherole-playeris holdingaweapon;can V Concealmenfabrics*
thet r a i determisabeweaportypewhenusingtheiroptics? V InstructorComms

Visual Search: Prepositionarole-playerout, betweerb0i 200meters, ¥ SunnyDay
in anareaof vegetationor otherconcealmentlEnsurghetraineesdo Th .
. . L. . d e fAconceal ment fab
not see the rolplayer getting into position. Ask the trainees to use th&liodule 3008:it is recommendethat
visual search techniques to locate the-piégyer. Ensure the rojglayer is  Modules3006and3008be conducted
notmoving(atleastatfirst). Canthetraineespottherole-playeraf not,  °n the same day.
if therole-playermovessubtlycantheyspothim/herWhatvisualcues
(e.g.,movementshine silhouette/madetherole-playermostvisible?

Enhanced Thermals UseDiscuss the special ways personnel can employ
thermalslf available showtraineeshow a warmedup carlooksthrough
thermalsDiscusshowthermalscanhelpidentify bodybombersor other
person®f interestdemonstratéhiswith role-playersijf feasible.



3007 Avoiding Observation

Introductory
Lecture and discussion
About 60 minutes

Terminal Objective: This module
introducedraineego the concept
of avoidingobservatiorby enemy
forces. Upon completion of this
module, the trainee will be able
to discussanddemonstratseveral
principlesof camouflageandhow
theycanhelpavoidobservation.

ResourceDVD:

A3007.1i ArmyField
Manual 520, PDF

A3007.2i Avoiding
ObservationVideo

A BORSTARBorderPatrol Agentuses
spidernettingto concealthe shinefrom his
opticsandtheshapeof hissilhouette.

Instructor Activities:

1. Reviewthe Avoiding Observatiorvideo

2. Reviewthe featureghat makeitemsmoreor-lessvisible

3. Hold aninteractivediscussioronhowto minimizethesdeatures
4. Discusshow the shinefrom opticscanbe concealed

5. Discusghe300-meterbubble

Synopsisof Module Topics:

Introduction: Personnel in reconnaissance missions should try to mask
themselvesindtheir equipmentRemembertherearealmostno straight
linesor regulampatternsn nature sotheseeatureswill attractattention.

Why Things are Seen(Review): Camouflageandconcealmenrdireused

to avoiddetectionSinceanythingregular(e.g.,ahelmet ifle, or human
silhouettestandout, theymustbealteredto becomdessnoticeableAs
discussedh severaprevioussectionstheeyeis drawnto shapeshine,
shadow, silhouette, surface, and spacing. Personnel should disguise these
featuresin addition,movementapidly drawsattention;personneht-
temptingto avoidobservatioomustremainasstill aspossible.

Shine: If personnelook towardsthesun,thentheiropticswill create
abrightd highly visibled shine. However this shinecanbereadilyob-
scuredby placingfabric, suchasburlapor spidemetting,overthe optical
lensesWhenpersonneplacefabric overthefront of theiroptics,they

will needto readjustheo p t foctissathatthefabric appearblurry but

the surveillance targets are clear. Once complete, personnel should have
noproblemseeinghroughtheirconcealment.

Note, objectivelensegsuchasbinocularlenseskaredesignedo
gathetight. Thisallowsobserversofi b ut rhnr o shagldwéandbetter
identify targets. Sometimes individuals tagetheir lenses, so that only
asmallslit is visible; while this effectively concealghe shine,it alsolimits
theeffectivenessf theopticaldevices.

Three-Hundred Meter Bubble: Threehundredmetersstheil ma g i ¢
ma r thetypical rangeof manyweapons/explosivdevices When
conductingreconnaissancaandsurveillancepersonneshouldstriveto
remainoutsidethe300-meterbubble. Thiswill enhancehesafetyand
securityof their teams.

DiscussionQuestion:

1. ConsideyourownequipmentWhichobjectsaremostvisible?How
cantheybeconcealedh youroperationaénvironment?



3008 Avoiding ObservatiorfActivity)

Instructor Activities:

1. Conductthefabric concealmentlemonstration
2. Conducthebackandforth concealment/observatiqgmactice

Synopsisof Module Topics:

Recommendation:lt is recommendethatthis moduletakeplacein
conjunctionwith Module 3006in orderto minimizelogisticalburdenIn
otherwords,conductModule3006.ThenconductModule3007 ,which
may becarriedout asanin-field discussionThenbeginthis activity. The
Aconceal ment fabricso |isted

ConcealmentDemonstration: Instructorsshouldhaveseverablifferent
concealmentabricswith them,includingburlapsacksandspidernet
ting. Pasghedifferentmaterialsaroundandasktraineedo focustheir
opticsthroughthem.Showtraineeshowtofi b ut rhnr o thegahrios.

Introductory
Demonstration
About 120 minutes

Terminal Objective: This module
givestraineesnoreopportunityto
practicewith their optical devices.
This demonstration emphasizes
 CRneealpestills. Jpopcpmple |
tion ot thismodule traineeswi
haveappliedknowledgeof their
opticsuseandstrategie$or con
cealment. They will be able to
demonstrateffectiveopticsuse,

Similarly, if available, ask trainees to conceal themselves behind bushesiod they will be able to list and

othervegetationTheycanii b ut rhnr o swdnegetatiorjustlike they
did with the fabrics.

Create Two Groups: Divide traineesnto two groups Makesureat least

demonstratseveralconcealment
techniques.

one member of the instructional staff accompanies each group, and then

physicallyseparat¢he groupsby about200metersHavethegroupstake
turnspracticingconcealmenor observatiortechniquesLet trainees
sensavhatit il f e kké tab&@exposednahilltop orto createavisible

silhouette. Then let them get a sense for how concealment feels. Similarly,

asktraineego practiceremainingstill. Let themgeta sensdor how little
movements necessarjo drawtheeye.Continuethisbackandforth
demonstratiomintil all of themajorfactorsthatattractvision (i.e., shape,
shine shadowsilhouette surface spacingandmovementhavebeen
demonstratedndthenconcealed.

Left: Border PatroAgents prae
tice using enhancedbservation
techniques







Unit 4;
TheMind

of Your Quarry

TheArt of Warpromisesii Sibis saidthatif youknowyourenemieandknowyourself,
you canwin ahundredbattleswithoutasinglel o sThisunitfocusesonlearningabout
0 n eedemiesHow dotheythink?Why dotheyactin certainwaysNVhataretheyplan
ning?After completingthis unit, thetraineewill bebetterableto seefrom theperspective
of theirquarry,theirenemypor adversary.

SuggestedPrerequisites:
A CODIAC Units 1i 3

Terminal Learning Objective:

A This unit provides detail on enemy decisimaking. This knowledge supports four of the key training
objectivesidentificationof critical eventindicatorsjnterpretatiorof humanbehaviorcues synthesis
of ambiguous information, and proactive analysis and dynamic decig&img. More succinctly, this
module will help personnel develop thegictical cunning both in general as well as specifically for
theirownoperationaknvironment.

Enabling Learning Objectives:
A Describecombatprofiling andexplainhow it differs from other profiling approaches
A List anddefinetypical enemytactics,including urbanmaskingandsoft targetselection
A Describethe sevenstepterroristplanningcycle andlist waysto block terroristsat eachstep
A List severalcurrentterroristgroupsand describesomeof their tactics
A List all of themajorterroristgroupsin 0 n eo@rsareaof operations
A List the primary tactics,techniquesand proceduresf the groupsin o n eodrsareaof operations

Estimated Time Allotted for Instruction: About 20 hours

Speciality Support Requirements:
A No speciaffacilities required




4001 Introductionto CombatProfiling

Instructor Activities:

Introductory
1. ReviewtheUnit 4 Intro video

Lecture and discussion

_ 2. Describecombatprofiling; contrastit againstotherforms of profiling
About 60 minutes 3. Discusshow combatprofiling works acrosscultures
4. Emphasizeéhe importanceknowing the cultureandlanguageofo n e 6 s
Terminal Objective: This module areaof operationsgxplainwhy fi ¢ u |igcuornet fer profiiing

introduces the concept of cem

batprofiling, andit discussefiow  Synopsisof Module Topics:
combat profiling applies to all
peopleof anycountryor culture.
Uponcompletionof thismodule,
traineeswill beableto clearlyde
scribe the purpose, general use
andbenefitsof combatprofiling,
aswell ashowit differsfromracial ~ Combat Profiling vs. FBI Profiling: Combat profiling isiot FBI-style

Introduction: Combat profiling developed by Greg Williams, is the art of
identifying behavioralcues synthesizingheminto a meaningfulpattern,
andthenmakingsensef thatpattern jdeally, left-of-bang.Combatpro-
filing equipspersonneWwith amorethoroughunderstandingf human
behaviorandanability toreadthei h u mhaemr r ai n. 0

profiling. profiling. Themaindifferenceis thatFBI-styleprofiling is reactive In

contrastcombatprofiling focusesonidentificationof pre-eventindica

Module Vocabulary: torsandproactiveprofile constructionleft-of-bang.FBI-styleprofiling
ACombatProfiling alsousegrobabilitiesto estimatec r i m ilikelyachasadteristics.

AExplicit Knowledge Combat Profiling vs. Racial Profiling: Combatprofiling is notracial

ASustainedObservation profiling. Combatprofiling hasnothingto do with race sex,or thecolor

ATacitknowledge ofap e r sskimldsteadt is aboutiooking atbehavioratuesandthen

problemsolvingbasediponthem.
ResourceDVD:

) ) Combat Profiling and Mental File-Folders: Combatprofiling requires
A4001.1i Unit 4 Intro, Video ing ! fprofiling requi

personneto developmentalfile-foldersof peopleandplacesOncesuch
file-foldersexist,personnetancompareheir currentobservationso
their mentalfile-foldersin orderto identify anomaliesrom thebaseline.

I DevelopingCombat Profiling File-Folders: Combatprofiling requires
fi A tritbes,all teamsall in-  personneto knowthebaselinecontext,andrelevanceof their areaof

surgentsterrorists,andcriminals ~ operationsHowever personnetionotneedto memorizetheseactors
arethesameTheyall functionthe ~ from abook;insteadheycanusesustainedbservatiorandgathertacit
sameway. Theyall actthesame knowledgeo createtheirmentalfile-folders.

way. o ASustained ObservatiorSustained observation simply means expend
& GregWilliams ing conscious energy to observe an area or people, in order to develop
asensofinor mal . 0

ATacticKknowledgeWhenenteringanareaof operationspersonnel
cangainasensef thebaselindrom their peersalreadyoperatingn
thatregion.Whenwarfightersdeployto theaterfor instancethey
havetransitiontime thattheycanuseto gleantacitknowledgegrom
thosepersonneélreadyin-country.



Explicit vs. Tacit Knowledge: Explicit knowledgecanbe written down,
transmitted, and understood by others. Explicit knowledge includes ide
thatcanbeeasilyberecordedandtaught,suchasfactsandformulas.On
the otherhand tacit knowledges gainedthroughhandson experience
andcannotbeeasilywrittendownor transmitted Tacitknowledges
valuable because it provides context for people, places, ideas, and exf
ences. Effective transfer of tacit knowledge generally requires extens
personal contact and trust.

Characteristics of People EverywhereGreg Williams, the originator of
combatprofiling, oftensaysthatthesetechniquespplyto peoplefrom
Kansas to Kandahar. In other words, combat profiling works everywhe
That is because it involves learning fh@cessof reading people. It is not
based on memorization of specific tactics or cultural differences. Willian
explainstheuniversalityof combatprofiling like this:

Whenyougoto Germanygdoyou haveto learntheGermarawsof
gravity? When you go to France, do you have learn French math? When
youtalk aboutthe normalhumanbodytemperaturehere|s it different
whenyou getto Iraq or Afghanistan™No! Peopleall havethe samecir-
cadianrhythms We gettired at night; we arealertin themorning;we

eat basically three meals a day. We have all the same needs, all the same
wants,andwe respondo externakimulationthesameway.

Culture is Context: Theonly differenceamongpeoplés culture,andit
does exert a small influence on combat profiling. Culture is context,
learningthecultureof o n eaeaf operationss important. Addition-
ally, understandinghelanguageandtheroot meaningof wordscangive
unigueinsightinto a culture.

~

n
an

DiscussionQuestions:

1.Consider a fAuser profileo
kind of information does a user profile usually store? How is an onling
user profile similar to the type of user profile a combat profiler creates
for apersonn his/herareaof operations?

If youwereenteringa newoperationaenvironmentor thefirst time,
howwouldyou establisha baseline™Mow canyou elicit tacitknowl-

edge from your fellow warfighters or law enforcement agents already
operating in that region?

How doyousayphrasesuchasfi h e Ifiill &, fi ¢ a 0 gre r
A w h eimrtleel@nguagespokenn your operationaknvironment?
Whatotherkey phrasesnightbeimportantto learn?

DID YOU KNOW?

Understanding the nuances
alanguagecanprovidegreat
insightinto a culture.Consid
er this example:

Salaam

Whenpeoplegreeteachother
in the Dari or Pashtuanguages
(whicharespokenn Iragand
Afghanistan}hefirst person
saysfias-sa-laanalai-kund and
the secondespondsvith fiwa
alai-kumas-sa-laand.Both of
thesephrasesisethe root word
fisal aam, 0 mean
s al asformstherootof
Jerwsalem which translateto
mean ficity of

|
e
erc}ylt\ilingwesee,smell,taste,and
feel.Yep,i théarderyourjob has
becomeharderin the battlespace,
becausgouhavetobetheé t ki n k
ingwa r r Yoa maveto up-armor
your brain.But, attheendof the
f r o mday,y weubi hatdert@killoand s o ¢

hta welestionew

oubdd rhart er .
GregWilliams

0

0




4002 Think Like theEnemy

Instructor Activities:

1. Reviewtactical cunninganddescribethe importanceof usingit
2. Discussenemymotivations,communicationsand recruitment

Introductory
Lecture and discussion

About 120 minutes 3. Ask traineego readanddiscusghe RootCausesf Terrorism
4. Reviewthe Terroristsvideo

Terminal Objective: 5. Discussthe Mule DeerBuck metaphor

Module Vocabulary: Synopsisof Module Topics:
ADemographic Introduction: Tacticalcunningmeanghinking like theenemyiooking
Aldeology at the world through their eyes, walking in their shoes, and having a day
AManifesto in their skin. Using tactical cunning improves a warfighter or law enforce
APsychographic menta g e ohn@e®f survivalin akineticenvironment.
AsSticky Messages

Motivation: Thefirst steptowardthinkinglike theenemyis to under
standtheir motivation.Why aretheyradicalized2Vhy do theyengagen

ResourceDVD: radicalaction;why dotheycommitterrorism?
A4002.1i RootCausesf

Terrorism PDF Aldeology:Anideologyi s a personés worl d-view; i

: . ) als,goals,andexpectationshatguideactions Forthistraining,an
A4002.2i Terorists Video ideology contains three relevant parts: culture, politics, and religion.
A4002.3 Mule Deer Video Eachof thesefactorsmay motivateradicalbehavior However,ac
cording to théJS Government Counterinsurgency Guige09, p.6):

Moderninsurgenciesireoften morecomplexmatricesof irregu

lar actors with widely differing goals. At least some of the pfinci
pal actors will be motivated by a form of ideology (or at least will
claimto be),butthatideologywill notnecessarilgxtendacross

KEY SKILL the whole insurgent network.

Takingsomeone | s e 0 s AOtherMotivations Eachpersormaybedrawnto radicalismby other
perspective individual or collectivegoals,including personabr political griev-
Instructors shouldeempha ances, admiration for a charismatic leader (e.g., Osama bin Laden), or

size the importance of us attractionto themoneyor statusofferedby aradicalgroup.

ing tactical cunning. Train
eesneedo beableto takeon
someone el se
puttingthemselveto their
e n e myinaset.

Manifesto: A manifestas a public declaratiorof anideology.Radical
groups promote themselves, in part, by glorifying their manifetust.
Causeof Terrorismmentionsfistickymessages or simple,concretemes
sagesvith emotionalappeabndcompellingstorylines:

The message that Alslam is under attack
whenbolsteredy picturesof occupiedandscivilian victims of con

flict), unexpectede.qg.,thedissonanceausedy notbeinga political

or economic power), evokes fear (based on the implicit understanding

thatfearis typically theprimarymotivatorfor collectiveaction),and

contains a storyline peppered with powe
i Hu | Kahgaun 0 ) .



Iconography: Along with their manifestoaradicalgroupwill useico-
nographyto identify itself. Suchimagerymayincludeflags,shields,or
logos;clothing;or tattoos For exampleradicallslamicterroristsusethe
Shahaddthelslamiccreed)writtenin white onablackbackgroundas
their primaryiconographyOthergroups suchasMexicandrugcartels,
maymarktheiraffiliation throughtattoos.

Terrorist Group Formation and Recruitment: Thenextquestioncon
cernshowthe enemyoperatesTerroristsandinsurgentsio not typically
actin isolation;insteadheyoperaten cellsandnetworks.

Shahadayritten in white on black

ATerrorist NetworksA terrorist group is bolstered by a pyramid of sup

porters While theterroristsmaybeatthepeakof thepyramid,its

base is comprised of radical sympathizers and supporec.Causes

ONLINE

of Terrorismsuggests that only about 4% of radical sympathizers will E Find moreresourcegrom

becomeadicalactorg(terrorists).
ARecruitmentAccordingto aRAND Corporatiorstudyon Al-Qae

da recruitment (Gerwehr & Daly, 2006), terrorist groups recruit by

shaping their ideological message to suitdemographicandpsyche
graphicparticularsof theiraudiencePotentialrecruitsmaybecon
tactedn anumberof publicor privateways,suchasthroughradio
programsyvebsites,schoolmentorshippr graffiti. Recruitstendto
sharecommonpsychographig ratherthandemographié charae
teristics.In otherwords,thefi a t t iidéasyreasosingandphysical

the National Consortiumfor
the Study of Terrorism anc
Response® Terrorismat:

www.start.umd.edu

|
Even organized criminals or

experiences of individuals weigh more heavily in their ability to resigfiminalsthatarelesssophisticat

recruitmenthandosuchfactorsastheirage professionandgen
d e Thesharedsychographitactorsthatmakeapersorproneto
recruitmeninclude:

d High level of dissatisfactior(emotional,physical,or both)

d Cultural disillusionment(i.e., unfulfilled idealism)

d Lackof anintrinsic religiousbelief systemor valuesystem

d Somedysfunctionalityin family system

0 Somedependenpersonalitytendenciege.g., suggestibility)

DiscussionQuestions:
1. In theMule DeerBuck metaphorywhatcategoryof battlefieldactor

does each aninm@lsquirrel, rabbit, bear, coyote, mountain lion, an

muledeerbuckd represent?
2. Whaticonsandideologydogroupsn youroperationabhreause?

3. Describe one new thing that you learned from readindrtie Causes

of Terrorismreport.How doest applyto youroperationahrea?

edwill haveanideology Theirs
isbasednd notreligionandnot
politicsd t h e is culfluszbased.
...Thatis whatwill separate crimi-
nalorganizatiorfrom aterrorist.

Not everycriminal is aterrorist,
butall terroristsdo criminal acts.
Thedifferenceis thattheterrorist
is going to do a criminal act for the
goodof theircell, for thegoodof
theirideology,wherethe criminal

is going to do it for him, for his
(E)ersonagain.

0 GregWilliams


http://www.start.umd.edu/

4003 Think Like theEnemy(Activity)

Instructor Activities:

1. Divide traineesnto their five- or six-personteams

_ 2. Ask eachteamto considetheterrorists/criminalsn theirarea
About 180 minutes 3. Ask eachteamtofi r e c theclassfar a cell/gangin their area
4. Conductinteractiveafteractionreviewsafter eachdemonstration

Intermediate
In class exercise

Terminal Objective: This mod

ule givestraineegheopportunity ~ Synopsisof Module Topics:
to explore the enemy mindset
throughanIn classexerciseonter
rorist motivation, ideology, and +e
cruiting. Uponcompletionof this
module traineeswill havedeeper
understandingf terroristmind-
sets;theywill beableto discuss  Plan Demonstrations: Assigneachteamto fi r e ctmerestdf theclass
terroristandcriminalmotivations f or a radical group |ike the ones ope
in depthanddescribeexampleter  Give teams aboui® 0 mi nutes t o present thei.t
roristideologiesmanifestosand  tions tothe classln thepresentations, theshould usesticky messagethat

Trainee Team Briefing: After dividing trainees into their teams, ask each
team to consider the types of terrorist and criminal organizations in their
own operationaknvironmentsHow do thesegroupsrecruit?Whatare
theirideologiestheirmanifestosMow dotheycreateasensef prideor
reverencéor, or fearof, thegroup?

recruitmentechniques. help convey the ideology of their gro
identity) of the cell or gang. They should also reinforce the dissatisfaction
ResourceDVD: and disillusionment that the potential recruits feel and offer those-poten
A4003.11 Think Like the tial recruitsafi b e & b € wilwaughtheradicalgroup.
EnemyExampleVideo

Give Demonstrations:After teams have prepared, each should attempt

tof r e ctheadlasgAfier eachbi 10 minutepresentatiortheinstructor
shouldleadaninteractiveactionactionreviewwith the class.How did
eachteamperform?Did theyconveytheideologyof theirgroup?Did

they appeal to potential recruitsd fAh
traineedearnaboutthemindsetof theiropponentsPMow canpersonnel

limit theappeabf suchradicalorganizations?

Right: Traineesarryoutthis
exercisasif theywereradical
Islamicterroriststheyattempto
recruittheclasgo join theirjihad.




4004 Hide Like theEnemy

Instructor Activities:

1. Defineanddiscusshabitualareasandanchorpoints
2. Discussthesignificanceof graffiti _
3. Defineanddiscussurban masking About 60 minutes

Introductory
Lecture and discussion

Synopsisof Module Topics: Terminal Objective: This module
introduces trainees to concepts

relatedto enemymovementgath
eringlocations,andhiding tech
Habitual Areas: Habitual areasare public locations where anyone carhiques.Uponcompletionof this
gather without reservation. module, trainees will be able to-de

. . _ . o fine anddescribeéheimportance
Anchor Points: Anchorpointsarelocationsthatparticularindividualsor o hapitualareasanchorpoints

groups control and where they can, therefore, gather comfortably and fg,q urban masking.
gquentwithoutreservationindividualsoutsideof the permittedgroup/

sectfeel uncomfortableenteringsuchareasFor examplegangmembers  yiodule Vocabulary:
in Los Anglesmaycongregatattheirneighborhoodiquor store.This

Introduction: Terroristsandothercriminalsmove,gatherandhidein
generallypredictablevays.

would beoneof theiranchorpoints. %2;23:::2;
AGraffiti: Anchorpointswill exhibitgraffiti, astarklack of graffiti, or AUrbanMasking

othersignsto identify thata particulargangor secti o w thatloca
tion. Personnethouldalwayspay closeattentionto graffiti andtake

note whenever that graffiti changes or is painted over by a rival grou[ﬁ_esourceDVD_: o .
A4004.11 Hidingin Plain

Hiding in Plain Sight: Urban maskings usedto hidein plainsight. Sight,Video
Criminals,terrorists,andinsurgentsctivelyuseurbanmaskingto help
camouflagehemselve# theurbanenvironmend attemptingo blend
into the baselinearoundthem.For instancea terroristmight hideanED
in caralongthesideof theroad,andthenputthec a hadup sothatit
appearso bebrokendown.lt is alsocommonpractice from Mexicoto
Afghanistanto attemptto look like thefi g ogoudy dressingn theuni-
formsof police,governmentatnilitary, or internationaforces.

Criminals, terrorists, and
insurgentstheyhidein plain
sight,dothingsrightin front of
you,andyourbrainis notgeared

) ) ) to catch it.
DiscussionQuestions:

1. In theJubasniperincident,howdid the Jubasniperteamuseurban
maskingWhy did theyusea vehiclewith afi t askgn?Wheredoyou
think they parked their car?

2. How do the physiologicalandcognitivelimitations discussedn
Units 2 and3 helpenemiegetawaywith theuseof urbanmasking?
How mightyou overcomehesenaturallimitations?

0 GregWilliams

3. How doesurbanmaskingrelateto h u m anatsraipropensityto en
terastateof denialwhenananomalyoccurs?



4005 PlanLike theEnemy

Introductory
Lecture and discussion
About 120 minutes

Terminal Objective: This module
introduces the sevestep terrorist
planningcycle.Uponcompletion
of this module, trainees will be
able to recall and discuss the seve
phase®f thecycle.

Module Vocabulary:
AHardTarget

ASevenStep Terrorist
PlanningCycle

ASoft Target

ResourceDVD:

A4005.1i Military Guideto
Terrorism pagesl17 121

A4005.2i TerroristPlanning
Cycle,Video

n

Instructor Activities:

1. Ask studentgo look overtheMilitary Guideto Terrorism
2. Reviewthe TerroristPlanningCycle video

3. Describeeachphaseof thesevenrstepterrorist planningcycle
4. Defineandgive exampleof hard andsofttargets

Synopsisof Module Topics:

Introduction: The Military Guide to Terrorismlists several different defi
nitionsfor terrorism,butin generaterrorismcanbedescribedspoliti-

cal, psychologicalcoercive dynamic,anddeliberateWhile thereis no
universal model for terrorist operations, most effective terrorists execute
the sevenstepterrorist planningcycle Enemiesmay not knowingly follow

this cycle; however, learning it can help personnel exercise their tactical
cunningandthink like enemyterrorists.

[1] Broad Target Selection:Stepl is broadtargetselectionDuring this
phase, diverse sources provide the terrorist cell or deaisaker with in
formationon andsuggestionor potentialtargets Targetanaybeident+

fied based upon the impact of a strike against them, their general location,
theirvulnerabilitiesortheo r g a n i abiity td@ nconnéaisoperation
against them. In general, terrorists seek targets that offer a maximum pay
off for aminimumrisk (thatis, costversusbenefit).

AHard vs. Soft Target®ften, terrorist operations try to avoid targets
of strength lgard target$ and instead select targets that have minimal
defensive capabilities¢ft targets

[2] Intelligence Gathering and Surveillance:Once a broad set of targets
has been compiled, the terrorist organization begins gathering intelligence
on each target, in order to identify the optimal one. This process may take
just few days, or it may require several years. Gathered intelligence will
includepracticesproceduresandroutinesof thelocation;residencend
workplace information; transportation and routes of travel; and security.

[3] SpecificTarget Selection:Usingtheintelligencegatheredn step2,
theterroristorganizatiorwill nextselecta specifictargetbasedipon:
AWnhatimpactswill befelt, beyondheimmediatevictims
AWnhethersignificantmediaattentionwill begarnered
AWnhetheiit sendsastatemento thetargetaudience
AWnhether its impact is consistent with group objectives
AWnhetheiit demonstratetheg r o wapdbiities
AWhetheiit offersagoodcostto-benefitratio



[4] Attack Surveillance and Planning: During step 4, the terrorist group I
gathersspecificinformationonthet a r @atérrsfsomashortterm /T e r r o effectss@aré aot
perspective. The attack team will also confirm intelligence gathered fronecessarilyaimedatthevictims
previousefforts. Theattackteamwill focuson: of terroristviolence. Victims are

AStudyingthet a r geurify s simply thefirst mediumthattrans

ADetailing preparatory operations m|tsthepsychologlcalmpactto R
o _ o thelargertargeta u di enc e . G

Aldentifying necessargpecialoperativeqif needed)

ASelectinga targetareabaseof operations

Aldentifying escapaoutes

Aldentifying necessaryveapons

0 Military Guideto Terrorism,
pagel5

[5] Rehearsal:In step5, theterroristsconductrehearsals orderto im-
provetheir oddsof succesggsttheir plan,andexplorealternativestrate
gies.Therehearsalsnay alsotestthe securityresponsesf theirtarget.
Rehearsals may be conducted by terrorist agents themselves, er intelli
gence may be gathered by observing the behavior of unaware individuals.
Rehearsalwill include:

AWeapongraining

AFinal preparatorghecks
ADeploymento targetarea
AActionsonobjective
AEscapeandevasionroutes

[6] Actions on the Obijective:In phase 6 actions on the objective are car
ried out. Thisis theactualterroristattackexecutedy theterrorists.

ATargetof Opportunity:Criminalsandterroristsoftenattacktargets
of opportunity Thesearesofttargetshat,in short,arefi i thewrong
placeatthewrongt i me . 0

[7] Escape and Exploitation:Step 7 involves escape (if the attack was
notplannedasasuicideattack)and,importantly,exploitation. The psy-
chologicalimpacton thetargetpopulationfar exceedsany military value

of thetarget.In manyrecentconflicts, exploitationofteninvolvesposting
photosandvideosof theeventontheInternetor sendinghesemediato
newsorganizationsvho playthemonair.

DiscussionQuestions:

1. At whatpointin theplanningcycleareterroristicactsmostvulner
ableto counterterroristefforts?

2. Describesomesoft andhardtargetsin your areaof operations?



4006 Dangeroug\dversaries

Instructor Activities:

1. Ask traineego reviewtheterroristgroups;usetheresourcegrovided
_ 2. Discussspecificterroristgroups,their tactics,andphilosophies
About 120 minutes 3. Discusssecond andthird-order effects

Introductory
Lecture and discussion

Terminal Objective: This module  Synopsisof Module Topics:

introduces some of the terrorist Introduction: A substantiahumberof criminal organizationgngagen

groupsandotherfi d a n g adr 0téjrrgristandirre%u anNarfareact('tvities.Nearlyall military andlaw en

versarieso that %r%erm%nopgrgo neWiIInh%\yeto oﬁfr%n‘?sUchﬁ dangedwearssari es

#gi?g;zmv\ﬁ:fgzrggtlg":’gngg:ﬁi’beat some point. This module discusses
niques, and procedures.

specificexample®f terroristop-
erationsandtheywill beableto  Adversaries: While not comprehensive, the list below highlights some of
discussspecificterroristtactics.  themostdangerouserroristorganizationgurrentlyin operation:
AAl-Qaeda( fi Thiaes e 0)
Module Vocabulary: AlLa Eme(MexicanMafia)
ASeconeOrderEffects AGulf Cartel(Carteldel Golfo)
AThird-OrderEffects AHamag( fi | s Resigtancdovement 0)
AHezbollah i P afGb ¢ 0 )
AduéreLartel(CérteldeJuarez)
AMichoacanCartel (La Familia Michoacana)

ResourceDVD:

A4006.1i AMilitary Guide
to Terrorism

3 pageslO7i 116, AMS13 (MaraSalvatrucha)

& pagesl23 131 ATaliban( i St udent s o)
A4006.2i Al-Qaeda PDF ATamil Tigers(Liberation Tigers of Tamil Eelam;LTTE)
A4006.3i MexicoCartels PDF  Using the resources provided, as well as additional independent searches,
A4006.4i Iran Syria PDF conduct an interactive discussion on the motivation, ideology, tactics, and
A4006.4i Taliban PDF pastoperation®f eachof theseorganizations.

A4006.4i TamilTigers PDF Second and Third -Order Effects: A primaryeffectis theimmediate
impactof anaction.Forinstancea primary (or first-order)effectof the
World TradeCenterattackwasthedestructiorof thetowersanddeath
of nearly 3000 individuals. Aecondorder effectis the reaction to a first
ordereffect.In the World TradeCenterexample pneseconebrdereffect
wasthedeclinein US air travelfollowing theattack A third-order effect
in turn, is therespons¢o a seconebrdereffect. Again, usingthe World
TradeCenterexampleathird-ordereffect,in responséo thedecline
in air travel,wasthatairlinesstruggledwith financialproblemsforcing
manycompanieso seeknewincomestrategie®r off-load costsin novel
ways. Terrorist groups seek to maximize the impact of their acts, inflicting
substantiabecond andthird-orderdamage.



4007 PlanLike theEnemy(Activity)

Instructor Activities:

1. Divide traineesnto their five- or six-personteams

2. Assigneachgroupa terroristorganizationto represent
3. Ask eachgroupto choosea real, local targetandplan an attack About 32 hours
4. Ask groupsto presentheir plansandthendiscusghem,asaclass

Intermediate
In class exercise

Terminal Objective: This module
Synopsisof Module Topics: givestraineeshe opportunityto
applytheirknowledgeof terrorist
organizationandthesevenstep
terrorist planning cycle. Upon
completionof this module train-
eeswill havea deepeiunderstand
Instructions to Trainees: Traineeswill needo seekoutareatworldtar  ing of terrorist operations, and
getfor theirfictional terroristattack Traineesnustplantheirattackus:  theywill beableto discusderrorist
ing the sevenstepterroristplanningcycle. In additionto detailingeach  tacticsandplanningin detail.
step of the planning cycle, teams should research and be prepared to an

Preparation: After dividing traineesnto their teamsassigna reatworld
terroristorganizatiorto eachteam.Theteamsshouldresearclthis or-
ganizationin moredetailandapproachhis planningactivity from that
Or gani peespectieen 0 s

swerquestiongelatedto thefollowing: ResourceDVD:
AWhatis theterroristg r o idgoldgyandmotivation? A4007.1i TerroristTrainee
AHow will the cell acquireweaponsandothernecessargquipment? Exercise Partl, Video
Alf necessanhowwill thecell financethe operation? A4007.2 TerroristTrainee
AHowwill thecelltrainits operatives? Exercise Part2, Video

Alf necessaryhowwill thecell employurbanmasking?
AWnhatarethesecondandthird-ordereffectsof theoperation?

Team Planning: Give trainees sufficient time to plan and research their
attacks Ask themto createconceptdiagramsof their operationgthese k.
will help them consider all angles of the problem as well as how the-diffefes
ent facets affect one another). Also, encourage trainees to make der '4‘
strationaids.Forinstancetheymaytakevideosor photosof theirtarget, —
ortheymaycreatealine drawingoftheirt a r ¢aypout.0 s

Presentation: Ask teamgo presentheir plansto theclass Eachteam
shouldbeallottedabout1Gi 15 minutes.Following eachpresentation,
conductashortafteractionreview, promptingtraineeso provideextra
detail, particularlyrelatedto eachof the sevenstepsandthe questions wgﬁ
listedabove Following all of the presentationgsa classselectthe opti- /
maltarget.Discusswvhy thistarget,andits attackplan,offer thehighest se“" x
costto-benefit ratio for the terrorist group. Then discuss potential strate >
giesfor stoppingsuchanattackthepre-eventindicatorsthattheterror
istsmayreveal andothervulnerabilitiesn theoperatiorthatpersonnel
couldexploitin orderto blocktheterroristaction.

Atraineedrawsa conceptdiagramof his
t e a terirstoperation



4008 Your Areaof OperationgActivity)

Intermediate
In class exercise
About 5 hours

Terminal Objective: For this

module, trainees will indepen
dencyresearctadditionalcriminal

organizationgpresenin their own

operationaknvironmentsTrain-

eeswill completewvorksheetshat

summarizeéheir adversariesand

theywill presensynopsesf these
groups to the class.

ResourceDVD:
A4008.1i Worksheet

Right: Traineesesearctterrorist
groupsandprepardor
aclasspresentation

Instructor Activities:

1. Divide traineesnto their five- or six-personteams

2. Ask teamsto researcltriminal groupsoperatingin their own area

3. Askteamdo completeheincludedtemplate

4. Ask teamgo presenshortoverviews otheorganization®perating
in theirareapassout copiesof thetemplateto theothertrainees

Synopsisof Module Topics:

Preparation: Ask each team to investigate the active criminal and ter
roristorganizationsn theiroperationaénvironmentGivethetrainees
sufficienttime to researchhesegroups. Someregionsmight behometo

only one criminal organizations, but other regions may be used by several
criminal groups.

Presentation: Ask traineego completethe criminal groupworksheetor

each organization operating in their region. This worksheet is provided in
on the resource DVD; an example is given on the next page. After trainees
have researched their region and completed worksheet templates for each
criminal groupin their areayeconvenghe class Ask eachteamto give a
shortpresentatiomn the criminal organizationshey studied;makecop

iesof theirworksheetso distributeto theclass.




Createchy: John Doe Date: 7/2010

Organization: La Eme - Mexican Mafia (Surenos) IC.;%
Y,
OtherNames: El Eme, Mexican Mafia, La Mafia, Mafioso LR
LI
Territory: __ Southern California; prison system , 3 Siag
Local Area of Operation: __East Lost Angeles
LeadersNot certain SYMBOL/ICON

LocalLeaders:Not certain, but hierarchy structure

Ethnicity: _Mexican-American men

Size: About 1500 members

Allies: Aryan Brotherhood, Mexikanemi, Nazi Lowriders

Rivals: Nuestra (North) and Sureno (South) are offshoots at war with each other

Criminal Activities: _ Extorting drug distributors;

dealing drugs (coke, heroin, meth, pot), on the streets and in prison

Recruiting: __In prison

Finance: Drug distribution

Ideology:_ Make money; anti-Black; anti-homosexual

Icons/SymbolsUsed9 1 36 (the thirteenth AlMoM,téer of

Sur, XIII, X3, 13, or 3-dots. They use the color blue and a black hand

Typical TacticsandOperationsDirect ties with Mexican drug sources; controls most

of the drug traffic in California prisons. Has a reputation for violence

Exaﬂip{%

and terrorism.







Unit 5;
Reading
theHumanTerrain

In thecontemporaryrregularenvironmentpersonnetanno longerrecognizeéheenemyby

their uniforms, flags, sex, or age. Instead of facing a recognizable foe with recognizable rule
of warfaret o d @eysonsemustexaminealmosteverypersortheyencounteanddeter
minetheiruniquethreatlevels.This unit introducegshesix domainsof profiling, which can
helppersonneinterpretthecuestheyobservdrom peopleandtheirenvironments.

SuggestedPrerequisites:
A CODIAC Units 1i 4

Terminal Learning Objective:

A This unit introducesechniquegor interpretinghumanbehaviorcues At the conclusionof this unit,
traineeswill beableto describeéhesix domainsof profiling in detail,andtheywill beableto dem
onstratehed o ma useos &imited scale suchasinterpretingohotographs.

Enabling Learning Objectives:

A Explainhowthesix domainssupporicombatprofiling

A Describebiometrics;list severalbiometriccuesandtheir interpretations

A Describekinesics;list severakinesiccuesandtheir interpretations

A Describeproxemicslist severalproxemiccuesandtheir interpretations

A Describegeographicslist severalgeographicsuesandtheir interpretations

A Describeatmosphericstist severalatmosphericuesandtheir interpretations

A Discussthe importanceof symposiumandiconography

A Discussheuristicsandexplainhow heuristicmatchesaremade

A List andinterpretthe relevanticonsandsymbolsin o0 n eo@rsareaof operations

Estimated Time Allotted for Instruction: 18 hours

Speciality Support Requirements:

A This module requires interpretation of visual imagery; instructors should have access to digital projec
torsor hardcopyprintoutsof thematerials.
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5001 Biometrics

Instructor Activities:

1. Defineandexplainthe biometricsdomain

_ 2. Describehowto applybiometrican thebattlespace
About 120 minutes 3. Reviewthe Biometricsvideo

4. Discussspecificbiometriccuesandwhatthey may mean

Introductory
Lecture and discussion

Terminal Objective: This module
introducedraineego the concept Synopsisof Module Topics:
of biometrics.Uponcompletion
of this module, trainees will be
able to discuss biometrics, list sev
eralbiometriccues,anddescribe

Introduction: Thesix domainsaredividedinto two subcategoriesper
sonalcuesandenvironmentatues Personatuesinvolve thebehavior,
movementandbodylanguageof individuals,or morespecifically,their

how biometricindicatorscansup biometricsandkinesics
port various missions. Biometrics: Thebiometricsdomaininvolvesinterpretatiorof theaute
nomicphysiologicakeactionghatall humansaturallydisplay.Biomet
Module Vocabulary: ric cuesareimpossibleto hide,cannotbefaked,andarenot culturally
AAdrenaline dependentBiometriccuesareparticularlyusefulin interrogationand
ABiometrics questioning situations; because the clues are less noticeablg with _distance,
ABlushing Qbs_erversmustnormally becloseto thetarget_.However,someb|ometr|c
AEndorphins indicatorscanbeenseerthroughopticaldevices.
AFlushing Sample Biometric Cues:Many biometrics cues are initiated by the secre
AHistamines tion of hormoneswhichalsoinitiate thefight-flight-or-freezeresponse:
ANystagmus ABlushing:Blushingoccurswhenap e r sskincdossredasaresult
APupil Dilation of an emotional response, such as embarrassment or shame. This kind
of blushingis causedy adrenaline which is releasedvhena person
ResourceDVD: experiences fightlight-or-freeze. Adrenaline causes the blood vessels

in a personds face, neck, and ears t

A5001.17 Biometrics, Video flow andgivestheskinaruddyappearance.

AFlushing:H u m a chee&sanbecomeauddyin otherways,too;
however, only emotional responses, such as embarrassment or shame,
causeblushingtriggeredby adrenalineFlushing whichis morepro-
nouncedhanblushingandgenerallycoversagreatebodyareajs
causedy thereleaseof differenthormonessuchashistaminesDrink-
ing alcohol, becoming sexually aroused, or abruptly ceasing physical
activity can trigger flushing. Anger can also cause flushing.

AFlared Nostrils, ShowingLower Teeth:Flaringnostrilsor showinglow-
er teeth are instinctual indicators of fidlight-or-freeze; they often
indicateangerandaggression.

APalenessThe addition or absence afirenalinecan also cause a per
sonto turnpale.Thiscanbecausedy emotionakhock stresspr
stimulantuse.



Somebiometriccuesmay beinstigatedby a wide variety of triggers:

APupil Dilation: Pupil dilation refersto thesizeof the pupil, or black
part,of theeye.Pupilsenlargen responséo low-light conditions,
druguse orinterest(includingsexuakttraction) Whensomeone
seessomethingor someonejo which theyareattractedhis/herpu-
pil enlargesSlowdilationmayalsoindicatedruguse.

ASweating:Excessive sweating can indicate nervousness or nausea. For " L Pupil
instance, suicide bombers often exhibit excessive sweating. Salt stains
on clothing (from perspiration)pr clammyskin may similarly denote  pupil dilation
nervousnessr nausea.

AThermalSignature:Eachpersorhasa naturalheatsignature\Whena ,
persond6s body temperature rises§
tion (angerarousal) his/herheatsignaturewill changeThischange
can be identified through thermal optics, or if personnel are physica
close, the heat can be directly felt. For instance, if a fugitive runs from®
policeandthenjoins alargestandingcrowd, the police canidentify
theirtargetby lookingfor hishighheatsignature.

Othercuestendto be triggeredby drugsor physicaltrauma:

ANystagmustnvoluntaryeyemovementpr nystagmugs typically
causedy ingestionof alcoholor drugs.

ABloodshotEyes:Vasodilationof theeye,or bloodshokeyes,occurs
when the blood vessels in the eye dilate. Drinking alcohol or ingesti
certaindrugscancausebloodshokeyes.

ABruising or Broken CapillariesPhysical trauma can leave telltale signs
Forinstancetherecoilof aweapommayleaveamarkonap e r s o
shoulderor eye,or thestrapghatattachdrugbundlesos mu g g |
backsmaydig-in to theirshouldersleavingmarks.

Revealingower teeth

Blackeye(bruise)

Finally, avarietyof cuesareprimarily setoff by instinctualtriggers:

Al actation: Females lactate in response to babies. A new mother will
beginlactatingif shehearsababycry, evenif it is notherown.

Biometric Cues and Urban Masking: Often, individuals will employ ur

ban masking to cover their biometric cues. For instance, lactating mothers
maywearnursingbrasto disguiseunwantedactation,or marijuanausers
mayemployeyedropsto disguiseheirbloodshoeyes.

DiscussionQuestion:

1. Whatexample®f thesebiometriccueshaveyou seenn reallife?
Whatcuesdo peopleexhibitunderstressFatigueAnger?
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5002 Kinesics

Instructor Activities:

Introductory
1. Defineandexplainthekinesicsdomain

Lecture and discussion

_ 2. Describehow to applykinesicsin the battlespace
About 120 minutes 3. ReviewtheKinesicsvideo
4. Discussspecifickinesiccuesandwhatthey may mean;usetheKinesic
Terminal Objective: This module presentatiomo supporthisdiscussion

introducedraineedo the concept
of kinesics.Uponcompletionof Synopsisof Module Topics:
this module traineeswill beable
to discuskinesics]ist severaki-
nesiccuesanddescribenow kine-
sicindicatorscansupportvarious

Introduction: Peoplegive andreadthousandef nonverbamessages
everydayandpeoplereactemotionallyto nonverbalmessagewithout
consciously understanding thelinesicsis the interpretation of these
nonverbal cues, which include body language, gestures, facial expressions,

MISSIoNS. groominghabits andpositioningof thebodyin space.

Module Vocabulary: Kinesics: Kinesiccuesmaybelearnedjnnate,or amixture of thetwo.
AKinesics For instance, learned kinesics include-eyeks and thumbsip signs;
ALecturing whereas, blinking and fidialling are innate kinesics. Laughing and crying

are examples of mixed (both innate and learned) kinesics; they originate

ResourceDVD: in asinnateactions put culturalruleslatershapeheir expression.

A5002.11 Kinesics,Video SampleKinesic Cues:A variety of body movementganbe interpreted:
A5002.2i Kinesics ATellingthe Truth: Whenpeopleslapthefront of their headstheyare
PresentatiorPPT touchingtheir prefrontalcortex(orthefi t h i rpértiof thgbaain).

This oftenindicatesa personis genuinelyrecallinginformation;
similarly, whenindividualslook up or horizontallyto theleft or right
whenrememberingthis oftenindicateshattheyarerecallingreal
facts.Individualswholook up tendto focuson visualrecall,while
thosewholook horizontallyleft or right focusonauditoryrecall.

AAttempting to Deceivendividuals attempting to deceive may scratch
their headsor rubthebacksof theheadsThesebehaviorsarecaused
by sweatemergingonap e r ssgaipffrem anxiousnessasdiscussed
in the biometrics module) or the feeling that his/her hair is standing
on-end(alsoabiometricreactionto lying).

Closing oneb6s eyes indicates thata

forgetor ignorethetopic of discussioror objectin front of them.For
instance, a person who is lying may close his/her eyes and even cover
themwith ahandto i h i fidoen the personhe/shds deceiving.
Individualsmay oftencovertheirmouthwhenlying; hidingthelie.

ANervousnessanringing handsor rubbingpalmstogetherslowly may
signify nefarious intent or nervous energy, while rubbing palms
together vigorously may signify anticipation of a successful outcome.



Body placemenimay imply certainthoughtsor feelings:

APower and AuthorityP| aci ng hands on oneds
genitals) indicates a sense of power. Individuals in roles of authori
(orwishingto bein authority)mayusethis cue.In contrastwhen
peoplefeelsthreatenedheytendto hidetheirgenitals.

AAttention: Thedirectionap e r staespsirdsindicatesvherethat
individual is focusing his/her attention. If the toes point toward
anothempersonthisindicategheindividualis payingattentionto
his/her companion; whereas, if the toes point towards the door, thgRsingarmscreatesa barrier
he/shds readyto leave.

Kinesicsalsoincludesfacial expressions:

ASmiles:Genuinesmilesareunevenpnly fi f a $mieSaresymmetrical.
Genuinesmilesarealsoaccompaniety wrinkling throughouthe o
faceandaroundtheeyes.

Verbalpause®r unnecessargxpressionsypically indicatedeception:

APregnant Pausedf someone pauses before answering, particularly
simpleor straightforwardjuestionsthis mayindicatethathe/sheas
lying (andattemptingo craftthelie). Along thesameines,liarsmay | ;s oftenrub or closetheir eyes
repeathequestioror useotherdelayingtacticsto give themselves
time to craft a lie.

AUnnecessarPetail: Individualsmayprovideunnecessargietailin
respons¢o aquestionThisalsomayindicateapersons trying to
craftalie andmakeit soundbelievablehroughdetail.

Cultural Kinesics: A smallsetof kinesiccuesmaybeculturally deper
dent.Forinstancein theMiddle Eastshowingsomeonghebottomof
0 n dabtsés aninsultandmaymeanthattheindividualis disgustedin
someculturesijt is respectfuto avoideyecontactwhile othersshowre-
spectby makingeyecontactWhenenteringanewareaof operationgt ~ Genuinesmilesare uneven
is importantto identify the culturalkinesicsof theregion.Additionally,
remembethatpeopleactdifferently whentheyareunderstressor during

critical incidents.

DiscussionQuestions:
1. How cankinesicshelpsupportyour own missions?

2. What other kinesics cues have you witnessed? What cues do people
exhibitunderstressFatigue’Anger?

3. What kinesic cues do people display when they are creating a barrier?
Whatdoescrossingp n eaiinsimply?




5003 Proxemics

Introductory
Lecture and discussion
About 120 minutes

Terminal Objective: This module
introducedraineego the concept
of proxemicsUponcompletionof
thismodule traineeswill beable
to discusgproxemicslist several
proxemiccues,anddescribenow
to proxemic indicators can sup
port various missions.

Module Vocabulary:
AAdoration
ADirection
AEntourage
AMimicry
AProxemicPull/Push
AProxemics
ASave/Losdace

ResourceDVD:
A5003.1i ProxemicsVideo

REMEMBER!

Proximity negateskill. The
closeranenemyis to someone,
thelessskill he/sheneedsBy
observingadversariefrom a
greater distance, personn
increasdhedistancebetween
themselvesindthe potential
threats. This distance give
personnemoretime to make
decisions.

Instructor Activities:

1. Defineandexplainthe proxemicsdomain

2. Describehow to apply proxemicsin the battlespace

3. Reviewthe Proxemicsvideo

4. Discussspecificproxemiccuesandwhatthey may mean

Synopsisof Module Topics:

Introduction: As mentionedreviously thesix domainsaredividedinto

two subcategories, personal cues and environmental cues. Environmental
cuesincludethedistanceébetweerpeopleor things,the physicalfeatures

of aspacehowindividualsinteractwith aspaceandtheoverallii f eoé | 0
an area. In other words, environmental cues includerthemicsgec
graphics andatmosphericslomains.

Proxemics: Proxemicgnvolve the interpretation®f spatialrelationships
within the contextof culturalnorms tacticalconsiderationsandpsyche
socialfactors.

Average Distances: The relativedistancebetweenndividualsor groups
of peoplecanindicatetheirfamiliarity or comfortwith eachother:
Alntimate Distance: Embracing,touching,or whispering
0 CloserSocietiesiessthan6 inches
0 More DistantSocieties:6-18 inches
APersonalDistance:Interactionamongclosefriendsor family
0 CloserSocieties1.5t0 2.5feet
0 MoreDistantSocieties:2.50 4.5feet
ASocial Distance:Interactionamongacquaintances
0 CloserSocieties4 to 7 feet
0 MoreDistantSocieties? to 12 feet
APublic Distance Interactionfor public speaking
0 CloserSocieties:12 to 25 feet
0 MoreDistantSocietiesGreatethan25feet
Thesespatialrelationshipsreaffectedoy culturaldifferencesEuropean

andNorth Americancultures for exampletendtowardmoredistant
proximity, andArab andLatin culturesendtowardscloserproximity.

Proxemic Push/Pull: Proxemic pusloccurs when a person or group uses
bodylanguagdo createdistanceto anotherpersonin contrastproxemic
pull occurspeopleusebodylanguagdo invite otherstowardthem.For
instanceslightly turningo n éaclkon anothercreates proxemicpush.



Identifying Leaders Through Proxemics: Proxemic indicators can reveal %
theleaderof agroup,whomaybeaHigh ValueTarget(HVT) or High :
Value Individual (HVI):

ADirection: Directionoccurs when one member of a group consistentl
givesordersto the othermemberslLeadergnay give overtdirection,
buttheyalsocommunicatalirectionmorediscretely Forinstancea
leademay usethepracticeof fi 0 nrceemo whetethayonly give
orderdirectlyto theirdeputy whotheninteractswith others.This
nonverbatueseemdo elevateheleaderto asuperiorstatus.

AEntourage:An entouragds oneor morepeoplefollowing (i.e.,in abeta
positionto) anothemperson An entouragevill showsubordinatioror
submissive behavior to the leader; for instance, an entourage me
mayglanceoverattheleaderto visually confirm thathis/heractions
areappropriatée.g.,lookingfor aneyebrowflashor slightnod).

AMimicry: Mimicry occurswhenagroupor individual mirrorsthe
actionsof anotherForinstancejmaginetwo peoplearechatting
andthefirst crossesislegsandleansforward,if thesecondnanis
positivelyengagedh theconversationhewill mimic thiscue.That
is, hewill alsocrosshislegsandleanforward.Mimicry occurswhen
peoplearein agreemenbr engagedvith oneanotheradditionally,
subordinatewill mimictheirl e a dedylandguage.

Happy couplesdisplaytight proxemics

|

AAdoration: Adorationis the outwardsignof affectiontowardsan
individual by anothetindividual or group.Adorationcuesmaybe
positive or negative (i.e., an outward lack of adoration). Subordina
will generally show positive adoration towards their leaders; exam
cuesincludeslightly bowingo n ehéaslwhengreetingaleader,
standingvhenaleaderarrives,or openingadoorfor aleader.

%

Reciprocation: Personnelvho wish to build trustandrapportwith an '
otherpersonmustreciprocateproxemiccuesappropriatelyFor instance,  Schoolchildren display mimicry
in the Middle East, a village representative may greet warfighters by hug

ging and kissing them. If a warfighter fails to appropriately reciprocate the

gesture, and instead displays discomfort and unease, the village represen

tativewill loseface In otherwords,hewill havebeernpublicly embarrassed.

DiscussionQuestions:

1. Whatproxemiccueswill indicatewhetherapersons newor unfa
miliar to agroup?Who thegroupadmires2Vho thegroupdislikes
or perceivessathreat?

2. Canyouthink of anexampleof savingor losingface?How did (or
couldhave)someonéelpedhepersorsaveface?



5004 Geographics

Instructor Activities:

1. Defineandexplainthegeographicglomain
_ 2. Reviewthe conceptf anchorpointsandhabitualareas
About 120 minutes 3. Describehow to apply geographicsn the battlespace
4. Reviewthe Geographicvideo
Terminal Objective: This module 5. Discussspecificgeographicuesandwhatthey may mean
introducedraineego the concept

of geographicsUponcompletion  Synopsisof Module Topics:

of this module,traineeswill beable Introduction: Geographicss the study of the physical terrain (both ratu

0 d'SCUS§ geographics, list _severalral andmanmade) andtheinterpretatiorof therelationshigoetween
geographic cues, and describe how . . .

L peopleandtheir physicalsurroundings.
to geographigendicatorscansup

Introductory
Lecture and discussion

port various missions. Review: In Unit 4, traineesvereintroducedo theconceptof anchor
pointsandhabitualareas Theywerealsotaughtto look for graffiti and
Module Vocabulary: similar symbols that belie the presence of an anchor point. These concepts
AChannel relateto thegeographicslomain Remembemabitualareasarepublic
AGeographics gathering spots that anyone can enter; in contrast, anchor points are

A o w nly dparticulargroupor organizationandonly affiliatesof that

AGeographicProfiles clique are permitted to freely enter. Anchor points are inherently festric

ANaturalLinesof Drift tive, andtheyoftenhaveovertly controlledentriesandexits.

ResourceDVD: Micro Anchor Points: Some locations may include both habitual areas
A5004.17 Geographicsyideo and anchor points. For instance, a mosque may be a habitual area where
A5004.2 IED. Video everyondrom avillage worships putits backroomsmaybeusedby in-

surgentgo planterroristattacks makingthoseroomsan anchorpoint for

the terrorist cell. Similarly, a classroom may be a habitual area, but over

time eachstudenfi ¢ | ahis/iresséatin otherwords,studentbeginsto
I St in the same seat each class meeting, and their respective seats becomes
i Peoprbre an anchor comfortabletothem.Eachseathereforeoecome®achs t u danehor 6 s
point will prey on those who Point. Houses, and even cars, may contain personal anchor points, as Greg

normallygoto ahabitualareaput ~ Williams explains:

nobodyfrom ahabitualareawill When you are conducting a search of a house, every single house, hovel,
messwith ananchomp o i nt . 0 shedin Afghanistarwill haveaweaponsacheT h e yhdvéakachesite

for thebooksthattheyarenot supposedo have for foodtheyarenot
supposedb have andfor weapongheyarenotsupposedohavel t 6 s
thesameasexecutingawarrantin EastLos AngelesWhenl gointo
aplace| say..fi | olad kb ywéantto tossyourwholehouseyouknow
what 1 6m here for...o0 And | watch the p
outthearea®f thehousehatarehabitualareasandthentheareaghat
arepersonalizedb my susped hisgeographi@nchorpoints Then

| &ind of guidehim aroundthehouseandl dmatthhim ashelooks
around.Therd boon® h e adk &tthedresserfAnd | &kholvwhere
hekeepshiscache.]

0 GregWilliams



Familiarity: How individualsinteractwith thenaturalandmanmade
terrainaroundthemcanindicatetheir level of familiarity with theloca
tion. Peopldamiliar with anareawill act,walk,anddrivedifferently.

AComfort: Whenin anunfamiliarareapeopleareattractedo places
thatremindthemof their anchorpoints.For instancegcriminalsoften
commitcrimes(or stashevidence)n areassimilarto thetypeof re-
gionin whichtheycurrentlylive orin whichtheywereraised.

Natural Lines of Drift: Naturallinesof drift arepathwaysisedby pec
ple who arefamiliar with thatareaNaturallinesof drift arecomfortable
pathwaysthatis, theyarepredicableroutine,or habituallyusedpaths.
Naturallinesof drift alwaysfollow pathsof leastresistanceln other
words,theyareshortcutsandtheygenerallyconnechabitualareasand/
or anchor points to one another.

Channel: Channeldunnelor guidethemovemenbf people Channels
maybe createdntentionally,suchasby amall ownerattemptingo guide
theflow of pedestriangyr unintentionally suchby the naturalformation
of alandscapdn irregularconflicts,adversariesnay usedebrisandob-
stacledo createchannelsthesepathwayshenguidetheflow of traffic

(such as military convoys) in specific directions (such as towards a burf8gianwomengatheratananchorpoint

IED). Military and police personnel also create channels. Every Vehi‘ :

CheckPoint(VCP)is achanneljnsteadof usingdebris,personnemay

usetraffic conesor policetape butthe channelingeffectis thesameThe

dangercreateddy thechanned thatis, thatmanyindividualsbecome
tightly packedogethed mayalsobethesameThisis onereasorwhy

VCPsareoftentargetedy suicidebombersor VBIEDS.

GeographicProfiles: Certainactivitiesrequirecertainlandscapes-or
instanceahelicoptercanonly landonflat terrainandnotall locations
makesuitableobservatiorpoints.Similarly, peoplemay be drawnto cer
tain geographic profiles. For instance, if an Halacer has been successful
usingacertaintypeof terrain,overandoveragainthenheis likely to
continueplaninglEDsin similartypesof locations.

Soldiersfollow a natural line of drift

DiscussionQuestions: REMEMBER!

1. Whatgeographigrofilesareusedn your operationaenvironment? ~ Humanspy nature arelazy.
In what kind of areas do certain gangs or sects typically gather er comTheyfollow predictablepat
mit their crimes? terns of behavior and tak

2. Anchorpointscanbemobile,becaus@nanchomointis basecdupon  Pathsof leastresistance.
theactivitie®d notthephysicalterraird in anareaWhatis anex-
ampleof amobileanchormoint?




5005 Atmospherics

Introductory
Lecture and discussion
About 120 minutes

Terminal Objective: This module
introducedraineego the concept
of atmospherics. Upon comple
tion of thismodule traineeswill

be ableto discussatmospherics,
list severaltmosphericues,and
describe how atmospheric indica
torscansupportvariousmissions.

Module Vocabulary:
AAtmospherics
AAtmosphericShift
ARubbleing

ResourceDVD:

A5005.1i Atmospherics,
Video

A5005.2i Graffiti, Video
A5005.3i Graffiti, PDF

|
nAt mospherics
mostpowerfulindicatorof w h a t
aboutto happenandits themost
left-of-bang. o

0 GregWilliams

Instructor Activities:

1. Defineandexplaintheatmosphericglomain

2. Ask traineego look overthe Graffiti article

3. Describehow to apply atmosphericén the battlespace

4. Reviewthe Atmosphericsvideo

5. Discussspecificatmosphericuesandwhatthey may mean
6. Emphasizeheimportanceof graffiti anddiscussspecificcues

Synopsisof Module Topics:

Introduction: Atmosphericslescribes the interpretation of the environ
mental mood. This includes how a place looks, sounds, tastes, feels, and
smells. Every baseline has an atmosphere, as does every vehicle, crowd, or
event.Change theatmospherenaybesubtlepre-eventindicators.

Atmospherics Example: An Americanvisits Londonatthe endof April
andspendseverablaysin avibranturbanatmospherdilled with com

muters and shoppers. Then, one morning, the American finds the streets
suddenly empty and the shopkeepers boarding up their stores. These are
atmospheric cues, and although the visitor does not know what they im
ply, theyareobviouslynot good.Later,the Americandiscoverghatit is

thefirst of May, the May Day holiday,whichis celebratedn Englandby
anarchists who riot and loot.

Atmospherics and Context:Atmospheric cues are contedeépendent.
Forinstanceif apoliceofficer seesaanicecar,in aniceneighborhood,
driving slowly while thedriverlooksaroundthatofficer maythink the
driver is looking for a particular house. However, if the same law enforce
mentagentseeghe samecar, driving slowly with thedriver scanninghe
arean abadpartof town, theofficer maybesuspicious.

Atmospheric Shift: Atmosphericcuesmay appearspontaneouslhyoften
A lespdho theprbsBnce i htersor law enforcemenpersonnel.
Y esesudderchangesirecalledatmospherishifts andsuchanomalies
generallyindicatedangerThe mostobviouscuesarethe sudderabsence
of normalroutines patternsandattitudesof thelocal populaceor the
presencef abnormahctivity. Examplesnclude:

AObserversuddenlyemergingin windowsor on rooftops

AUnusualabsencef pedestriartraffic

AStoresmarkets or streetvendorsclosedsuddenly

AUnfamiliar vehiclesor groupswithin the area

ACivilian workersfailing to appearat military bases

APeoplesuddenlyengagingn privateactivitiesin public places



Graffiti: As previously discussed graffiti (or a stark lack of graffit) can b&ae
a powerful indicator. Graffiti I
or privatecommunicationPrivategraffiti, for instancemayincludea
sloppytagonthebackof a streetsignthatpointsmemberof a particular
gangtowardstheg a n anéherpoint. Publicgraffiti mayincludealarge
sophisticatedag,paintedonthesideof aprominentouilding.

ACrossing Out GraffitiRivals may cros® ut  or mar k o v/e i easceh , - SO
graffiti. Marking oversomeones | sgmflitianayindicatea threat,a -
claimto territory, or astatemenof superiority.

A shopin Afghanistarsellsfuel oil

Trash and Rubble: Like graffiti, trash,rubble,or otherdebrismayfill a
dangerous ar ea. rublleingo onamomfalnagseucpnempl e, paths,
or activities(urbanmasking) butit canalsocreatechannelsAn areabe-
comeddebrisstrewnwhencriminal or terroristgroupswantit to become
clutteredor whenthepeopldliving atthelocationareunmotivatecor
discouraged to clean it.

Suspicious ltems:Personnel must also watch for generally suspicio
items.Forinstancejn Afghanistarmanyroadsidei g 8 & a tshamties o |
canbefound.Theseplacessellfuel oll, fertilizer, andantifreezeo law-
abidingcitizens;howeverthesatemscanbeusedo makelEDs. Alone,
theydo notindicatedangerputwhenstockedn unusuabuantitiesor
whentheyarethesoleinventoryof astore thentheymaysignaldanger.

Atmosphericsto Watch: Whenenteringany areapersonneshouldask
themselveshefollowing atmosphericguestions:

ADoesit ook or feelor smellacertainway?Isit betteror worsethana
fewminutesor daysago?

ADop e o pclothiri@fit thescenarioPo theemotiondit thescene?
Dothevehiclesorrickshawdit thearea?

AAre thepeoplein this areaawareof the presencef surveillance,  Latin Kingsstreetganggraffiti
insurgents, VBIEDS, snipers, or other dangers?

Als visible rubble,trash,stickers,or graffiti present2s the graffiti
sophisticatedr unsophisticatedr? thegraffiti public or private?

Als visible securitypresentsuchasmotionlights, windowbars video
cameraspr concertinavire?

DiscussionQuestions:

1. Haveyou experiencedn atmospherishift? Describeit.

2. Why is a private behavior (such as a private phone conversation) in a
publiclocation(suchasacrowdedmarket)anatmosphericue?



5006:IconographyandSymbolism

Instructor Activities:

1. Ask traineego reviewlslamand Symbolism

_ 2. Reviewthefi Ho s pvidéoa | 0

About 180 minutes 3. Discussiconographyandsymbolism,andits importance
4. Discusstheimagesin the Iconsand Symbolspresentation

Intermediate
Lecture and discussion

Terminal Objective: This module
helpstraineedbecomanoreaware Synopsisof Module Topics:
of the significance of icons and
symbols.Uponcompletionof this
module, trainees will be able to-ex
plain theimportanceof iconsand
symbolsjn generalandtheywill
beableto list specificicons,sym-  |cons: Pictures with identifiable meanings are called icons. Most cultures,
bols,andtheir meanings. religions,andorganizationsiseicons. For instance)slamiciconsinclude:

Introduction: Most culturesjncludingcriminal andinsurgensectsuse
icons,color, or othersymbolsto conveymeaning Personnetangainan
advantagenerelyby knowingto look for suchsymbols andthosewho
caninterpretori r e thedyinbolsgainadditionalcritical insights.

AStarand CrescentA commonsymbolof Islam, it representghe faith

ResourceDVD: ,
AQur dlamn:i mage of the urdan, the hol
A5006.17 Islamand Q _ _ 9 Q y
SymbolismPDF TheMexicanMafiamayuse:
A5006.2i Icons,Video ABlack Hand:The black hand symbol, copied from the Italian Mafia.

A5006.3i i Ho s pVideoa | , Also, universally understood icons exist:

A5006.4i IconsSymbols, PPT AWeaponsThe use of weapons, including swords or rifles, universally
implies aggression and a willingness to fight. Such symbols are often
associateavith criminalorinsurgengroups.

Color Significance: Most cultures attach some degree of symbolic mean
ing to different colors. For instance, in Western societies the color red is
often associated with stop signals and green with go signals. The cembina
tion of redandgreenhowevermaytakeon a different,religious,mean

ing andmay remindviewersof ChristmasLike Westerncultures,slamic
societiehavesharedconceptof color, andislamicsocietiehavealong
historyof usingcolorfor symbolicmeanings.

AGreen:Color of Islam (very speciaffor Muslims)

AYellow: Promiseof heavenpiety, andforgiveness

ABlue: Promiseof water(critical for peoplewho live in a desert)
ABlack: Colorof martyrdomandmurder

AWnite: Color of purity

ARed:Sacrifice(including peoplewho arewilling to sacrificefor jihad)

AWhite on BlackRadicals use whitenb | ack t o i mply #
martyrdomwe achievep u r iThigjis.adangerougolor combination,
andwhenpersonneseeit, theyshouldconsideiit ananomaly.



Tattoos:Body art, tattoos, or fApatch
Gangwftenusetattoosto signify allegiance.

ASouthwest/Mexican GangMexican gangs often wear the eagle from
theMexicanflag. Specificgangsuseadditionalidentifiers.Forinstance,
MaraSalvatruchgangmembersveari M. & @ &hécausé® Mo
is thethirteenthletterof thealphabet)TheBorderBrothersgang,
who frequently crosses the U8exico border, uses an Aztec warrior
face or the number A220 (again
alphabetthus,two-twomeansi BB 0 ) .

AWnhiteSupremacisGroups:SupremacisgroupsoftensportCeltic
runesor symbols suchasthe Celtic cross.Theymayalsowearneo
Nazi icons, including the double lightniigo | t A SSO0 o
Supremacist organizations use letters or numbers, such as 88 (becpus
0 Hstheeighthletterof thealphabetfi H Hstandfor Heil Hitler),
311(becaus® Kistheeleventhetterof thealphabetindd Kitliree
times becomes AKKKO), or-thid3ettet b
andmeanswvhite supremacy).

APrison TattoosOther tattoos imply the wearer served prison time; foP€viousFlag of rag
instance, inmates (particularly white supremacists) may have a spige
webtattooedon theirarmor elbow. Of course pthersmaywearthis
tattoo,too, withoutrealizingits meaning Anothercommonprison
iconis ateardrop,inkedontoap e r sface 6 s

Flag oPP::%dsCtaﬁ1 u

Other Icons: Other visible markers, such as jewelry, clothing, or makg
up, may signify allegiance to a particular group or ideology. For instang
|l slamic mends headgear may sugge
ablackturbanis likely well educatedwhile aMuslim wearingagreen
turbanis proclaimingis heis anelder(thatis, a Hajji) who hascompleted
theHajj (or pilgrimageto Mecca).Otheroutwardsigns,includingcloth-
ing, jewelry, and even hand symbols may have symbolic meaning. +or in
stanceholdingup anindexfinger (thefi o nsey)isthefi Siofins | @ mo
Middle Eastern countries; however, it may be used by insurgents to signal
theircommitmento doviolencefor Allah.

Flag of Afghanistan

DiscussionQuestions:

1. Nearly all tattoos have some significance, although some tattoos have
aprivatemeaningknownonly to theirwearerLook aroundtheclass
room;whattattoosor othericons/symbolsrethetraineesvearing?
Whatis themeaningof each?

2. Consider your area of operation; what icons or symbols are often seen
in thatregionWhatsignificancedotheyhold?

S €

S i
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or



5007 Heuristics

Instructor Activities:

1. Describetheheuristicsdomain
2. Reviewthe Heuristicsvideo
3. Discussthe benefitsanddangersof relying uponheuristics

Intermediate
Lecture and discussion
About 90 minutes

Terminal Objective: This module  Synopsisof Module Topics:
introducedraineeso theheuris

ticsdomainandhelpsthemhelps

becomemoreawareof theirown

heuristicbiasesUponcompletion  Heuristics: Heuristicsarerulesof-thumbor tactical shortcuts The brain

of this module, trainees will be usesheuristico find fi ¢ | e rs & ungatthiesin otherwords,when

ableto defineii h e u r andde- i @®r8omeonalescribes personplace,or activity by sayingii hl@oks

scribethedangeiof heuristics.  like a , B s temindsmeof , orii ilobkslike a
, thatis aheuristicmatch.

Introduction: Heuristicsarethefinal domainof combatprofiling. The
heuristicddomainis unique andit usesall of theotherdomains.

Module Vocabulary: - .
Y Heuristics Example: A Marineonpostlooksdownastreetandseesa

AHeu_”St'CS carparkedonthesideof theroad.Thedriver exitsthevehicleandpulls

ATacticalShortcut outapieceof paperHe unfoldsthe paperacrosshe hoodof thecarand

thenorientshis bodyto the paperhethenwavesdowna pedestrianywho

ResourceDVD: pointsto thepaperIn thiscaseijt is reasonabléo assuméhemenare
AB5007.1i HeuristicsVideo looking at a map. This logical leap is a heuristic. The Marine does not need

to personallyobservehepieceof paperto intuit thatit isamap,based
uponthep e o pattienéasdtheMa r i awekdosviedgeof humanbe
havior and maps.

Danger of Heuristics: A heuristic match occurs whenever some stimulus
triggersa mentalfile-folder; thatis, whenevepersonnethink,i Oh p v e
seenthatbefore;l knoww h a goihgo n The@dangeis thatcriminalsand
terrorists will try to use heuristics to their advantage; they use heuristics to
try to hidein plainsight.ForinstanceaninsurgenimayplaceanlED in a
caralongthesideof theroad,andthenmakethatcarappeato bebroken

down (e.g., raising the hood). The IED trigger man may be standing near
by, lookingannoyecandappearindo talk on hiscell phone Thisscene
appearso beanaveragerokendownvehicle,sopersonnemayignoreit.

7 DiscussionQuestions:
I 1. Whatareothernamesyoucoulduseforthetermi heur i st i cs 0 ?

If it walkslike aduck,talks 2. How would you explain the dangers of relying too strongly on heuris
like aduck,andlayseggdike a ticsto yourfellow personnel?

duck,theni tadlld unless t 0 § How aretheconceptsf heuristicsandurbanmaskingelated How
aplatypus. docriminalsuseheuristicgo hidein plainsight?Canyougiveany
exampleof this from your own operationaknvironment?



5008 ReadingHumanT errain(Activity)

Instructor Activities:
1. UsethepresentatioprovidedontheresourcddVVD

Intermediate
In class exercise

2. Asaclassprofile eachof theimages _
3. Discussachdomainandpointoutrelevantcuesin eachphoto About 180 minutes
4. Discussthe operationaharrativeof eachimage
5. Ensurdraineedi p r o smakethemexplainhowtheyarrivedat ~ Terminal Objective: This mod
their operationaharratives ule givestraineeghe opportunity
to practicethesix domainsUpon
Synopsisof Module Topics: completionof this module train

Photo Interpretation Exercise:Instructorsshouldleadthetrainees eeswyﬂl beapleto deeplydescrlbe
the six domains,apply their knowl-

througha groupdiscussiorof eachof the photos Make surethattrainees grge of the domains, and profile in

use and understand the CODIAC vocabulary. For each photo, ask tr%ontrolle denvironments
ees to point out: '

ABiometric cues,includingidentifyingi n d i v ierdotioadlsttés ResourceDVD:

AKinesiccues alsoidentifyingi n d i v endotioadisttés A5008.11 ReadingheHuman
AProxemiccues,including identifying the leader Terrain,PPT
AGeographiccues,including habitualareasand anchorpoints

AAt mospheric cues, including public and private @

Ask trainees:

AWhaticonsor symbolsdoyou seeWhatdotheymean?
Als anyoneusingurbanmasking?

Als anyonedressediifferently thanthe others?How so?
Als anyonemakingovertgesturesr symbols?

Als anyonedisplayingsignsof wealth,power,or leadership?
Als everyondn theimagecomfortable?

Als anyonenervousangry,or annoyed?

Alf thereareany personneln theimage,whatis their SA?
ADo you seeany anomalieghat needto be investigated?
AWouldyoukill, capturepr contacianyonen thisimage?

Mental Simulation: Additionally, encouragéraineeso developan

operational narrative fahe activities they thinkre occurringn the scene.

What might Dbe happening? Most importantly, make t
conjectureslf theythink thatsomeondooksuncomfortablen animage,

makethemexplain whaheuristics theyised tanake thatletermination.






Unit 6:
Reading
the PhysicalTerrain

Trackingis theart of readingthe physicalenvironmento identify evidencea persorhasleft
behind.Beingableto readthe physicalterrainenablegpersonneto developa betterintelli-
gence picture in regard to an enemyos
intent. Thisunitwill introducetraineego theartof combatrackingandhowit cansupport
CODIAC skills. After completingUnit 6, traineeswill know practicalwaysto analyzethe
physicalterrainandusetheir trackingskills to supporiarangeof missiongypes.

SuggestedPrerequisites:
A CODIAC Units 1i 5

Terminal Learning Objective:

A At thecompletionof this unit, traineeswill haveintermediaté&knowledgeof trackingtechniquesind
basic knowledge dfactical tracking. This should enable them to use their tracking within their standard
missions and/or under the guidance of more experienced trackers.

Enabling Learning Objectives:

A Explain how, when,andwhy a combattrackingteammight be employed

A Describehecommoncombatrackingterminology

A DescribeanddemonstratBowto readspoor

A Describeanddemonstraténterpretationof a sceneby analyzingfootprints

A Describethe characteristic®f humanpace

A Demonstratéowto estimatehenumberof peoplen thequarrybasedipon theitspoor
A Describemethodsof assessinghe ageof spoor

Estimated Time Allotted for Instruction: About 21 hours

Speciality Support Requirements:

A SpoorPit (preferablylocatedhearclassroomjor demonstrationandaraketo clearthepit
A Rangeor otherlarge, openlocationsthatwill supportfollow-up practicalexercises

A ForUnits 6 and8, training participantshouldacquirecopiesof thebook Tactical TrackingOperations
by David ScottDonelan This publicationis animportantresourcéor learningcombatracking.




6001 Introductionto Combaftlracking

Instructor Activities:

1. Beginby askingtraineesvhattheythinkit r aa& er s 0
_ 2. Describethe purposeandgoalsof a combattrackingteam
About 30 minutes 3. Reviewthe two videosprovidedon the ResourceDVD

4. Presenteatworld anecdoteslescribingcombattracking

Introductory
Lecture and discussion

Terminal Objective: This module
introducedraineedo the purpose Synopsisof Module Topics:
andgeneralpractices otombat

tracking. Upon completion of this
module, trainees will be able to-de
scribe, in general terms, the typical
goals,mission,andemployment

of modern day combat tracking Combat Tracking: Effective combat trackers are significant assets for of

Introduction: Whatdoesii t r a anlean®agooly huntersusetrack
ing? What is modern tracking used for? Did you know that we have track
ersin Afghanistarandlrag, andon the USi Mexico borderwho aremis-
sioncritical andperformingwith greatdistinction?

teams. fensiveoperationsintelligencecollection,andclandestinanovementsn
hostile areas. They gather information by analyzing the evidence left by
Module Vocabulary: individualson the physicalenvironmentandthis informationallows per
ACombafTracking sonnel to develop a better intelligenct
AManTracking activities,location,compositiongquipmentandintent.
Combat Tracking Purpose and Goals:The goals, missions, and employ
ResourceDVD: mentof acombattrackingteamwill vary basecuponthespecificopera
A6001.17 Introductionto tion. Trackingteamsaremostoftenemployedo (1) follow thetracksof
CombafTracking,Video armedaggressorg2) discovertracksby theuseof patrollingandrecon
A6001.21 CombafTracking naissance techniques, (3) place pressure upon aggressors during a follow
Skills, Video up to drive theminto ambusheandpreparegositions(4) locateandin-
terprettracksleft by enemyactivities,(5) ascertairthedirectionof flight
Other SuggestedViaterials: of insurgentsoasto betterconcentraté)lockingforc_es,(6) reco_gni;e
ATactical TrackingOperations andcalcu!atestrengthsnf aggressopatrolsandformatlons',(7) maintain _
8 Chapterl contact with a_fleelng enemy, gnd (8)_ help recon and sniper teams move in
8 Chaptep andout of deniedor hostileterritory without leavingfootprintsor other

evidenceby usingantitrackingskills andtechniques).

DiscussionQuestions:

TRY THIS! 1. Considetheeightmainusesof acombatrackingteam;whatskills

doesateamneedo mosteffectivelyaccomplisheachtask?
Perform an Internet searc _ ) _
using {t he t 2. How arecombattrackingskills relevantfor CODIAC?How might

Tr ac lorifi Mglr a c k combattrackinginform decisionmaking?Situationalawareness?

: ' in?
What sort of articles do yot Analyzingthehumanterrain®

find? Did youfind anyrecent 3. Whatmakescombattrackingdifferentfrom otherformsof tracking,
news articles about combe suchassearchindor alostchild or strandechiker?Whatunique
tracking? challengesloesa combatrackemeedto consider?



6002 CombalftTracking Terminology

Instructor Activities:

1. Discussthe advantagesf unambiguougommunication
2. Describethe reasondor specifictechnicalterms i
3. Reviewthe Termsvideo About 60 minutes

Introductory
Lecture and discussion

Synopsisof Module Topics: Terminal Objective: This module

Introduction: Personneshouldhaveacompleteunderstandingf the !ntroducgspemflccombattrack-
ing terminology. Upon comple

uniquetrackingterminologyto ensurecommunicationgrefreeof am . of the module traineeswill

biguity. Each basic vocabulary term can be discussed based upon Wﬂga leto describ etk;e kevcombat

maincombattrackingtaskit supports: . y
trackingvocabulary.

AEstablishthe track

Alnterpretandfollow thetrack Module Vocabulary:
AGainintelligenceto developa track picture (LINDATA) AActive Track
AOperatén hostileterritorywithoutleavingvisible track(spoor) AContamination
AEncounteandreactto enemycontact AFollow-up
AGhostSpoor

Gaining Intelligence Information: The success of the tracking mission is Alnitial C Roi
oftendependenbn theamountof relevantinformationobtainedby the r?'t'a ommencemeritoint
tracking team. Critical (fAmustAWNPATAS) infor mat

canbeconveyedasaLiNDATA SitRep(SituationReport): ALostSpoorProcedures
AlLocation The Initial Commencemeroint (e.g.,a GPSplot) ANaturalState
ANumber Thequantityof peopleto betracked ApassiveTrack
AbDirection: Theinitial directionof flight (e.g.,Cardinaldirection) AQuarry
AAge Theageof thetracks(i.e., the time/distanceyap) ASpoor
AType Thetype of footwearpatterns ASpoorCutting
AAdditional Any additionalrelevantinformation( fi s hhoauv b ) ASPoor SeparatiorPoint

oughtto be collected suchasdistinguishingfeaturesaboutthe quar ATime and Distance Gap

ry, physicaldescriptionsandeyewitnessreports.Also, if possiblethe ATrackLine
tracking team should learn about the history of an area (e.g., familiesRTrackerSupportream

tribes local religioussectsandthetypical tacticsusedby theenemy ATrackingTeam
(e.g.,useof anti/counteitracking,enemyhabits andpreferences).
. . , ) ResourceDVD:
DiscussionQuestions: A6002.1i TermsVideo

1. Describedifferentwaysin which a sitemaybecomecontaminated.
How mightyourfellow personnelinwittingly contaminat@site?  other SuggestedMaterials:

2. Whatis the differencebetweenactiveandpassivetracking? ATactical TrackingOperations
3. How cantrackingsupporttacticalandstrategicoperations™Mow d Chapte#
might the useof trackingbenefitthe missionsyour organizatiorcon 0 Chapte2

ductsin yourcurrentoperationakénvironment?



6003 ReadingSpoorandSign

Instructor Activities:

1. Discussthe needto recognizeactionindicators

2. Describeanddiscusshevisible indicators

3. Describeanddiscussthe nonvisible indicators

4. Describehow light andshadowaffect viewing groundspoor
Terminal Objective: This module 5. Describeundesirableeffectsof trackingtoo closeto oneself
introduces the process identify 6. Reviewthe Indicatorsvideo

ing spoor. Upon completion of
thismodule traineeswill beable
to describaheindicatordeft by a
persorin aspoorpit orataprac
tice range, discuss the principles of
time/shadoweffect,andposition
themselve$o maximizethevis-
ibility of thespoorbasediponthe
angle of the sun.

Introductory
Lecture and discussion
About 90 minutes

Synopsisof Module Topics:

Tracking Indicators: Whena persorpassesvera pieceof ground,his/
herpassages markedby threetypesof indicators:groundspoor,aerial
spoor,andsign.Trackershouldusesomecombinatiorof thesendica

torsto trackthequarry.Dependingon thetypeof terrainandthe skill/

numberof quarrytherewill begreatvariationsin thetypeof indicators
left behind.

Ground Spoor: Groundspoorconsistof anymarkor indicationleft on

AB6003.1i Indicators Video

Other SuggestedVaterials:

ATactical TrackingOperations
0 Chapte3,page29 37

Module Vocabulary: thegroundby footwear,body parts,or equipmentGroundspooris de
AAerial Spoor fined by anyof thefive following characteristics:
AColorChange ARegularity: Man-madepatterns suchas prints with a uniform tread
AConclusiveEvidence AFlattening: Marks left on the groundby the weight of a foot, etc.
ADesertShine ATransferenceDirt/vegetationcarriedfrom its naturallocation
ADisturbance AColor Change:Subtlecolor changesausedy grounddisturbance
AFlattening ADisturbance Groundthathasbeenmovedfrom its naturalstate
AQ roundSpoor Similarly, tracksareidentifiedby their:
ALitter ) AOutline: Theseareouterlimits, or edgesof the track
ARFaguIarlty AShape:The recognizabldorm of somethingnanmade
ASlgn o _ AColor: Thedisturbancef the naturalareawill causecolor change
ASybstant|at|ndﬁV|dence ATexture The naturalsmoothness/roughneissaffectedby the quarry
ATimej/shadoveffect AShine Disturbingthe groundcausesight to reflect different
gthe groundcausedight to reflect differently
ATransference ARhythm:Naturehasits own rhythm, but usuallywithout regularity;
something in nature that is spaced at regular intervals will stand out as
ResourceDVD:

ananomalyfrom thenaturalstateof theenvironment

Aerial Spoor: Aerial spoorconsist®f damager disturbanceo thesur
roundingvegetationfrom foot to headheight,suchascrushedr bent
grasscrushedr bruisedeavespr twistedvegetatioror vines.Aerial
spooris aform of substantiatingevidenceit shouldalwaysbe confirmed
by identifying nearbyonclusive evidence



Sign: Sign encompasses the whole group of indicators that are not pari
ground or aerial spoor, such as broken cobwebs, disturbed insects nest
watersplasheanddeposits.

Alitter: Accidentlydroppedgdiscardedor hiddenartifacts

ABodyWaste:Any naturallyoccurringmatterproducedy thehuman
body,includingurine,fecesandoral ejectaanythingspatout)

ABlood Spoor:Blood spoorconsistf anyblooddroppedor splashed
onto the ground from a wound

AIED Indicators:Clues indicating that a booby trap or grérsonnel
mine has been placed

Non-Visible Indicators: Non-visibleindicatorsincludenoisessmells,

REMEMBER!

Besttracking times:
AFirstlight to 1030
A1530to sunset

Worsttrackingtimes:

AThe hourapproachingnid-
dayandthehouraftermid-
daywhenthesunis highin
the sky

andothersensoryactivators. ]
ASmellsand Odors: Sweatpugsprayor rifle oil canbesmelledrom f Tr ac k s a@he enostc |

severalardsaway,andcigarettesmokeandcookingodorscanbe cluesaperpetratowill leavebe-
smelledfor upto athousand/ardsaway. hind. Oneeverythirty inchesor so

AUnnaturalNoisesfor the SpecificEnvironmentNoise(or lackof noise) ~ andasconclusiveasf i nger pr i
mayindicatethe presencef thequarry.Talking, whistling, metallic 8 SherlockHolmes
sounds, and chopping can be heard at great distances and can-give ear

ly warningto thetrackerthatthequarryis near.Ontheotherhand,
insectceasingo chirp or buzz,or suddersilencesn arural envirorr
ment,mayalsoindicatethe presencef thequarry.

Light and Shadow: Light and shadow determine the visibility of spoor
ontheground.Thelowerthelight sources in relationto theground,
themoreshadowwill becreatedoy theimprint of the spoor.This greatly
enhances n aldiligy to spotspoor.Thebesttimeto spottracksisin the
earlymorningor lateafternoorlight, whenthesunis ata4 5a@gleto the
tracks.Spooris mostdifficult to follow whenthesunis atits peak,shin
ing straightdownon thetracksandthrowinglittle or noshadowWhen

tracking, place the tracks between the tracker and the sun to maximize the

t r a cabiyrto®extheshadowformedby thespoor.

DiscussionQuestions:

1. Whatis thedifferencebetweerconclusiveandsubstantiatingvi-
denceGiveanexampleof each.

2. Whatcanbedoneby thetrackerto enhancéhelight/shadoweffect
onthetrackswhentheambientightingis notoptimum?

3. Shouldtrackingeverbeattempteditnight?If so,how canthespoor
andsignbeseen®houldyouusehigh-poweredlashlights?

L



6004 Dynamicsof a Footprint

Instructor Activities:

1. Definethedifferentcomponentsisedin footprintinterpretation

2. Demonstrate the interpretation of drawn/photographed prints
3. Reviewthe Micro-TrackingIntroductionvideo

4. ReviewanddiscusgheMicro-TrackingDemonstratiovideo

Introductory
Lecture and discussion
About 120 minutes

Terminal Objective: This module
discussetheintelligencethatcan
begatheredy interpretingindi-
vidual footprints.Uponcomple
tion, trainees will be able to de
scribethefeaturesf afootprint.

Synopsisof Module Topics:

Every Step a Word...A tracker tries to build a story by looking at a set of
tracks.By developinghis storythetrackercanunderstandhewho, how,
andwhenof whathappenedThefirst stepin building the storyconsists

of readinganindividual print.

A6004.3i Footprint,Video

Other SuggestedVaterials:

ATactical TrackingOperations
0 Chapte3, pages38 40

Module Vocabulary: Reading Footprints: Each footprint displays a set of indicators, and from
ABalance thesea skilled trackercaninterpretthe actionsof the quarry. Thesefoot-
ADwell Time print features include: tharimary impact poin{PIP),foot roll, heel strike
AFootRoll pre-terminalpoint(PTP),andterminalpoint
ALugs/Grippers Footwear Types: Footprint patterns are cataloged as western, heels, flats,
AHeelStrike cleats/lugs, and barefoot. Each set of prints should be given a nickname,
APace to facilitatediscussiorandmakecontinueddentificationeasier.
APitchAngle Characteristics of Human Pace:lt is possibleo interpretwith someac
APressure curacy what activity has taken place, based upon interpreting the elements
APreTerminalPoint of ahumarpace Theseare
APrimarylmpactPoint Astride: Distancefrom oneheelto theotherheel
ARhythm APitch Angle: Angle thefoot fi p i t ocuhfreds theline of travel.
AStraddle AsStraddle: Distancebetweerthe two feet at the closestpoint
AsStride APressureWeightof thebody,throughthefoot, ontotheground
ATerminalPoint ADwell Time: Amountof time afoot is onthesamegroundlocation
AToeDig ARhythm:The measuredegularity of footprints

ABalance:Maintainingcenterof gravity evenly,with minimal sway

ResourceDVD: _ _ _

A6004.1i Micro-Tracking AverageStride: Ana d u averagsstridespansabout30inches.
Introduction,Video Estimating Height: Roughly,theheightof apersorcanbedetermined

A6004.2i Micro-Tracking by measuringhelengthof his/herfootprint. Measurghefootprintin
Demonstrationyideo inchesthendivide this valueby 2. This valueis roughlythe heightof the

quarry in feet.

DiscussionQuestion:

1. What can a tracker learn about his quarry from a few footprints?
Whattypesof missionscouldbenefitfrom suchintelligence?



6005 Micro-Tracking(Activity)

Instructor Activities:

1. Describeheconcepbf micro-tracking

2. Reviewthetwo videosprovidedon the ResourceDVD _
3. Goto thespoorpit; demonstratenicro-trackingtechniques About 120 minutes
4. Breaktraineesnto teamsandaskthemto completeheexercise

Introductory
Spoor Pit Exercise

Terminal Objective: This module
Synopsisof Module Topics: allowstraineedo practicemicro-

Micro-Tracking: Micro-tracking describes the process of identifying eylracking in a controlied setting.
: : . L Upon completion, trainees will

ery spoorin sequentiabrder.Micro-trackingis commonlyreferredto as eableto demonstratbasicfoot:

the -iystepod met hod, and is t ypi-caqrizt/%acgn%e?(r?etaﬁ)%r S

sionsandspecificevidencegathering This methodis very effective,but b P '

time consumingandtiring; it worksonly whenclosingthetime-distance

gapis notmissionessential.

ear |

Module Vocabulary:
AMicro-tracking

Sun Angle Demonstration: It is best to conduct spoor pit demonstrates

in the morning or late afternoon, when the sun is at an angle to the grouddsoyrceDVD:

Ask traineedo walk aroundthe spoorpit anddetermingrom which side A6005.1i Micro-Tracking

thetracksaremostvisible. Pointout thatthe tracksaremostvisible when

Spoor Pit Exercise, Video
theyplacethetracksbetweerthemselveandthesun. P

A6005.2 FootprintAnalysis
Micro -Tracking Demonstration: Demonstrateachof the dynamicsof Demonstration
afootprintin detail. Pointouteachof thefeaturesof afootprintandof

afew pacesMeasurghelengthof astride,andmeasureghelengthof a

print andthencalculateheightfromit. Ask trainee® particularlythose

of varied heights and weigldtgo also walk across the spoor pit. Measure
theirstridesandfootprint. Ask thetraineego examinetheirown,and

fellowt r a i priseV¢hdtfeaturescantheyidentify. Whatnicknames

wouldtheyuseto describeheprints?

Left: David ScottDonelarmeasures
afootprintduringamicro-tracking
spoor pit demonstration




600G InterpretingSpoorandSign

Instructor Activities:

1. Discusshetypesof datathatcanbeinterpretedrom spoor
_ 2. Discussactionindicatorsandtheirimportance
About 90 minutes 3. Reviewthetwo videosprovidedon the ResourceDVD

Introductory
Lecture and discussion

Terminal Objective: Thismod  Synopsisof Module Topics:

E:)er:?;rgig;f;irﬁ"geevﬁ trk:::g- o Introduction: Footprintpatterns|ED materialstrash,andotherspoor
y and sigid all of these tell a piece of the story. Skilled trackers can analyze

recognizen orderto interpretihe thespoorandsignto interpret,with someaccuracyyhatactivitiestook
actions of a quarry based upon

) . pl ace at a given | ocation. Trackers
his/her spoor. Upon completion
of this module, the trainee will ASpeed AWeaponry
be abledescribespoorinterpreta ASize/weight ASituationalawareness
tion processesandhe/shewill be  AGender APhysicalstate(e.qg. tired)
preparedo participatein amicro- - Aage andactivity level ALowerbodydisabilities
trackingpracticalapplication. AEquipmentarried AMentalstate

ATime of movement APhysicalactivities(e.g.,pausingo

Module Vocabulary:

(i.e.,movingby dayor night) look throughoptics)
AAction Indicators

Determining Speed:By determiningthe speedf thequarry,thetracker

ResourceDVD: can also determine where the quarry will be at a certain time and can relay
AB006.1i Action Indicators this information to blocking or intercepting forc&grintingquarry will
Part 1. Video leavetracksprimarily madeby theballs of his/herfeet. Theywill bewidely

spaced and contain little, if any heel, impressié@st movingquarry will
leave widely spaced, deeply imprinted tracks. There will be a more distinct
heelimpressiorandnormallyascrapamarknearthetoeasit leaveshe
ground.Quarrymovingslowlyanddeliberatelywill leavetracksthatare
evenlyspacedndof uniformdepth.The primaryimpactpointandter-

minal impact point will be almost identical. Finally, the tracks of quarry
movingveryslowlywill beclosetogetherandevenlyspaced.

AB6006.2 Action Indicators
Part 2, Video

Action Indicator: Whenever the tracks change, that is an action mdica
tor. Action indicators suggest that the quarry is engaging in a new activity,
andanysuchchangean behavioris worth consideringassessingp deter
minewhetheiit hastacticalrelevanceandif relevantcommunicatingo

the command element.

DiscussionQuestions:

1. Why shouldatrackertry to interpretthespoorandsign?Why is in-
terpretatiorbetterthansimplyfollowing thetracks?

2. Isthereatimewhenyoushouldforegointerpretation®hy?



6007 Micro-Tracking2 (Activity)

Instructor Activities: .
Intermediate

1. Gotothespoorpit

. . : Spoor Pit Exercise
2. Demonstratspoorinterpretatiortechniques _
3. Breaktraineesnto teamsandaskthemto completetheexercise About 180 minutes
Synopsisof Module Topics: Terminal Objective: This module

_ _ _ _ _ ~ givestraineegheopportunityto
Micro -Tracking Demonstration: This demonstratioshouldemphasize  |earnandpracticetheir spoorand

thespoorandsigninterpretatiorskills thatwerepresentedh theprevi  sjgn interpretation skills. Upon
oussectionFirst, theinstructorshouldhelptraineesdentify actionindi-  completionof this module train-
catorsor otherrelevantcuesin thespoorpit. Havetraineesnoveacross  eegwill haveaworking ability to
thespoorpit atvariousspeedsandthennotehowthefootprintsdiffer. If  analyzegroundspoor.
weapongor simulatedveaponsgareavailable takenoteof whatground
spoortheyleave.Demonstratédnow the spoorandsigninterpretation

skills canbeappliedto variousrealisticscenarios.

Scenarioldeas: Practicescenariosrelimited only by yourimagination.

Below are a few ideas, but this list is certainly not exhaustive. Also,-be en

couraged to bring gear or other fApropso to view tl
pit; thesemayhelpyouidentify additionalpracticescenarios.

ATwo individualswalk towardoneanothertheystopandexchange
somethingandthenturnaroundandwalk backthewaytheycame.

ASomeone is carefully creeping; he/she stops for a moment, as if listen
ing, plantssomethinge.g.,anlED), andthenstalksaway.

ATwo peoplearewalking togetherandoneof themis carryingaheavy
load(e.g.,anothetraineeonhis/herback).

AA team is moving together. They stop, and then the {pEirgon takes
aproneposition,pulling out his/heropticsto view the horizon.After
that, the team continues on.

AA persoris injuredanddisorientedHe/shefavorsoneof hisankles.

AA persoris movingatnight, andhe/shecomessuddenlyuponatree.
How doeshistrackline differ from thesameoathduringtheday?

Micro -Tracking Exercise: After the instructor has demonstrated spoor
andsigninterpretationdivide thetraineesnto five-persorteamsAssign

two teamdsto aspoorpit area Ask thefirst teamto actoutascenario

while theotherteamturnsaroundandclosegheireyes.Thenthefirst

team turns around and, as a group, attempts to determine what activities
took placeby interpretingthe groundspoor As traineesompletethis ac

tivity, observe their progress. You may need to recommend scenario ideas
tothespoorlayingteams.



EO
6008 CountingtheQuarry

Instructor Activities:

1. Discussthe importanceof assessinghe numberof quarry
2. Describethedirect countmethod

3. Describethe averagepacemethod

4. Describethecomparisormethod

5. ReviewtheCountingvideo

Introductory
Lecture and discussion
About 60 minutes

Terminal Objective: This module
introducedraineedo methoddor
determininghenumberof quarry ~ Synopsisof Module Topics:
beingtracked.Uponcompletion
of this module, trainees will be
ableto describehreemethodgor
determininghenumberof quarry.

Importance of Counting the Quarry: Determiningthenumberof quar

ry is critical for thetrackingteam.Thelife of eachteammemberdepends

upon knowing the threats he/she may face, and team tactics will depend
onthenumberindividualsbeingtracked.

Module Vocabulary: Choosinga Count Method: To determinghenumberof quarrybeing
AAveragePaceMethod followed thetrackershouldfirst estimataheapproximatenumberof
AComparisorMethod quarry;thiswill inform which, moreprecisecountingmethodcanbe
ADirect CountMethod usedIf theteamappearso betrackingfewerthan6 people thenthe

trackershouldusethedirect countmethodandthetrackershouldusethe
average pace methafithe quarry appears to number betweéh/! If the
guarryconsistof morethan15individuals,thenthetrackershoulduse

ResourceDVD: thecomparisormethod
A6008.1i Counting, Video

AKey Print

ADirect CountMethod:As thenameimplies, thedirect countmethod

- involves counting each quarrydés indi
Other Su.ggested\./latenals. _ hindtheheelof aneasilyrecognizablgrint. This print becomeshe
ATactical TrackingOperations keyprint. Draw anothetine behindthe oppositefoot of thekeyprint
0 Chapted, pages6i 57 (e.g., if thekey printis a left foot, then the opposite foot is the right).

Counteachprint betweerthelines(includingthekeyprint), thisin-
dicategshenumberof quarry.

AAveragePaceMethod: To usetheaveragepacemethodfirst determine
akeyprint andthendrawaline behindit. Drawanotheline atthe
heel of the next opposite foot, therefore measuring two stride lengths.
Countall of theprintsbetweerthelinesanddivide by two to deter
minethenumberof quarry.

AComparisorMethod:For thecomparisormethodtheteamwalks
alongsideanunknownnumberof tracksin multiple passegwhile
countingeachpassuntil theknownandunknowntrackshavea simi-
lar appearance.

DiscussionQuestion:

1. Why is it importantto know how manyquarryarebeingfollowed?
How mightthisintelligencebeusefulto thetrackingteam?



6009 Micro-Tracking3 (Activity)

Instructor Activities:

_ _ _ Introductory
1. Demonstratepoorinterpretatiortechniques e
2. Breaktraineesnto teamsandaskthemto completeheexercise P _
About 180 minutes

Synopsisof Module Topics:

Counting Demonstration: Thisdemonstratioishouldemphasiz¢he
spoorcountingtechniquesliscussedh the previoussection.Theinstruc
tor shouldenlistthe help of differentnumbersof traineedo lay thespoor,
andthentheinstructorshouldleadthetraineeghroughthe countingpro-
cess. Instructors are encouraged to bring teticks, yardsticks, string, or
othertoolsto this demonstratioto helpmarkoff stridesfor theaverage
paceanddirectcountmethods

Terminal Objective: This mod

ule givestraineeghe opportunity
to learnandpracticetheir quarry
countingskills. Uponcompletion
of thismodule traineeswill have
aworking ability to determinghe
numberof quarrybasedipontheir
groundspoor.

Counting Exercise: Followingthis, theinstructormaybreakthetrairn-

ees into two groups, depending upon the number of trainees. One group

helpslay spoor while theothergroupturnstheirbackso thepit. After

eachline of spooris laid, thesecondyroupof traineeshouldattempto

countthenumberof personneWho left thetrack.As theclassbecomes

competent with the basic quarry counting techniques, instructors-are en

couragedo beginintroducingadditionalactionindicators(suchasthose

practicedduringModule 2007).Ask certaintraineego carryaweightor

ask several trainees to lay spoor in the same direction but act as if they are

part of two separate groups, not traveling together. Again, be creative with

theideasusedn thesescenarios.

Left: Border Patrol agents lay a track
line in aspoorpit duringaquarry
countingexercise.




601Q Assessinghe Age of SpoorandSign

Introductory
Lecture and discussion
About 90 minutes

Terminal Objective: This module

introduces trainees to assessing thef ntroduction:

amount of time that has elapsed
sincethequarrymadethe spoor.
Uponcompletionof the module
trainees will be able to describe
the factors affecting the spoor
overtime, howthe spoorreactso
thosefactors,andhowto estimate
theageof spoorbaseduponthis
knowledge.

Other SuggestedVaterials:

ATactical TrackingOperations
0 Chapte3, pagest(i 46

Instructor Activities:

1. Discusstheimportanceof assessinghe ageof the spoor
2. Discusstheinfluencingfactorson the ageof observablespoor
3. Discussthe effectof ageandtime on spoor

Synopsisof Module Topics:

In order to the close the time/distance gap and gather accu
rateintelligence personneimustbeableto estimateheageof thespoor.

This allows oneto accuratelyjudgehow muchtime haselapsedincethe
spoorwascreatedTheageof thespooris typically statedn two-hour
incrementsAs ageneratule, it is betterto overstateheageof thespoor
ratherthanto understat@. Also, personneimustbeawarethattheageof

the spoor can change suddenly; for example, if the quarry started out six
hoursaheadbutstopsfor afour-hourrest,thenthespoorwill gofrom
beingsix hoursold to two hoursold.

Aging Spoor: Thebestway to learnhowto assestheageof thespooris
by constanpractice butevenexperiencedrackerscanbewrongin their
assessmerersonneshoulduseasmanyfactorsaspossiblen orderto
judgetheageor spoor.Relyingon asinglefactorcanoftenleadto mislead
ing results.

Weather:Oncethespooris left, it will beginto erode Environmental
factors determine how quickly that erosion takes place. It is important
for trackers to remember when different weather effects occurred. For
example, a light rain may round the edges of the print. By remembering
whenthelastrainfell, thetrackercanplacetheprintinto atimeframe.

Animals: Animal activity can also be useful in judging the age of spoor.
Mostwild animalswill maketheirway to watersourcesn themorn

ing andevening sospooragecanbedeterminedy whetheror notthe
spooris overtopor underneatlanimaltracks.

Plants: Vegetation can play a key role in judging the age of spoor. Most
greenvegetationwill startto dry outandbrownquickly whenbroken

or damagedTrampledvegetatiorthatis still moistandgreenindicates
thespooris veryfresh.

Aging Stands: Oneof themostaccuratéechniquesisedo learnto as
sessheageof spoorandsign,isto createfi a g $ h g nlshdercantrolled
circumstancegersonnetanobservesetsof spoorandsign,footprints,
damaged vegetation, fire pits, and food products for observation over an
extendedgeriodof timeto seehowtheyalterin appearancevertime.









unit 7:
Operational
Intelligence Cycle

Military and law enforcement personnel never work in isolation. Their operations are co
ducted as part of larger and wider missions. Being able to observe, understand, and then ca
municate actionable intelligence based upon the human and physical terrain enables unit
develop much more detailed intelligence pictures, and, ideally, react to threats before they a
triggered.Thisunitwill introducetraineedo thewider operationapicture,in termsof sup

port personnel and command elements; trainees will learn strategies for effectively: com
nicatingCODIAC informationto/fromtheseslementsAfter completingUnit 7, trainees

will betterunderstan¢howtheir useof CODIAC skills fits into thelargeroperationaknvi
ronmentandtheywill beableto demonstrateffectivecommunicatiorof CODIAC intel.

SuggestedPrerequisites:
A CODIAC Units 1i 6

Terminal Learning Objective:

A At the completion of this unit, trainees will have detailed knowledge of the operational employment of
CODIAC skills, and they will be able to describe tactically relevant observations and interpretations
to otherdistributedteamstacticaloperationcentersandcommancelements.

Enabling Learning Objectives:

A List anddefinethe stepsof theintelligencecycle

A Explainhowtacticalteamscontributeto theintelligencecycle

A Describeseveralwaysthattacticalteamscanimprovetheir contributionsto the intelligencecycle
A Demonstrateffectivecommunicatiorof CODIAC intel to/from atacticaloperationsenter

Estimated Time Allotted for Instruction: About5 hours

Speciality Support Requirements:
A No speciaffacilities required




E
/7001 IntelligenceCycle

Instructor Activities:

1. Discussthefive phase®f theintelligencecycle

i 2. Discusshowtheintelligencecycleworksin a circularmanner
About 60 minutes 3. Discusshowsmallunitscontributeto theintelligencecycle

4. Discusgheimportanceof providinginformationinto the cycle

Introductory
Lecture and discussion

Terminal Objective: This module
introducegheintelligencecycle, Synopsisof Module Topics:

ﬁg;]csr;oﬁriisﬁéf;fect?ee diﬂggrcr:rs Of_lntrogluction: Small,d_ismount_edeamsmak_eupanintegralpgrtof the
fion into usableintelligence Upon |.nteII|gencecyc.Ie.Ar.1y |nformatlont.hatatactlcalteamcolIect.5|s.poten _
completionof this module frain- tially valuable intelligence, especially When_ combined Wlth m_formatlon
ces will be able to describé the five c_ollecteoby othersourcesHoweve_r,to be maxmallyeffectl\_/e,thg|ntel-
phasesf theintelligencecycle I|gencecoIIectorsmquhaveav.vorkl.ng understanplmgf theintelligence

' cycleandhowtheyfit into theintelligencecollectionprocess.

Module Vocabulary: Collection: Often,asmalltacticalunitis thefirst to collectinformation
ACollection on the terrain, area of operations, hostile forces, or local populace. During
AProcessingind Exploitation the collection phasef the intelligence cycle, those personnel who collect
AProduction informationmustaccuratelydentify relevantdataandcommunicatet
ADissemination (correctlyandcompletely)to the commandelementWith CODIAC
APlanningandDirection training, trainees are now able to communicate additional, nuanced data

to theircommancdelementsSuchinformationshouldbeactivelyinclud-

ResourceDVD: edint r a i SitRepsfrdm nowon.

A7001.1i JointandNational

) Processingand Exploitation: As soonasinformationis communicated
Intelligence PDF

to acommancelemenit entergheprocessingindexploitationphaseof
theintelligencecycle,whereit beginstransformatiofromfii nf or mat i on
intoA i nt el Inforrgationdeserib@theraw observationsollected

in thefield (e.g.,anAK-47 takenfrom a hostileinsurgent)whereasntel-

ligenceis the product that can be gleaned from interpretation and applica

e tion of information(e.g.,severabtherAK -47shavebeencapturedand
Dissemination panning and birecion - Whenexaminedit wasdeterminedheyall camefrom ashipmenthat
wassoldby CountryX).

The processing and exploitation phase is conducted at all levels, from
thecompanyto thebattalion,andpotentiallyevenhigher.Forexample,
if atacticalteamin Afghanistarcapture@membeiof the Talibanwith
bronuciion Collecton severaphotographsf an Americannuclearpowerplant,thatinforma
tion would travelall theway to the Departmenbf HomelandSecurity
\ rocessing / for processin@_nd_gxploitation.Hovy theinformati(_)nwaslabeled_,cor-
related, and prioritized by the tactical team (during the collection phase)
will affectthesuccessf theprocessing@ndexploitationphase.

and .
Exploitation

Above:Intelligencecycle diagram




Production: After initial informationis processed entergheproduc NG

tion phasewherethe significanceof theintelligenceis establishe@nd i Succ e s s i n devi

its implications determined. In this phase, intelligence is combined witlationsuperioritydependsipon
data from additional sources, including other small tactical teams. Framtegrating information from a
the combined intelligence, an operational picture begins to develop, amadgeof sensorsplatforms,com
commancelementgwho cannotdirectly seeto thefield) gaingreateun- mandsandcentergo produceall
derstandingf thebattlespace. source intelligence. This intelli

. o ) o ) gencemustbepartof aportrayal
Dissemination: The combined intelligence picture then entersdife ¢ 1o battlespace characterized

seminatiorphasewherecommancelementcommunicatét, asneeded. |\ o curate assessments and visual
For instance, intelligence may flow back down to tactical levels, and Smaipictionof friendly andenemy
units may receivethe intelligencegleanedhroughthe informationcycle. operationsvhich makesthe bat
Thetacticalteamshouldbeproactiveduringthis phaserequestinghe tlespacesonsiderablynoretrans
informationit needdor eachoperationJustasthe commandeof atactr parent for a United States cem
calteamis responsibldor procuringtherequiredweaponsequipment, . o1athanfor the adversanand
andrationsfor anoperationhe/shes equallyresponsibldor procuring ¢, msthebasisfor superiordeck

the necessary intelligence for an area of operations. Relevant intelligees, ma k i

ng. o
may include satellite photos of the battlespace, weather reports, anrd intel 9
ligenceonthelocal population. 0 RADM L.E. JacobylJSN
Quotedn JointandNational

Planning and Direction: Intelligence in theplanning and direction phase Intelligence(pagelll -55)
may be higHevel and managed by upplevel government agencies, or it

maybelow-level anddisseminatetyackto the smaltunit tacticalteams.

Usingtheexampleabove photosof the nucleampowerplantwould be

sentto DHS anddealtwith atahighlevel,andtacticalteamswvould not

participatein the planninganddirectionof thatparticularintelligence

picture.However,n theotherexampletheintelligencethatashipment

of AK-47s came from Country X might be disseminated to tactical teams,

enablingthemto adjusttheirtacticsto prepareo encounteadditional

firepowerfrom thatcountry.

DiscussionQuestions:

1. Smallunit leadersshouldproactivelyrequesintelligencebeforeop-
erationsWhatdoesthis mean?Give anexampleof how a smallunit
leadercanrequestntelligence.

2. How doesparticipationin a broadintelligencecycle benefita unit
morethanif theyonly gathered/analyzetieirowninformation?

3. In Intelligence Analysis: A Targ&lentric ApproachRobert M. Clark
suggests the intelligence cycle should be conceptualized as a network
wherepersonneht eachnodecollaboraté ratherthanfollowing lin-
earcommunicatiorchannelsDo you agree2Vhy or why not?



7002 IntelligenceCollection

Instructor Activities:

1. Reiteratethe intelligencecollection processeslreadydiscussed

2. Discussthe intelligencecollection steps

3. Reviewthe Intelligencevideo

4. Throughinteractivediscussionhelp traineesintegratethe CODIAC
skills into intelligencecollectingtactics,techniquesandprocedures

Intermediate
Lecture and discussion
About 90 minutes

Terminal Objective: This module
discussemtelligencecollection
activitiesfrom the perspectivef
CODIAC skills. Upon comple
tion of thismodule traineeswill
beableto describahe smallunit,
tactical information gathering
process.

Synopsisof Module Topics:

Introduction: In additionto honingindividual observatiorskills, per

sonnelandsmallunitsmustacknowledgé¢hevalueof sharedbserva
tions. All military and law enforcement agents must strive to createra
montactical picture drivenby acommonlanguagein orderto articulate
informationandeffectivelyshareantelligence.

Module Vocabulary: Stepli Establish a Baseline:Establisracommonbaselineof theen

ACommornTacticalPicture vironment.Discusghebaselineandcreateacommontacticalpicture
AHUMINT within theteam.Be alertfor anomalieshatrise-aboveor fall-belowthe
ASite Exploitation baselineandlook for templatematcheof specificitemsor peopleof in-
terest(suchasHigh Value Targetsor BOLOS).
ResourceDVD:

ASketchingind Photographing Taking photographsf the peopleand
key area®f aregioncanbeusefulfor comparisoror laterreference.
Similarly, sketchinganareacanhelp personnetievelopclearerbase
linesandidentify subtleanomalies.

A7002.1i Intelligence,Video
A7002.2 DOD 3115.09PDF

A7002.2i Intelligence

Exploitation PDF ADeniaiRe member, each personds primitive

orderfrom chaospftenthroughdenial;personnemusttrain them
selves tactively lookfor important cues and pexent indicators.

0 Denialisafi t aobeveryp e r sfioshniestalfile-folder
d Denialis the mostdangerougphaseof decisionmaking

REMEMBER!

To bemosteffective,person
nelmustselectuse,andmax
imizetheuseof availableop-
tics (from the nakeaye to
advanced optical systems
Then,throughattentionto de-
tail, eachpersoncanestablish
abaselineof anenvironment
and detect the anomalies
which are critical preevent in
dicators.

0 Denialoccurseverytimeafi n & a n dlsarvations made

Step21 SeekAnomalies: Actively huntfor anomaliesConstantlymea
sure everything against the teamds
ber sees; think aloud and discuss operational narratives. Remember, ad
versarieidein plainsight,useurbanmaskingandattempto exploit
theseamsandgapsof abattlespace.

AlnvestigateEvery Anomaly:Every anomalymustbe investigatedgrr
onthesideof action.In otherwords,do notlapseinto astateof de-
nial. Treateveryanomalyasa potentialdangetindicator.

ASite ExploitatonUp on entering a
home)personnemustimmediatelycollect,evaluateprioritize, and
disseminatéheinformationof immediate/potentiahcticalvalue.

ba.

sensitive



AHUMINT: Tacticalteamsshouldalsoconsidercollectingimmediate
and longterm human intelligencéHUMINT) from civilians in their
operationahrea.

ImmediateHUMINT examples:
0 Are anystrangersn thevillage today?
d Did you seeanythingunusualyesterdayor today?
d Haveanytrucksgonedownthisroadtoday?

Long-termHUMINT examples:
d How manypeoplelive here?How manymen?
d Do youevergettrucktraffic throughhere?
0 Whocontrols the local area?

Step 3i Decide: Once three anomalies (or one major anomaly) have be
identified,a decisionmustbe madeKill, capturepr contactRemember,

each decision must be legal, moral, and ethical; it must follow the Rules
Engagement (ROE) and procedures for Escalation of Force (EOF).

Step41 Communicate: Communicatelecisionswvithin theteamandto
command elements. As appropriate, consider communicating import
informationto lateralteamsWhencommunicatingntelligence:

ADistinguishbetweerrawinformationandpersonahnalyses.
ABe preparedo articulatethedecisionandits rationale( i p i © b ¢
AUseeffectiveandefficient communication.

AHave a preestablished communication plan for the teams operatil
in an area; otherwise communications will become ch@aaspe
cially if multipleteamsobservahesameactivity atthesametime.

DiscussionQuestions:

1. Whataresomewaysthatmakingsketche®r takingphotosmight
helpyouin your currentoperationatasking?

2. Think of themissionsyou mostfrequentlyconduct How mightbet
terHUMINT helpyou attainmissionsuccess®ow aboutthemost
critical operationsywhatHUMINT would bemostvaluable?

3. Think of your organizatiorandyour operationaknvironment\What
is anappropriateeommunicatiorplan?Is it everappropriateo com
municateto lateralteams?

4. How much communication does CODIAC data require, do you

think?Will you needto communicatenoreor lessthanyoudo al-
readyWhatotherwaysmightyour communicationgshange?

DID YOU KNOW?

Both the Army and Marine
Corpsarepursingeffortsthat
emphasize the intelligence €ol
lectionabilitiesof individual
SoldiersandMarines.The Ar-
my @regramis calledEvery
Solidera Sensorandthe Ma-

r i rhaved@bbedheireffort
EveryMarinea Collector.

KEY SKILL

Developing an internal sense of
timein orderto knowwhena
situationaljudgmenneeddo
beupdated

Instructorsshouldemphasize
the importance of continu
ouslyupdatingo n eb@ssline.
Discuss how often persen
nelshouldactivelyreevaluate
their baselinesDiscussthe im-
portanceof havinganinternal
sensef time, sothatindividu-
alsknowwhento updatetheir
own operational pictures.
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/003 TacticalOperationEenter

Instructor Activities:

1. Describeatactical operationscenter(TOC) andits duties

_ 2. DiscusdechniqueshatcanfacilitateeffectiveTOC operations
About 60 minutes 3. Ensurdraineesunderstanthattheir TOCisfi b | ianutdedmpli-
cationgthis hasfor communicatingperceivecanomalies

Introductory
Lecture and discussion

Terminal Objective: This module
introducedraineego theconcept  Synopsisof Module Topics:
of the TacticalOperationsCenter
(TOC). Uponcompletionof this
module, trainees will be able to
describe the function of a TOC
and the advantages of distributing
intelligenceandoperationgunc-
tions from the battalion to the

Introduction: A Tactical OperationsCenter(TOC)isau n icononand
andcontrolhub,assistinghecommandein synchronizingoperations.
TOCsactastheprimarydriver of theintelligencecycle:receiving,ana
lyzing, integrating,anddistributinginformationacrosglistributedteams.

A TOC canpull informationfrom tacticalunits by proactivelycommun
cating with teams and requesting specific types of information, or tactical
teamamaypushrelevaninformationto the TOC.

companylevel.
Small-Unit TOCs: Theprimaryadvantagef smalkunit TOCs(like the
Module Vocabulary: Ma r i @LOG) thespeedatwhichlocally collectedinformationcan
ATOC be turned into locally actionable intelligence. A battalerel TOC has
ACLIC responsibility for a large area of operation, which may cover a substantial
ACLOC number of tactical teams. Because of this, igaesitive intelligence may

becomeputdatedoeforeit canbedisseminatethackto thetacticallevel.

In contrastasmallunit TOC cantriageandprioritize theinformationit

collectsandrapidly identify themostvaluableocalintelligence.
Functionally,asmaltunit TOCis similarto atraditionalTOC.One

differences thatthepeopleworking atthebattalionlevel arefull -time

TOC staff, while thesmaltunit TOC containscompanypersonneivho

alsohaveotherfunctions.Anotherdifferences theareagheycover.Of-

ten, it is easier to facilitate a good working relationship between a tactical

teamandasmallunit TOCthanit is betweeratacticalteamandabat

talion operations center.

ATOC Staff Experiencénfortunately, TOCS especially smailinit
TOC® may be staffed with junior or inexperienced personnel. These
relativelyjunior personnebftenhaveneverworkedin aTOC and,as
aresult,arenotfamiliar with theintricatedetailsof TOC operations.

Charts and Visual Displays: The mosteffective TOCsmakeampleuse

of visualdisplays,suchasmapboardsandcharts Effective visualinforma

tion displaytechnique®ffer thecommandeaquick andeasymeansof
gettingasnapshotof his/herunit. Also, theyprovidethestaffwith an
efficient means of processing information. Visual display techniques also
minimize the passing of messagjgps between staff sections and making
numerougntriesn thestaffjournal.



Unitsthathaveandutilize chartstendto managdargeamountof
informationbetterthanthosethatdo not. Chartsalonewill notmake
aTOC successfulits staff mustfirst identify whatcritical information
mustbetracked A TOC cannotproces®verypieceof informationthatit
receivesespeciallyduringthebattle.Units mustprioritize andtrain their
personneto distinguishbetweercritical informationandroutineinfor-
mation.Beforedevelopingcharts considethefollowing:

ADeterminewhatcritical informationmustbetrackedanddisplayed.
AAvoid informationandchartoverload.

ABuild aboxto storeandtransporcharts.

AKeepa miniatureversionof all chartsin a notebook.

AUsechartsin garrison tdrain personnel otheir use.

RecommendedrOC Techniques:

Aldentify Information: Identify andprioritize critical informationto
betracked Developa systento trackthe necessannformation;this

Traineegpreparetheir TOCduringa
training scenario

DID YOU KNOW?

TheUS MarineCorpshases
tablishedCompanytevelin-
telligenceCells(CLICs)and
Company Level Operation:

system may include charts, matrices, unit symbols, or a butcher board. C€lIS(CLOCS). Thesearefor-

ATrackUnits: Developasystento trackfriendly, enemy andcivil -

mally establisheccompany
level TOCs.

ian groups, habitual areas, and anchor points. Successful techniques

includeusingcolor-codedcellophanestickers color-codedthumb
tacks,or color-codeddot-typestickers.

0 Ensureall participantainderstanéindusethe system.

0 Usecommomicknamedo describgeopleandplaces.

0 Useprecisevocabulary(suchas CODIAC terminology).

0 Developstandardizedhapboardssooverlayscanbeeasilyand
quickly transferredrom mapto map.

AMinimizeChaos:Keepthenoiselevel in the TOC to anabsolute
minimum.Also, donotlet theenteringof messagemto ajournal
createa backlogin theinformationmanagemergystemIf time does
notfacilitate updatingthejournal,thenkeepupdatesn afolderand
record them later.

DiscussionQuestions:

1. In anirregularenvironmentyhatarethe benefitsof speedingipthe
intelligencecycle?

CLICsareableto collectand
analyze information and tc
disseminatectionableintelli-
gencen atimely mannerThe
time saved by managing th
intelligencecycleatthecom
pany level directly impacts the
dismountedunits. This allows
dismounted squads and pl:
toons to act on intelligence be
foreit is overcomeoy events.

TheCLOC givesacompany
commandetheorganicabil-
ity to useintelligencefor in-
creased tactical flexibility.
The CLOC normally consists
of watch officer and severa
NCOs,responsibldor opera

2. In general, what challenges must TOC staff overcome? How ddions,analysisandcollection.

thesechallengesffecttheir ability to createa commontacticalpic-

ture? How can distributed teams help TOC staff overcome such

challenges?
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/004 Communicatindntelligence

Instructor Activities:

1. Describehow a tacticalteamshouldhandlecollectedinformation
_ 2. Describenowto prioritize information
About 60 minutes 3. Reiteratethe differencebetweeninformation and analysis
4. Describefast, securecommunicationmethods

Intermediate
Lecture and discussion

Terminal Objective: This mod

uleintroducegraineedo theim- Synopsisof Module Topics:
portance and methods of cem
municatingintelligencefrom the
tactical team up to the TOC.
Uponcompletionof thismodule,
trainees will be able to describe the AWhatdo! know?
importance of fast, secure commu AWhoneeddo know?
nicationswithin thetacticalteam AHavel told them?

and up the chain of command. _ _
In addition,traineeswill beable What do | know? A tacticalteamcansavethe TOCtime andeffort by

to describamethoddor mostef-  triagingandprioritizing theinformationit passes.
fectively communicating with a  AAnomalies\Whenradiotraffic is low, verified anomalieshouldbe

TOC. communicatedo the TOC. Anomaliesidentifiedfrom multiple, dis-
tributedteamamay createa usefulintelligencepicture.

Introduction: While in thefield, dismountedeamscanhelp (or hinder)
operationdy effectively (or ineffectively) communicatingvith the TOC
andlateralteams Eachteamshouldperiodicallyaskitself thesequestions:

AKeyLocations:Key locationsjncludinghabitualareasandanchor
points,shouldbecommunicatedo andcatalogedy theTOC.

AKeyPeople:Key individualswithin aregionshouldbeidentified. In
somesituationge.g.,military conflicts),thewhereaboutandactivi-

ties of these people may be regularly communicated to the TOC. Any

suspiciousndividualsshouldbeidentifiedandcommunicatedo the
TOC. Additionally, therationalefor why theseindividualsappear
suspicioushouldbeclearlyarticulatedi.e.,Ai pr iotvv @ ) .

Alnformation Priority: Tactical teams will collect information of differ

ent degrees of importance and time sensitivity. Teams must determine

thebestway to deliverthis informationto their TOC. Somecritical
informationwill requireimmediatetransmissionbut otherdatamay
belesstime-sensitiveandmaybedeliveredoy handattheendof the
operation.

Alnformationvs. Analysis:As definedpreviously,informationis the raw
datacollectedn thefield, andanalysids theinterpretatiorof that

information. Teams should communicate information and its analy

sesto the TOC. However,in all casesteamamustclearly distinguish
betweerthesegwo componentsf theircommunications.
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Who needsto know? In mostcasesinformationshouldbetransmitted I
directlyto theTOC,soTOC staffcandisseminat¢heintelligenceback i T hodd sayi ng 0i nf
to othertacticalteamsHowever therearerareexceptionsvheninforma:  isp o w &smnoéngertrue,in the
tion is sotime-sensitivehatonetacticalteammayneedto communicate 21stCentury,0 s h @nformation
directly with another. isp o w eHow ubits organizetheir

ASuggestin@istribution: If adistributecteamknowsof otherteams ~ PEOPIE processesandsystemslic-

who couldbenefitfrom theirinformation(butwhodonotneedto ~ tatesthelevelof productivityon
be,or cannobe, laterally contactedjheteammaysuggestistriby:  thebattiefieldof the21stCentury.
tion recipients to the TOC. Suggesting distribution may also be ugeExploitationTactics(pagel19)

ful in situationsvhereatacticalteamcannotdirectly contactanother
unit, suchasaJointor Internationabgency.

KEY SKILL
Have | told them? A tacticalt e a opérationsordershoulddefineacom Workingwith othersto con-
munications schedule for the team. In addition, whenever a team identiyct a behavior profile of a
fiesimportantinformationor significantdeviationfrom the baselinejt persongventor quarry

shouldconveythatinformationto the TOC. i
Instructorsshouldemphasize

ASecuraCommunicationsT acticalteamsmustmaintainoperational the importance of develep
securityduringtheircommunicationgNo mission,location,or unit ing baseline®rfi ¢ o npoa
information should ever be revealed over a radio. Specific code words ; | cellsctively, betweerand
for eachmissionshouldbeoutlinedin theoperationorder(seethe amongst distributed teams
LINDATA SitRepfor example). Discuss specific approache

ANicknamesind Vocabulary:Efficient communicationeliesuponus thatthetraineescanuseto de-
ing clear,commonvocabulary Personneshouldusethe CODIAC velopsharedrofiles.
termsto improvethe precisionof relatedcommunicationsn addr
tion, commonnicknamegor peoplepbjectsandinformationtypes
should be employed. Such nicknames allow tactical teams to sdccinCtex AMPLE
ly andsecurelycommunicatevith basepersonnetiuringamission. LINDATA SitRep: Instead

APainting a Picture for the TO(Re me mber, the TOC g 8ising Rétdilddd cofhpldiO C
personnel cannot directly perceive the operational environmentgentences, LINDATA can

hence, phrases | i ke fhe Went-thgetconwrﬂjmghte@lfccin@t@he
less(andfrustrating)to TOC staff. (andmoresecurely)like so:
DiscussionQuestions: L:_15345678 (grid reference)
1. Thesecommunicatiorprocedureplacegreateresponsibilityon D = Northeast
smallunitsandtheir leadersWhataddeddutiesdo theserecommen A= 6-8 hours
dationsplaceontacticalteams? T= 1xPanamal x 6 StarVibram

2. Whataresomeexample®f raw andanalyzednformationWhy is it
importantto communicatdothtypesof datato the TOC?

3. In your organizationyhenis it appropriatéo communicatevith lat-
eralteamsMWhatCODIAC datamightyoucommunicate?






Unit 8:
Conductinca
Follow-up

If tracking is the art of reading spoor and sign, thembattracking is reading spoor and sign
while in adangerouskinetic environmentThis unit focusesn applicationof combatrack

ing knowledge. Trainees will learn how to apply their knowledge and skills in realistic tactical
trackingscenarios.

SuggestedPrerequisites:

A CODIAC Units 1i 7
A Working knowledgeof howto useo n eofganicoptics

Terminal Learning Objective:

A This unit gives trainees the opportunity to practice their combat tracking skills. These practical ex
ercisegequiresynthesi®f all six keytrainingobjectives At thecompletionof this unit, traineeswill
have intermediate knowledge of combat tracking, and they will possess the skills necessary to empld
combatrackingin anoperationakineticenvironment.

Enabling Learning Objectives:
A Describetherolesandformationsof acombatrackingteam
A List andexplainthe 10 rulesof combatracking
A Demonstratéeyarmandhandgestures
A Describethe key Lost SpoorProcedures
A Describehowto trackquarryin anurbanenvironment
A Describekey combattrackingteamengagementactics
A Demonstratepplieduseof combattrackingskills in a (simulated)kinetic environment

Estimated Time Allotted for Instruction: About 38 hours

Speciality Support Requirements:
A Anti-trackingequipmenfor demonstratiorsuchasasmallbrushandanti-trackingshoes
A SpoorPit (preferablylocatechearclassroomjor demonstrationandaraketo clearthepit
A Rangesor otherlarge, openlocationsthat will supportfollow-up scenariebasedtraining

A For Units 6 and8, training participantsshouldacquirecopiesof the book Tactical TrackingOperations
by David ScottDonelan This publicationis animportantresourcéor learningcombatracking.
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8001 TheCombaftlrackingTeam

Introductory
Lecture and discussion
About 30 minutes

Terminal Objective: This module
introduceghetraineego thedu-
tiesof eachmemberof thefive per
sontrackingteam.Uponcomple
tion of thismodule traineeswill
understandheresponsibilitieof
eachmembeiof theteamaswell
astheadvantagesf workingin a
cohesiverackingteam.

Module Vocabulary:
AFlank Trackers

ARearSecurityTracker
ATeamLeader
ATracker

ResourceDVD:

A8001.1i TrackingTeam
Overview,Video

Other SuggestedVaterials:

ATactical TrackingOperations
0 Chapteb, page$li 62

|
A Tr ac kyi nogmittee is
theworstthatcanhappenLet the

Instructor Activities:

1. Defineanddiscussthe rolesanddutiesof the trackingteam
2. Describeanddiscussthe advantagesf the combattrackingteam
3. ReviewtheTrackingTeamvideo

Synopsisof Module Topics:

Introduction: Combattrackingis ateameffort. Thefive-persorteam
providesmutualsecurityandextraeyesandminimizesfatigue.

Team Leader: Theteamleaderis responsibldor thetrackingteam.He/
shemakesthedecisiongegardinghetrackingoperationtacticaldect
sions,navigationcommunicationssecurity,andthe conductof theteam.

The team leader is the only position that does not rotate through the
courseof thetrackingoperation.

Tracker: Thetrackeris responsiblédor following thespoorandkeeping
theteamleaderawareof anyintelligencehe/shedeterminegrom the
spoor(e.g.,numberandspeedf thequarryor anychangeshatoccur
with the quarry).

Flank Trackers: There are twdlank trackerswho are primarily responsible
for protectingtheteamfrom ambushFlanktrackersshouldcontinually
scantheterrainahead|ooking for anyindicationof a hostileforce.In ad
dition, they canbeinstrumentaln lost spoorprocedures;econnaissance,
andtacticalrecommendations.

Rear Security Tracker: Therear security trackeis responsible for a variety

of tasks as needed by the team leader. Based upon the tactical situation he/
shecanoperateequipmen{suchasGPSor radio), providerearprotec

tion or forwardreconnaissanceackup thetracker,assistwith lost spoor
proceduresyr performanyotherduty asrequiredby theteamleader.

Advantages: The fiveperson team is setfontained and provides its own
protection.Theteamcanalsotrackfaster collectinformationquicker,
andre-locatelost spoormoreeffectivelythata singlepersoralone. Each
teammembeishouldbecrosstrained,sopositionscanberotatedto pre
ventfatigue.

tracker do his job and everyone
el se do theirs

0 : .
_ DiscussionQuestions:
0 David ScottDonelan

1. Doesthefive-mantrackingteamfit well with your existingteamor
unit sizesf not, how canyou adjustthefive-manmodelto better
work for yourorganization?

2. How might you usea six peopleWhatrole would you doubleup?
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8002 CombafTrackingTeamRules

Instructor Activities:

1. Discussthe ten primary rulesof tracking
2. Reviewthe Rulevideo i
3. Discussthe potentialconsequencefr failing to follow the rules About 60 minutes

Introductory
Lecture and discussion

Synopsisof Module Topics: Terminal Objective: This module
introducegraineedo the10rules

of tracking.Uponcompletionof
g%e module, trainees will be able to
retallanddescribeheimportance
of therulesof tracking.

Introduction: Theseruleshavebeendevelopedvertime by trackers
throughrealworld experienceMany of therulesappeanbvious,but
there is always someone who has not followed them. And, like most rul
notfollowing thesaulescanleadto failure.

Rulesof Tracking:
ResourceDVD:

1. Correctly identify the tracks you wish to folloWaluable time can be lost A8002.1i Rules. Video

if thetrackingteamdoesnotidentify thecorrecttracks.

2. Mark and record map coordinates of the start point which is called thether SuggestedVaterials:
Initial Commencememoint(ICP). Thisisimportantbothfor the ATactical TrackingOperations
combatrackingteamandfor outsidecommunications. 8 ChapteB, pages3i 34

3. Neverwalk ontop of groundspoor. Thetrackingteamshouldtry notto
disturbgroundspoor;it maybeusedagainto backtracketc.

4. Never overshoot the Last Known Spoor (LKIS)is is the most imper
tantrulein tracking.Failureto dosowill wastevaluabletime.

5. When following aerial spoor, always check for confirmable evidefhee
ial spooris lessreliablethangroundspoor,andatrackershouldalways
look to confirmit with someotherspooror sign.

6. Always know exactly where you afeis vital that the combat tracking
teamalwaysknowits location.

7. Alwayskeepin visual contactwith otherteammemberslf visualcontact
is notmaintainedmembergsannotusehandsignals.

8. Alwaystry to anticipatewhatyour quarry will do. An experiencedrack
ercangetinto themind of thequarryandanticipateheirmoves.

9. Thetrackersetsthe paceof thefollow-up. Thetrackerwill inevitablybe
theslowesttheothermembersnustconformto his/herpace.

10.Never fAforcedo a track to colnsfeasy m with your own prec

for atrackertoi s evbabhe/sheexpectsinsteadof reality.

DiscussionQuestions:
1. If youcouldaddonemoreruleto thelist, whatwouldyouinclude?
2. Isit everappropriateo breaka rule?Why or why not?
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8003 TrackingTeamFormations

Introductory
Lecture and discussion
About 60 minutes

Terminal Objective: This module
introducedraineego thetactical

Instructor Activities:

1. Describehetrackingteamformationsandfactorsaffectingtheir use
2. Discusgheimportanceof maintainingrackingteamsecurity

3. Discussthe needto maintainnoisediscipline andvisual camouflage
4. Discusghebenefitsandlimitationsof runningon spoor

5. Reviewthe two videosprovidedon the ResourceDVD

techniques and formations usedSynopsisof Module Topics:

by acombattrackingteam.Upon
completionof this module train
eeswill befamiliar with thefour
visualtrackingformations.

Module Vocabulary:
AExtended_ine Formation

AHalf Y Formation
ASingle/RangeFile Formation
AY Formation

ResourceDVD:
A8003.1i TrackingTeam
FormationsyVideo

A8003.21 TrackingFormations
in Practice, Video

Other SuggestedMaterials:
ATactical TrackingOperations
0 Chaptels, page$2 65
0 Chaptels, page$9i 71

Maintaining Team Security: The combat tracking team is a small unit
that must often operate in a hostile or4senure environment. To nmuni
mizethechance®f beingseeror heardprematurelythetrackingteam
must continually maintain high standardgaaitical movementamou
flage andnoisediscipline Considerabléraining,discipline,andcontrol
arenecessargnthepartof the entireteamto ensurehattheymaintain
thetacticaladvantagevertheiradversary.

Tactical Movement: Appropriatetacticalformationsareimportant.in
mostcasestheterrainwill dictatethetypeof formationatrackingteam
adoptsOtherfactorsaffectingthechoiceof teamformationinclude:

AVisibility throughthe vegetationtraversed
ATerrainandgroundconditions
AThetime/distancegyap

AThe prevailing or oncomingweatherconditions
AThetacticalsituation

Team Formations: TheY formationrepresentthestandardactical
trackingteamformation.Ilt canbemodifiedfor specificterrainor tactics.

AY Formation: ThebasicY Formationcanbeusedin openor lightly
wooded areas. The distance between team members varies depending
uponthevisibility, whichis affectedby theterrain,vegetationand
lighting. Thetrackeris positionedbnthespoor;theflank trackersare
att r a cfiomt appreximatelyd 50ff theline of thetrack,oneto
eachside;theteamleaderfollows behindthetracker,andfinally, the
rearsecuritytrackerfollows theteamleader.This formationprovides
tactical and tracking flexibility. It allows the flank trackers to observe
theterrainto theirfront andsidesooking for anysignsof hostile
forces, ambush, or spoor. If the track veers off to the side, one of the
flank trackerswill oftenidentify thenewtrackbeforethetracker.
Whenthis occurstheteamcanrotatearound sotheflank tracker
becomeshetrackerandtheoriginaltrackertakeshis/herplaceon
theflank.



AHalf Y Formation: Thehalf Y formationis usedn placeof theY for-
mationwhentheq u a rtrailyudssalongsideanobstaclesuchasa
river bank,rock face,or lake. Theflank trackeronthesideof theob-
staclemovesbhackbehindthetrackeror teamleaderandcontinuego
scanto thatflank from his/hemewlocation.

ASingle/RangeFile: Thesinglefile formation(sometimesalledranger
file) is usedin thick vegetatiorandotherareaof limited visibility.
Theflank trackergpositionthemselvedehindthetrackeror bracket
ing theteamleader It is imperativethatevenin limited visibility the
teamremaingn visible contactatall times.

AExtended.ine: Theextendedine formationis usedin wide open
areaswith little or nodangeiof ambushThetrackeris againposk

tioned on the spoor. The team leader and rear security stand on

sideabout20feetaway.Theflank trackersarepositioneconthefar
endsof theline another20 feetaway. This formationcoversthe most
amountf groundandis alsousefulif thetracksaredifficult to see
sinceeachteammembeicanassisthetracker.

Camouflage: Camouflageplaysanintegralrole in thecombatracking
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To dotheirjobseffectively,
trackingteamshaveto breakthe
cardinalrule of smallunit opera
tions,whichis fiNevergo whereyou
canbeexpected drackingteams
mustput themselvesight into the
faceof theenemy putmustdoso
with the utmostlevel of precau
tion to avoid unnecessary casu
alties. Movement, personal and
teamcamouflagesilence,andthe
cgéhectt_eamformationcomme_n
Suratewith thegroundandterrain
areessentiatomponentsf team
security and must be monitored
constantly while the team is on
follow-up.

D

0 David ScottDonelan

team bothto conceatheteamandto increase¢het e a amarsnesef
theterrainaroundthem.Teammembershouldbeappropriatelycamou
flaged to the terrain type.

NoiseDiscipline: As a small unit operating in close proximity to hostile REMEMBER!
forces, it is important for a combat tracking team to practice noise disCh/o,r teamcontrolis inversely
pline. While trackingquarry,handsignalsshouldbethe primaryform of

. proportional to your speed
communicatiobetweertreammembers.

Be particularlycautiouswhen

Running on Spoor: Trackingteamsmaybeinclinedto runonthetrack ~ running on the track line!
line in order to close the time/distance gap. However, there are drawbacks
thatmustbecarefullyconsideredbeforetheteamrunsonthespoor.

DiscussionQuestions:

1. Why do you think thefive-persortrackingformationis recommend
ed? How would you organize a feperson or siperson tracking for
mation?

2. Whataresomepiecesof gearthatmightbevisible to your quarry?
How canyou helpminimizethevisibility of yourownbinoculars,
glassessunglassesndothergear?

3. How far do you think the scent of cigarette smoke travels? How
aboutthe scentof cologneor body sweat?The soundof talking?The
hissandbeepof aradio?
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8004 Arm-andHandSignals

Introductory
Lecture and discussion
About 60 minutes

Terminal Objective: This module
introduces trainees to the hand
andarm signalsusedwithin the
trackingteamfor silentcommunt
cations.Uponcompletionof this
module, trainees will be able to
describeanddemonstrat¢he key

hand and arm signals.

ResourceDVD:
A8004.1i ArmyFM 21-60
A8004.2i Signals,Video

A8004.3 Traineesn the
Field,Video

Other SuggestedVaterials:

ATactical TrackingOperations
0 Chaptel, page$6i 67

Instructor Activities:

1. Discusgtheadvantagesf clear,silentcommunications
2. Reviewthe two videosprovidedon the ResourceDVD
3. Demonstrat¢he key handandarmsignalsfor thetrackingteam

Synopsisof Module Topics:

Introduction: Silenthandandarmsignalsarethe meansvherebymenm
bersof atrackingteamcommunicatevith eachother,withoutgiving

forewarningto a hiddenor stationaryquarry.While conductinga follow-

up theteammembersnustremainin visualcontactwith eachotherto

ensurehandandarmsignalscanbeobservedit is especiallimportant
for theflank securityto regularlylook atthetrackerandteamleaderto

maintain visual contact.
Demonstratethe following signalsthat can be usedwhile tracking:

AAIl Clear: Indicatedoy thefi t h uurpsignal;thehandis helda
shouldetheightin front of thebody,with fingerstightenednto the
palmandthethumbextendedupward

AChangeof Direction: Signaledby extendinghearmoutwardto the
sideof thenewdirection,palmforward

ACome in:Signaled by raising the arm vertically, palm to the front, and
wavingin largehorizontalcircles.

AComeTalkto Me: Signaledby pointingtowardtheteammember(s);
beckonby holdingthearmhorizontallyto thefront, palmup,and
motioning toward the body

ACommenca 360: Signaledby usingtheindexfingerto drawalarge,
verticalcirclein front of thebody

ACommenca CrossOver: Signaledby holdingthearmsabovethe
head, with wrists crossed directly above the head and open palms fac
ing forward; then both arms are moved out, away from the body, until
thehandsarejustaboveshouldeheight

AExtendnto Line: Signaledby holdingbotharmsstraightoutto the
sidesatshouldeheight,formingonecontinuoushorizontalline

AGo Look: Pointin thedirectionthatshouldbe observedfollowed by
pointingtheindexfingerto oneeyeandmiddlefingerto theother.

Al Am Scanning with My Weapon Mounted Scdignaled by holding
o n evéapomormally,looking throughthe scopeputalsoholding
uptheforwardsupportinghandwith thepalmfacingto therearand
supportingheweightof theweapornwith thebendof theelbow



ALostSpoorSearch:Signaledby by theteamleadetto flank trackers
whenhe/shavantsthemto initiate asearchtheteamleaderpoints
his/herindexfinger upward revolvingthe hand,andpointingin the
directionhe/shewvantssearched

AMove Forward:Signaled by facing in the direction of movement,-rais :

ing the handgto shouldlevel, palmsto thefront, andthenmovingthe
handsorwardandbackward

AMoveOut: Signaledby theteamleader;he/sheacesin thedirection

of movement, holds his/her arm extended to the rear and swings thed& spoorsignal

overheadndforwardin thedirectionof movementpalmdown

AObstacleAhead:Signaledby holdinganopenhandoutin front of
thebody,with thepalmfacingtowardtheface,andthenbringingit
directlyin front of theface

AOpenRadios:Signaledy raisingthe handto theearwith thethumb
andlittle finger extended

AQuarry SeenSignaledby anyteammembemwho spotsthequarry;
theteammemberfreezesthenslowly raiseshis/herweaporto the

shoulder, pointing it at the quarry; all team members repeat the signa .
Eyeson TargetSignal

whentheyhavethequarryin sight
ASpoorFound: Indicatesateammembethasrelocatedhe spoor;sig-

naled by making the opposite of the

thefingersextendedis pointeddowntowardtherelocatedspoor

ASpoor Lost:Signaled by the tracker when he/she temporarily loses t
spoor;signaledoy holdingoutthehand palmforwardwith thefin-
gersextendedandpointingdirectly upward

ATakelt: Signaledby holdingthearmstraightoutto thesideatshout
derheight,thenthe handis loweredwith openfingersandraisedto
mimic theactionof pickingupanobjectandii h a n id tavsay

ATrackTrap Ahead:Signaledby flank trackerto theteamleaderby
openingandclosinghis/herhandJike ap u p preottid s

DiscussionQuestions:

1. Why aresilentsignalssuperiorto radiocommunicationsluringa
follow-up?Whenshouldradiosbeusedduringafollow-up?

2. Howwill theteamknowif therearsecurityis signaling2Vhy might
therearsecurityneedo signalto theteam?

3. Whatothercovertwaysmightatacticalteamuseto communicate
with eachotherduringafollow-up?Why mightthesebeuseful?

All StopSignal

| ost 0O
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8005 LostSpoorProcedures

Instructor Activities:

1. Discusshow spoorcanbe lost andimportanceof relocatingit
2. Reviewthe Lost Spoorvideo

3. Discussanddemonstratéhe quick scantechnique

4. Discussanddemonstratéormal lost spoorprocedures

5

6

Intermediate
Lecture and discussion
About 120 minutes

Terminal Objective: This module
introducesthe formal lost spoor
proceduresisedduringafollow-
up.Uponcompletionof thismod-  Synopsisof Module Topics:
ule, trainees will be able to discuss
theemploymenbf lost spoorpro-
cedures.

. Discussanddemonstratshortcutsfor lostspoorprocedures
. Discussthe importanceof teamdiscipline during theseprocedures

Lost Spoor Procedures:lt is very commonfor trackergo losethespoor
atsomepointduringatrack.Thecardinalrule for trackingis neverad
vancebeyondthe LastKnown Spoor(LKS). Whenexecutedroperly,

lostspoorproceduresvill relocatehespoorin 90%of thecases.
Module Vocabulary:

AAlleyway Scans
ABittermanTechnique
ABox Search

ACrossOver

AFlanker360

ALastKnown Spoor(LKS)
ALost SpoorProceduregL.SP)
AQuickScan

ATrackTrap

ATracker360

ResourceDVD:
A8005.1i LostSpoor,Video

Other SuggestedVaterials:

ATactical TrackingOperations
0 Chapte3, pagest6i 50

Quick Scan:An informal quick scanprocedurecanbeinitiatedbefore
signalingtheteamthatthespoorhasbeenost. Whenonecannolonger
seethespooraheadstopandcarefullyscartheterrainina2 4 are

Formal LSPs: Whenatrackercannolongerseespoorin theterrain
aheadhe/sheshouldalerttheteamwith thehandsignal,andthenmark
the LKS. At this point,thetrackingteamcaninitiate Lost SpoorProce
dures(LSPs).

AlLikely Lines:After theLKS hasbeenmarked thetrackersearches
aheador whatthemostlikely paththequarryhastaken.Thetrack
errepeatghis proceduraintil he/shenasexhaustedll of thelikely
lines.

ATracker360:Inthet r a c36@prodedurethetrackermovesto a
spotabout20yardsbehindthe LKS andthenwalksin acircle around
the LKS butwithin the protectionof theflank trackersThetracker
searchethegroundandvegetatiorcarefullywhile positioningthe
light to maximumadvantagdf the spooris notfound,theteamlead
er canaskthetrackerto conductanother360,this time outsidethe
physicalprotectionof theflank trackersbutwithin the protectionof
effectiveweaponsange.

AFlanker 360:Depending on the security situation, the flank trackers

canconductinterlocking360degreesearchesutaheadf thetrack
ing teamto try andrelocatdostspoor.

ABox Searchin a box search, the team tries to determine natural er arti

ficial linessuchasroads fencesyivers, or railroadtracksthatsurround
theareawherethe spoorwaslost. Oncethesdinesaredetermined,
theteamsearchearoundtheperimeteiof wherethetrackswerelost.
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Short Cut LSPs: In additionto theformal LSPs theseshortcutsmaybe G
implementedatanytime. Shortcutscanalsobeimplementedvhilethe A T wthings are a8 gi ven 6
trackeris still following thespoor. trackingarmedanddangerousiu-

ACrossOver: If thequarryhasbeenmaintaininga fairly straighttrack ~ Manswhethertheyarefugitives
line, thenthe teamleadercanimplementthe crossovertechniqueln ~ fromjustice,insurgentsor enemy
this procedurethetwo flankersfi ¢ r @\s eirthizothersideofthe ~ SPldiers.Thefirstis theabsolute

formationwhile simultaneouslgearchinghegroundfor thespoor. ~ N€cessity to close the time and

A _ ) _ . distancegapandthe secondhat
TrackTrap SearchTheflankersoftenseeprimetrackingterrainfea: 4 spoor despiteall effortstothe

turesaheacbf theteam,suchasadirt road,asandypatch,cultivatefj contrarywill belostatt i me s . ®
field, or earth bank. These fAtrack trapso may hec
passed that way. Upon seeing a potential track trap, a flanker shduiggvid ScottDonelan

signalto theteamleaderandthenif approvedpneor bothof the

flankersshouldmovealongthefi t r wife dheckingthe groundfor

spoor.

ABittermanTechniqueTheBittermanTechniqués usedwhenthe
guarryis marchingonanazimuth.Theteamleaderinestheteam
alongthetrackline andtakestheazimuthwith acompassandthen
after roughly onéhalf mile, he/she repeats the process. If the two azi
muthsareidenticalthentheconclusiorcanbe madethatthequarryis
maintaining direction by the use of a compass or GPS. In this instance
theteamleadershouldextendtheazimuthon his/hermap,attempt
ing to identify alandmarktowardwhichthetracksareheading.

AAlleyway ScansAlleyway scans are used when the spoor moves along
ausedtrack,trail, riding path,or streambed. Theteamleadersends
oneof theflank trackersoutabouts0yardsalongthepathandthe
other25yardsalongontheothersideof the path.Eachflank tracker
then examines the trail for spoor. If no spoor is found the Flanks move
anothertwenty-five yardsaheadalongthetrail andrepeathe pro-
cess.

Team Discipline: Although it may seem that employing all team rnem
bersin LSPswould beefficient, this oftenslowstheteamdowndueto
contamination. The team must exercise tactical patience while the tracker,
andsometimesheflankers,searcHor lostspoor.

DiscussionQuestions:

1. Isit agoodidea,or abadidea,for theotherteammemberdo start
looking for thespoorwhenthetrackersignalsthatit is lost?Why or
why not?

2. Whatexample®f tracktrapscanyouthink of ?
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8006 Macro Tracking(Activity)

Instructor Activities:

1. Preplarthed a yadtisitieswith the staff

. Brief theclassonthed a yaétigties

. Reviewthe Field LSPvideo

. Divide trainees into theiri® member tactical teams

. Allow teamsto fi | ef ar pafailawv-upsduring the practiceexercises
. Conductteamafteractionreviewsafter eachsmall exercise

Intermediate
Practical application
About 6 hours

Terminal Objective: This mod

ule givestraineeghe opportunity
to practicetheirteamformations
andarmrandhandsignals.Upon  Synopsisof Module Topics:
completionof this module train-

eeswill beableto demonstratef-

fective use of macrracking team
formationscommunicationsand
trackingteamcoordinatiortech

niguesunderbasicconditions.

o Ok WN

Preparation: Trainees will divide into their small teams and conduct sev

eral follow-ups on a relatively easy terrain. No kplayers or other special
equipmentvill beneededy theinstructorshowever traineeswill need
communicationgquipmentndtheir full kits, includingopticaldevices.

I nstructors should also have access t
cell phonesf radiosarenotavailable).

Module Vocabulary: Transportation: Trainees and instructional staff should be bussed to their
AMacrotracking respective followup locations. Two teams and at least one member of the
instructional staff should be dropped off at each designated start location.
ResourceDVD: Thestartlocationsshouldbe sufficiently spreaebut sothatteamsdo not
A8006.1i Field LSP,Video runinto eachother,andacentrali wa t & o | plguplocationsand

exerciseendtime shouldbecarefullypre-planned.

Team Briefings: Thepairsof teamswill taketurnslaying spoorandthen
conducting followups. Instruct followup teams to take about a 10 min
uteheadstart,andthenstopwhenahideis foundaroundl5 30 minutes
later. As thefirst teamlaysspoor theinstructorshouldremainwith the
A tracker should look as fa  follow-upteamanddiscusselevantrackingtechniquegndtactics The
ahead as the spoor is visib  instructorshouldremindtheteamto practicegoodteamformationtac
and move toward that poin  tics, usetheirarm-andhandsignalsmaintainsecurity usetheir opticsto

while scanning ahead for mor  goodeffect,anduseappropriaté-ost SpoorProcedures.
indicators. The tracker shoul

avoidlooking too closeto his/ Follow-Up: At leastonemembeiof theinstructionalstaff shouldaccom

her own feet because it wil  panythefollow-upteamto observeheir performanceUsethetracking
slowdownthetrackingteam, BehavioralObservatiorChecklist,found on the ResourcédVD, to assist
i mpede the ¢ with this performancessessmerBpecialattentionshouldbe paidto the
nessJimit his/hervisualcon t e a codmunicationcoordinationformations,securityprotocols,and
tactwith theteam,makethe useof LostSpoorProcedures.

trackermoreproneto ambush,

and result in a higher degree «
eyestrain.

REMEMBER!

After -Action Review: After completingthefollow-up,thetwo teams
shouldbriefly debriefandthenswitchrolessothatthefollow-upteam
becomes the spoor layers. Repeat this-fezgging until all trainees have
filled therolesof atrackerandateamleaderatleastonce.
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8007 Macro-Tracking2 (Activity)

Instructor Activities:
1. Preplarthed a yadtisitieswith the staff

Intermediate
Practical application

2. Brieftheclassonthed a yaétigties

3. Divide trainees into theiri® member tactical teams About 6 hours

4. Role-players(or instructionalstaff) lay spoortrails

5. Brief eachteamontheir scenarios Terminal Objective: Thismod

6. Allow eachteamto conductheir follow-ups uleis similarto the previousone,

7. Conductanafteractionreviewwith eachteam excepthatthismoduleusessce
nario-basedraining, which will

Synopsisof Module Topics: help trainees begin to integrate

theirknowledgeandskills, mak
ing theseabilitiesmoreautomatic
andreinforcingeffective decision
makingstrategiesUponcomple
tion of thismodule traineeswill
be ableto demonstrateffective
useof macroetrackingteamfor-
mations, communications, and
trackingteamcoordinatiortech
Transportation: Roleplayersshouldbetakento thetrackingexercise hique$ andto dosounderrealis
aredfirst sothattheycanbeginlaying spoorabout30 minutesbeforethe  tic operational conditions.
trainees arrive. Trainees and instructional staff should be bussed to their

respective followup locations, next. Thei 6 person teams should be -suf

ficiently spreado ut t o avoid running into each other, and
ingh o laedpick-uplocationsshouldbecarefullypre-planned.

Preparation: Traineewill divide into theirsmallteamsandconductwo

or threefollow-upson anintermediatdevel terrain.Role-playersshould
lay the spoorfor eachfollow-up. Oneor morerole-playersshouldbeas

signedto eachtraineeteam.During the preparatiorphasethe instructors
shouldhelptherole-playerdearnrelevantscenariossuchasactingasa

groupof drugtraffickersor akidnappemith hostagesDuring this plan

ning,considemwhatsortof equipmen{to makegroundspoorimpres

sionswith) and/orooselitter (to drop)therole-playerscancarry.

|
Team Briefings: Eachteamshouldbebriefedontheirfirst scenarioln- 5 v owill not catch your

structors should encourage trainees to exercise tactical patience and digGhrryif youa r ecordstantly
pline,aswell ascarefulsecurityprocedures. thinking aboutclosingthe time-

Follow-Up: At leastonememberof theinstructionalstaff shouldaccom distanceg a p 0

panyeachtacticalteamto observeheir performanceUsethetracking 8 David ScottDonelan
BehavioralObservatiorChecklist,found on the ResourcédVD, to assist

with this performancessessmerpecialattentionshouldbe paidto the

t e a co@municationcoordinationformations,securityprotocols,and

use of Lost Spoor Procedures. Rplayers should be encouraged to react

realistically to the trainees (e.g., armed fugitives should try to ambush the

trainees if the tracking team is seen coming); howeverplalgers should

notwork toohardto circumventhetraineegyet).

After -Action Review: As before aftereachfollow-uptheinstructor
shoulddebrieftheteam(while therole-playerday newspoor).
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8008 MissionsSupportedy Tracking

Introductory
Lecture and discussion
About 60 minutes

Terminal Objective: This module
introducegheoperationaproce
duresassociatedvith conducting
afollow-up. Uponcompletionof
thismodule traineeswill beable
to clearly describe the activities
thatoccurduringatypical follow-
up,andtheywill beableto describe
alternativefollow-up missionsjn-
cludingbacktrackingandurban
trackingprocedures.

Module Vocabulary:
ABackTracking
ANight Tracking
ASpoorCards
AUrbanTracking

Other SuggestedMaterials:

ATactical TrackingOperations
0 ChapteR3, pagebli 52
0 Chaptel, pages/1i 74
0 Chapte6

|
A T r a dslomeofghe best
sources of immediate use intel
ligence, information about the
enemythatcanbeputto useim-
medi ately. o

0 The US Army FM 198,
ScoutPlatoonmanual

Instructor Activities:

1. Discusstheintelligencetrackingteamsmustgather
2. Discusstheintelligencetrackingteamsshouldgather,if available
3. Discussalternativefollow-up missionactivities

Synopsisof Module Topics:
Introduction: Combattrackingskills augmenta variety of operations:

APursuitto contact

Alocatearmscaches

ARecoveryof woundedpersonnel
ACountersurveillance
Alnformationandintelligencecollection
ACombatSearchand Rescug(Air ForceCSAR)
AMaintain contactwith a fleeing enemyafter a firefight
ABacktrackingto source
AEnemyrouteandinfiltration investigation
ASensorsitesandplacement
ACounterdrugoperations
AAreainterpretatiorandanalysis
AForensicanalysis
ABorderPatrols(assesgorridorsandroutes)
AcClandestin@perationgmovement tsecon andniping hidesites)
AlLocatingenemymortarandrocketfiring sites

Typical Follow-Ups: Unlessacombatrackingteamdiscovergracks
while on patrol,follow-up missionorderstypically comefrom theirim-
mediate senior command element. Typically, once this command element
instigatesa trackingmission thetrackingteamtravelsto the Initial Com
mencemenPoint(ICP)andreportsaLINDATA SitRep.Eachsetof rel-
evantprintsshouldthenbe nicknamedandvisually recordedegitheron
aspoorcard or via aphoto.If notalreadyinterviewedwitnessestthe

ICP shouldbeaskedaboutthequarnd althoughthesereportsmustbe
consideredaarefully,sincewitnessesftenintentionallyor unintention

ally reportfalseinformation.After theseactivitiesarecompletetheteam
canbeginfollowing thetrackline with thegoalsof (1) closingthetime/
distance gap usingll aggressive means available and (2) attempting to get
into themind of theenemy.

Night Tracking: Nighttime follow-upscanbe conductedusinglnfrared/
IR lamps LEDs, incandesceriights, or light sticks.



Back Tracking: Back tracking involves following a trail back to its source
in orderto gainusefulintelligence. Throughbacktracking,ateamcan
determinewvherethe quarryoriginatedandmaybeableto determine
othersitesof importanceo thequarry.ln alaw enforcemenénviron

ment,this couldmeanfinding otherdrugstorageor growingareasin a
military environmentpacktrackingcouldleadthetrackerto operational
basesr hideoutsThebiggestdrawbackwith backtrackings thedrain
on manpower. That is, a second tracking team is required to conduct

backtrackwhile themainteamconductghefollow-up. ARSI S
Trackingwith canineassistance

Reconnaissancand Surveillance: Reconnaissandavolvesgenerabver
watch of a region, while surveillance is specific observation of a person,
place,or asuspectTrackingcanbeemployedn suchmissiongo follow
aquarrythatleavegheobservedreaor to collectadditionalintelligence
aboutthee n e mmyodementsvithin anareaof operations.

Urban Tracking: While moredifficult, it is still possibleto trackquarry
throughanurbanenvironmentSincepeoplearegenerallylazy, the quar
ry will takeshortcuts.Thisletstrackersdetermindikely linesanduse
lostspoorprocedureso follow thespoor.Sincemuchof urbantracking
requiregherepeatediseof lost spoorprocedureghefive-manteamis  Urbantracking
moreengagedn actualtrackingthansecurity.Thereforet is important
in urbanenvironmentso providethecombattrackingteamwith anad
ditional securitydetail. If sufficientsecurityis available theteamcandi-
vide individual trackersgachwith his/herown security.Beginningat the
Initial CommencemerRoint(ICP) thetrackingteambreakdnto pairs
with eachpairmovingalongtheroadandintersectingstreetsandalley-
ways searching for track traps along likely avenues of outlet for the qua
Whena crossstreets reachedeachpair coversandsearchesachof the
three possible directions (straight, left, and right) for an indicator. Wh
anindicatoris found,theteammovesforwardto the nextcrossstreetand
repeats the process.

Trackingandsurveillance

DiscussionQuestions:

1. How couldtrackingskills be usedto supportclandestin@perations?
How about sniper teams?

2. How mighturbantrackingsupportcontemporarynilitary or law en
forcemenmmissions?

3. Think aboutyourown occupationwith whatkindsof operations
could tracking skills assist? What field operations waudtibe aided
throughtheuseof trackingskills?
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80092 UrbanTracking

Instructor Activities:

1. Remind traineeBowto anticipatethe pathof their quarry
_ 2. Remindtraineedo useall assetsavailableto them
About 60 minutes 3. Discusstacticsfor urbantrackingoperations

Intermediate
Lecture and discussion

Terminal Objective: Thismod  Synopsisof Module Topics:

ugﬁ;ﬁ:{{'d;w?;g%izﬂgi:Z?ggn Introduction: Urbantrackingwasintroducedn thepreviousmodule.
'E)rackin );killps) Ubon completion During urban tracking operations, personnel will need to make constant
d P b useof alleywayscanslooking for wheretheirq u a r traiydivesgesfrom a

of thismodule traineewill have .
appliedknowledgeandthe ability hardsurfaceor contaminatedrea.

to effectively conduct basic urban Useall Assets:Whenconductingurbantrackingoperationsa dismourt
trackingoperations. edteammustuseall assetsvailableto them. Thiswill give themanadvan
tage over their quarry, despite being on-teestadvantageous tracking
terrain.Theseadvantagemclude:

AGetinto the Mind of the Quarry: Remembermostpeoplearecreatures
of habit; they are generally lazy and take short cuts whenever possible.
Look for likely lines,shortcuts,habitualareasandanchorpoints.
Think aboutlandmarksandotherlocationsof interesthatthequarry
Instructors  shouldremind mightheadtowardsor atwhichtheymightstop.
trainees to think about hov
their qguarrymovesandwatch
for cuesin theterrainthatin-
dicatethee n e mmyindsetls
thequarrymovingtowardan
anchorpoint?Is thequarryus
ing antitracking?

KEY SKILL

Makingeffective/efficientden
tification of anchor points and
indicationsof anti-tracking

ALookfor Track Traps: Look for tracktrapsnearlikely landmarksor the
edgesof roads/pathto verify theq u a rtrackliGesTracktrapscan
befoundin unexpecteghlacesjncludingtheedgesf roadsgardens
or freshly cut grassdewy grass steepinclinesor embankmentgjust
along the side of roads, oil patches or dirt in parking areas, puddles or
mudpatchespr areasf fallenleaves.

ALookfor Sign:Neverforgetto look for sign.Whatdid thequarry
drop?Whatdid thequarrydisturbashe/shgassed®o you hear
dogsbarking?Are theatmosphericsf anareadisturbed?

AAskWitnessesOftenin urbanareasnanywitnessesireavailableto
interview. Unfortunately witnesse®ften provideinaccurateor inten
tionally false information. However, they can sometimes provide valu
able intelligence. As appropriate ask passersby if they have seen your
guarryor anythingoutsideof theordinary(relatecto yourquarry).

AUseYourManpower:Generallymilitary andlaw enforcemenagen
cieshavegreatemanpowethanthequarrythattheyarepursing.
Makeuseof thisadvantagéy leapfroggingteamsplacingoneor
moresmallunitsatlikely landmarksn thedirectionofthequ ar r y 6 s
travel. Theseeamscanscoutfor tracksandprepardo intercepthe
quarryif he/shdravelin thatdirection.
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8010 Macro Tracking3 (Activity)

Instructor Activities:
1. Prepareany handoutge.g.,photos)thatwill be givento trainees

Intermediate
Practical application

2. Role-players(or instructionalstaff) lay spoortrails

3. Divide trainees into theiri® member tactical teams About 6 hours

4. Brief eachteamontheir scenarios

5. Allow eachteamto conductheir follow-ups Terminal Objective: Thismod

6. Conductanafteractionreviewwith eachteam ule providestraineeswith the op-
portunity to practicetheir urban

Synopsisof Module Topics: trackingskills. Uponcompletion

of thismodule traineeswill have
applied knowledge of and the abil
ity to effectivelyconductbasicur-
ban tracking operations.

Preparation: Instructors must preplan which routes each-ptager or
instructionalstaff membemill take.Thetraineeswill laterfollow these
paths sotheymustbe carefullyselectedDuring the preparatiorphase,
theinstructorsshouldalsodeterminghescenario®ehindeachof the
folow-ups. Scenarios should relevant to the trainees:t
ment.Examplescenariognight includefollowing anarmedfugitive who

just left an robbery, following a suspicious man seen running from an IED

explosion who may or may not have been involved, or even tracking down
alostanddisorientecelderlypersonAs appropriateinstructorsshould

createphotographssketchesor prewrittenfi wi tsnteastsetoseip t s 0

plementhescenaridriefings.

Team Briefings: After traineesaredividedinto the 51 6 membetactical
teamsgeachteamshouldbebriefedontheirscenariothelnitial Com-
mencemenPoint(ICP), andgeneraldirectionin which the quarrywas
seerleavingthesceneEncouragdraineego useall resourceavailable,
including asking passersby whether they have seen the quarry and making
useof their personaknowledgeof theareato identify likely landmarks
thatthequarrymightbetravelingtowards.

Follow-Up: At leastonememberof theinstructionalstaff shouldaccom

panyeachtacticalteamto observeheir performanceUsethetracking

BehavioralObservatiorChecklist,found on the ResourcdVD, to assist

with this performancessessmerpecialattentionshouldbe paidto the

t e a codmunicationcoordinationformations,andsecurityprotocols,

as well as to whether the trainees considered possible anchor peintsgfianis exercise, trainees can be given a
bitual areaspr shortcuts.Instructorsshouldalsoconsidemwhatscenar  photoof their quarry, aswell asa photo

io-specifictacticsaremostappropriateandwhethertraineesonsidered oftheirg u a r prigtd Tesesimulatethe
theseaactics. typeof eyewitnessnformationthat may

be available during urban tracking, and it
After -Action Review: After completing the followup, each team should Wil facilitate interactionswith other people
. T . . . . |ﬂtheurbanenvwonment.
engage in an individual debrief with a member of the instructional staff,
and then the whole class should be reconvened to participate in an overall
discussioranddebrief.
































































































